
AFRL-IF-RS-TR-1998-99 
Final Technical Report 
June 1998 

FORMAL VERIFICATION OF SECURITY 
PROPERTIES OF PRIVACY ENHANCED MAIL 

Syracuse University 

Shiu-Kai Chin and Dan Zhou 

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED. 

19980727 187 
AIR FORCE RESEARCH LABORATORY 

INFORMATION DIRECTORATE 
ROME RESEARCH SITE 

ROME, NEW YORK 



This report has been reviewed by the Air Force Research Laboratory, Information 
Directorate, Public Affairs Office (IFOIPA) and is releasable to the National Technical 
Information Service (NTIS). At NTIS it will be releasable to the general public, 
including foreign nations. 

AFRL-IF-RS-TR-1998-99 has been reviewed and is approved for publication. 

APPROVED: //////.' b~ 
■I.   : .f        ...■    V 

MARK GERK£N 
Project Engineer 

. ,/ 

FOR THE DIRECTOR: 'tttiJ-W h-'"-~ 
NORTHRUP FOWLER, III, Technical Advisor 
Information Technology Division 
Information Directorate 

If your address has changed or if you wish to be removed from the Air Force Research 
Laboratory Rome Research Site mailing list, or if the addressee is no longer employed by 
your organization, please notify AFRL/IFTD, 525 Brooks Road, Rome, NY 13441-4505. 
This will assist us in maintaining a current mailing list. 

Do not return copies of this report unless contractual obligations or notices on a specific 
document require that it be returned. 



REPORT DOCUMENTATION PAGE 
Form Approved 

OMB No. 0704-0188 

Pnhlir „„„„I™ hnrden fnr this collection of inlormation is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing 
^f™l. Ä " =ny other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information 
OperalTandtpor™, 1215 SSIDSÄS 1204, A*g".n, »A 2^02-4302' and t. the Office o, Management and Budge,, Paperwork Reduction Project I0704-0I88I, Washington, DC 20503.   

1. AGENCY USE ONLY /Leave blank) 2. REPORT DATE 

June 1998 

3. REPORT TYPE AND DATES COVERED 

Final      Jun 96 - Jul 97 
4. TITLE AND SUBTITLE 

FORMAL VERIFICATION OF SECURITY PROPERTIES OF PRIVACY 
ENHANCED MAIL  
6. AUTHOR(S) 

Shiu-Kai Chin and Dan Zhou 

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 

Syracuse University 
Department of Electrical Engineering and Computer Science 
Syracuse NY 13244 

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 

Air Force Research Laboratory/IFTD 
525 Brooks Road 
Rome NY 13441-4505 

5. FUNDING NUMBERS 

C     - F30602-96-1-0250 
PE    - 61102F 
PR   - 2304 
TA   - FT 
WU - PI 

.PERFORMING ORGANIZATION 

REPORT NUMBER 

N/A 

10. SPONSORING/MONITORING 
AGENCY REPORT NUMBER 

AFRL-IF-RS-TR-1998-99 

11. SUPPLEMENTARY NOTES 

Air Force Research Laboratory Project Engineer: Mark J. Gerken, Capt, USAF/IFTD/(315) 330-2974 

12a. DISTRIBUTION AVAILABILITY STATEMENT 

Approved for public release; distribution unlimited. 

12b. DISTRIBUTION CODE 

13. ABSTRACT /Maximum 200 words) 

The increased use of networked and distributed computing makes security a major concern.  The capability to verify that a 
system meets its security requirements will continue to grow in importance.  In particular, the capability to assign security 
properties to engineering structures is crucial.  This work focuses on verifying the security properties of Privacy Enhanced 
Mail (PEM).  Security properties such as non-repudiation, privacy, authentication, and integrity are defined independently of 
any implementation structure. PEM message structures and operations on those structures are shown to have the desired 
security properties.  All formal definitions and proofs of security properties are done using the Higher Order Logic theorem 
prover.  This work on PEM shows the feasibility of using formal logic and computer assisted reasoning tools to describe and 

verify relatively complex systems. 

14. SUBJECT TERMS 

Computer Security, Privacy Enhanced Mail, Higher Order Logic, Formal Methods 

17. SECURITY CLASSIFICATION 

OF REPORT 

UNCLASSIFIED 

18. SECURITY CLASSIFICATION 
OF THIS PAGE 

UNCLASSIFIED 

19. SECURITY CLASSIFICATION 
OF ABSTRACT 

UNCLASSIFIED 

IB. NUMBER OF PAGES 

128 
16. PRICE CODE 

20. LIMITATION OF 
ABSTRACT 

UL 
Standard Form 298 (Reu. 2-89) (EG) 
Prescribed by ANSI Std. 239.18 
Designed using Perlorm Pro, WHSfDIOR, Oct 94 



Contents 

1 Introduction 1 

1.1 Purpose  1 

1.2 Network Components      2 

1.2.1 WAN Components  2 

1.2.2 LAN Components  3 

1.3 Electronic Mail Scenario  4 

1.4 Motivation      5 

1.5 Structure of this Report  6 

2 Privacy Enhanced Mail 7 

2.1 Security Issues for Electronic Mail  7 

2.2 Cryptography  8 

2.2.1 Types of Cryptographic Functions  8 

2.2.2 Privacy  12 

2.2.3 Authentication  13 

2.2.4 Integrity  14 

2.2.5 Non-repudiation  15 

2.3 Structure of PEM Messages  15 

2.3.1 Encapsulated Header Portion  17 

2.3.2 Encapsulated Text Portion      20 

2.4 Examples of PEM Message Types      21 

2.4.1    ENCRYPTED  22 

i 



CONTENTS 

2.4.2 MIC-ONLY or MIC-CLEAR     24 

2.4.3 CRL-RETRIEVAL-REQUEST  27 

2.4.4 CRL  27 

2.5 Privacy in PEM  29 

2.6 Authentication in PEM      30 

2.6.1 Certificates  30 

2.6.2 Certificate Hierarchy  31 

2.6.3 Certificate Revocation Lists  35 

2.7 Integrity in PEM  35 

2.8 Non-repudiation in PEM  36 

3 PEM in Higher-Order Logic 37 

3.1 Security Functions in HOL      37 

3.1.1 Privacy  37 

3.1.2 Source Authentication  39 

3.1.3 Integrity  41 

3.1.4 Non-Repudiation  42 

3.2 Message Structure in HOL  44 

3.2.1 Type Definition in HOL  44 

3.2.2 MICinfo as a Type      47 

3.3 Functions for MIC-CLEAR Messages  50 

3.4 Functions for ENCRYPTED Messages  51 

3.4.1 Privacy  51 

3.4.2 Source Authentication  53 

3.4.3 Integrity  54 

3.4.4 Non-Repudiation  55 

4 Conclusions 57 

ii 



CONTENTS 

A  NOTATIONAL CONVENTIONS 59 

A.l   RULE NAMING  59 

A.2   RULE1 / RULE2: ALTERNATIVES  59 

A.3   (RULE1 RULE2): LOCAL ALTERNATIVES  59 

A.4   *RULE: REPETITION     60 

A.5   [RULE]: OPTIONAL  60 

A.6   NRULE: SPECIFIC REPETITION      60 

A.7   #RULE: LISTS  60 

A.8   ; COMMENTS  61 

A.9   ALPHABETICAL LISTING OF SYNTAX RULES  61 

B   PEM SYNTAX 65 

B.l   pem_syntax.theory  65 

B.2   pem-syntax.sml  71 

C   PEM-DEFINITIONS 79 

C.l   pem_definitions.theory  79 

C.2   pem_definitions.sml  82 

D PEM-CLEAR 93 

D.l   pem-clear.theory  93 

D.2   pem_clear.sml  95 

E   PEMJENCRYPTED 99 

E.l   pem_encrypted.theory      99 

E.2   pem_encrypted.sml  104 

in 



List of Figures 

1.1 Wide Area Network Components  2 

1.2 Local Area Network Components  3 

2.1 Secret Key Cryptography  9 

2.2 Message Integrity Code     10 

2.3 Public Key Cryptography  10 

2.4 Signature  11 

2.5 Digital Signature  12 

2.6 Secret Key Authentication  13 

2.7 Public Key Authentication      13 

2.8 Integrity Check using a MIC      14 

2.9 Integrity Check using a Digital Signature      15 

2.10 Top-Level PEM Message Structure  16 

2.11 Encapsulated Message Format  17 

2.12 PEM Header Structure  18 

2.13 PEM Header Fields  19 

2.14 Character Descriptions  22 

2.15 PEM Cryptographic Algorithms, Modes, and Identifiers   . . 24 

2.16 Example ENCRYPTED Message (Public Key Case)   .... 25 

2.17 Processing of PEM message on sender side: ENCRYPTED 26 

2.18 Processing of PEM message on receiver side - Retrieve DEK: 
ENCRYPTED     27 

2.19 Processing of PEM message on receiver side - Retrieve plain- 
text message and MIC: ENCRYPTED  29 

IV 



2.20 Processing of PEM message on receiver side - Verify digital 
signature: ENCRYPTED  30 

2.21 Example ENCRYPTED Message (Secret Key Case)    .... 31 

2.22 Example MIC-ONLY Message (Public Key Case)  32 

2.23 Example CRL-RETRIEVAL-REQUEST Message  32 

2.24 Example CRL Storage Request  33 

2.25 Example CRL Retrieval Reply      33 

2.26 Certificate Syntax      34 

2.27 PEM Certificate Hierarchy  35 

2.28 Certificate Revocation List Syntax  36 

3.1    Denning Type color     45 



List of Tables 

2.1 PEM 6-Bit Encoding  21 

2.2 Encrypted, Public Key PEM Message Format  23 

2.3 Encrypted, Secret Key PEM Message Format  23 

2.4 MIC-ONLY or MIC-CLEAR Public Key Format  26 

2.5 MIC-ONLY and MIC-CLEAR Secret Key Format      28 

2.6 CRL-RETRIEVAL-REQUEST Format  28 

2.7 CRL Format      28 

VI 



Chapter 1 

Introduction 

1.1    Purpose 

The purpose of this document is to describe in detail how security proper- 
ties are related to secure electronic mail message formats and operations. 
We show how system-level security properties are satisfied by functional 
specifications of operations on specific message formats. 

Our formal analysis is based on the Internet Privacy Enhanced Mail 
(PEM) described in four Request for Comment (RFC) papers: RFC 1421, 
RFC 1422, RFC 1423, and RFC 1424, [9, 8, 1, 7]. PEM is similar to mili- 
tary systems such as the National Security Agency's Multilevel Information 
Systems Security Initiative (MISSI). MISSI is based in part on PEM. While 
the message field names and structure may differ somewhat between MISSI 
and PEM, the analytical techniques used here are applicable to both. 

We use several means of description. Informal descriptions are used to 
give an intuitive notion of behavior, properties, or requirements. These 
are derived from the above-cited documents. Formal descriptions are de- 
rived from the informal descriptions. These are intended to be precise 
descriptions of behavior which are subject to rigorous analysis. The types 
of analysis done includes correctness - e.g. ensuring requirements are met, 
and behavioral properties - e.g. security properties. 

Our formal descriptions focus on: 

• Structure of well-formed messages. 

• Interpretation of message structures. 

• Correctness of functions operating on messages. 

Higher-order logic is used throughout. Verification is done using the 
Higher Order Logic (HOL) theorem-prover, [5]. 
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The work described here builds on two previous efforts to formally model 
MISSI. The first effort by Johnson, Saydjari, and Van Tassel in [4] defines 
various MISSf security properties in higher-order logic. The MISSI Certifi- 
cate Authority Workstation (CAW) has been modeled by Marron using a 
CSP (Communicating Sequential Process)-like [6] process language called 
PROMELA and the SPIN model checker, [10]. 

1.2    Network Components 

The objective is to send messages securely from one local area network 
(LAN) to another over a wide area network (WAN) like the Internet. Com- 
ponents appear within the context of a WAN or LAN. Section 1.2.1 gives 
an overview of components which exist in the WAN. Section 1.2.2 gives an 
overview of components which exist within LANs. 

1.2.1    WAN Components 

Figure 1.1 shows two local area networks, called enclaves in MISSI, con- 
nected to a WAN with a Directory System and an Electronic Key Manage- 
ment System Central Facility (EKMS CF). 

2 Key Management Systerr 
Central Facility 

| Root Certificate Authority Workstation [ 

Figure 1.1    Wide Area Network Components 

From Figure 1.1 we can see that the concern is with secure electronic 
mail between enclaves or LANs. Local security issues within a particular 
enclave are not addressed. 
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The Directory System functions as a "yellow-pages" for looking up peo- 
ple's security information such as cryptographic key information, crypto- 
graphic algorithms, the authority which has certified the authenticity of the 
information, and the duration or times for which the information is valid. 

The Electronic Key Management System Central Facility serves as 1) 
the ultimate certification authority via the Root Certificate Authority Work- 
station, 2) support for replacing cryptographic keys (rekeying) which have 
expired via the Rekey Manager, and 3) support for Compromised Key Lists 

(CKL). 

When a sender or originator in one enclave wishes to send email to a re- 
ceiver or recipient in another enclave, the originator gets from the Directory 
System the necessary cryptographic keys and authorization to communicate 
with the recipient. To check if the cryptographic keys are still valid, the 
Compromised Key List is checked to see if the received keys are invalid 
because they have been compromised. As keys have finite lifetimes, user 
cryptographic keys must be replaced. This is done by the Rekey Manager. 

1.2.2    LAN Components 

Figure 1.2 shows the principal components within an enclave or local area 
network. In general, enclaves may have both trusted and untrusted work- 
stations. The functions of the principal LAN components are illustrated by 

the sending of email. 

| Audit Manager | | Certificate Authority Workstation"! | Mail List Agent 

Figure 1.2    Local Area Network Components 

To send email, the originator must first be registered or certified as a valid 
system user.  This is done by the local Certificate Authority Workstation 
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(CAW). Certified users have cryptographic information and authorizations 
assigned to them by the CAW. Cryptographic information and authoriza- 
tions are stored in data structures called certificates. Certificates are the 
means by which cryptographic information is distributed through networks. 

Users have "smart cards" called Crypto Peripherals (CP) or Personal 
Computer Memory-Card International Association (PCMCIA) cards. Like 
everyday ATM cards, these cards have a PIN number known only to the 
user. What makes the cards smart is the information contained within 
them including: cryptographic algorithms, keys, and authorizations. Type 
1 cards are approved for handling classified U.S. Government information. 
Type 2 cards are approved for handling sensitive but unclassified (SBU) 
information. The FORTEZZA card [12] is an instance of such a card. 
Details of its operation are not important. 

A workstation with a PCMCIA card reader will take a PCMCIA card 
and use the cryptographic information on it for various secure email func- 
tions like encryption. Registered user, have access to a variety of MISSI 
functions depending on their authorizations. 

The first step in sending out mail is giving the destination address. 
Destination addresses can be gotten from the Directory System. If the 
message is going to several recipients, i.e. is being sent to a distribution 
list, the message is sent to the Mail List Agent which forwards the message 
to each recipient after checking each of their credentials. 

The Secure Network Server (SNS) serves as a guard or firewall between 
the enclave and the WAN. Messages from untrusted workstations within 
an enclave must pass through the SNS before going out on the WAN. The 
SNS ensures only encrypted messages go to the WAN. 

Messages from trusted workstations may or may not go through the 
SNS. If a trusted workstation has "downgraded" the security classification 
of a message, this downgrade must be approved by the SNS. 

Messages classified as top secret or higher must pass through the SNS 
and then be encrypted by an In-line Network Encryptor (INE) regardless of 
whether or not they were generated by a trusted or untrusted workstation. 

1.3    Electronic Mail Scenario 

A typical scenario is described by Marron in [10] as follows. Emily is in 
enclave A. She is registered and has a certificate with her cryptographic in- 
formation authorized by the Certificate Authority Workstation in enclave 
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A (CAWA). Benjamin is a valid user in enclave B and has a certificate 
with his cryptographic information authorized by the Certificate Authority 
Workstation in enclave B (CAWB). Both CAWA's and CAWB's certificates 
are authorized by a Policy Creation Authority (PCA), and the PCA's cer- 
tificate was issued by the Policy Approving Authority (PAA). 

Emily wishes to send an encrypted message to Benjamin, so she does 
the following: 

1. Computes her signature (an encrypted message based on the message 
text) - this is easy since she knows her own key material. 

2. Electronically requests Benjamin's certificate from the Directory Ser- 
vice Agent (DSA). Benjamin's certificate arrives, Emily sees that it 
is signed by CAWB, so she requests CAWB's certificate. 

3. Similarly, she next requests the PCA's certificate. 

4. After receiving the PCA's certificate, she can validate it without 
further DSA access, since the issuers (PAA's) public key material is 
loaded in her FORTEZZA (Plus). She then validates the certificate 
for CAWB and, finally, for Benjamin. 

5. Now Emily has the necessary key material to perform the public key 
exchange with Benjamin and mail her message. 

1.4    Motivation 

The security requirements placed on systems such as PEM and MISSI raise 
the fundamental question, "how will we precisely understand the security 
requirements and by what means will we assure our designs satisfy them?" 
In other words, how do we build it and how do we know it works? 

The engineering view we adopt is to use techniques which answer: 

1. What objects are built? 

2. What are the operations on the objects? 

3. How is it known if the objects are correct? 

In the case of PEM and MISSI, the objects of interest are electronic 
mail messages. Messages have defined structures. Just as language syntax 
is assigned meaning by a semantic interpretation, messages have a security 
interpretation as well. Security functions and services are determined by 
the particular message type or structure. 



INTRODUCTION 

1.5    Structure of this Report 

An informal overview of security functions in general and PEM in partic- 
ular is given in Chapter 2. A formal theory in higher-order logic of PEM 
message formats, message operations, and security properties is developed 
in Chapter 3. Conclusions are given in Chapter 4. 

Appendix A defines the notational conventions of extended Backus-Naur 
Form (BNF). Appendix B is a listing of the theory defining the message 
structure of PEM messages in higher-order logic. Appendix C is a listing of 
the theory defining the operations on PEM message structures. Appendix D 
shows the theory applicable to MIC-CLEAR messages, i.e. messages which 
are transmitted without encryption or encoding but are checked for in- 
tegrity. Appendix E shows the theory applicable to ENCRYPTED mes- 
sages. In particular, it shows the correctness of the checks for privacy, 
message integrity, source authenticity, and non-deniability. 



Chapter 2 

Privacy Enhanced Mail 

PEM adds privacy, source authentication, integrity protection, and non- 
repudiation services to plain text email on the Internet. PEM is docu- 
mented in four Request for Comments (RFC) documents. RFC 1421 [9] de- 
scribes message encryption, authentication procedures, and formats. RFC 
1422 [8] describes certificate-based key management. RFC 1423 [1] de- 
scribes algorithms. RFC 1424 [7] describes key certification. 

MISSI is similar to Internet Privacy Enhanced Mail (PEM) with the 
exception that MISSI uses guards to protect enclaves from inappropriately 
releasing classified information. 

2.1     Security Issues for Electronic Mail 

Four key issues for secure electronic mail are identified by RFC 1421 and 
defined by Kaufman, Perlman, and Speciner in [2]: 

• privacy - the ability to keep anyone but the intended recipient from 
reading the message. 

• authentication - reassurance to the recipient of the identity of the 
sender. 

• integrity - reassurance to the recipient that the message has not 
been altered since it was transmitted by the sender. 

• non-repudiation - the ability of the recipient to prove to a third 
party that the sender really did send the message, i.e. the originator 
cannot deny sending the message. 

PEM does not address all security issues. RFC 1421 identifies the fol- 
lowing security issues not addressed by PEM: 
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• access control- mechanisms for restricting the use of some resource 
only to authorized users. 

• traffic flow confidentiality- preventing knowledge that a message 
was sent. 

• address list accuracy. 

• routing control. 

• casual serial reuse of PCs by multiple users. 

• assurance of message receipt and non-deniability of receipt. 

• automatic association of acknowledgments with the mes- 
sages to which they refer. 

• message duplicate detection and replay prevention. 

In this chapter we will describe how the issues of privacy, authentication, 
integrity, and non-repudiation are addressed by PEM. Section 2.2 gives an 
overview of cryptographic functions used by PEM. Section 2.3 describes the 
structure of PEM messages. Section 2.4 gives examples of various PEM 
messages and structures. Section 2.5 describes PEM's privacy functions. 
Section 2.6 describes PEM's methods for source authentication. Section 
2.7 describes how message integrity is checked. Section 2.8 describes mech- 
anisms for non-repudiation. 

2.2    Cryptography 

Cryptography serves privacy needs by encryption. It serves source authen- 
tication and non-repudiation needs through the use of secrets. It serves 
integrity through message integrity codes (MIC) for secret key cryptogra- 
phy or digital signatures for public key cryptography. 

2.2.1    Types of Cryptographic Functions 

There are three kinds of cryptographic functions: secret key functions, 
public key functions and hash functions. Public key cryptography uses two 
keys. Secret key cryptography use one key. Hash functions uses no keys. 
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Secret Key Cryptography 

In Secret key or symmetric cryptography, the same key s is used for both 
encryption and decryption, as shown in Figure 2.1. Ciphertext is obtained 
by applying the encryption function to both plaintext and the secret key. 
To retrieve the original plaintext, decryption function is applied to the 
ciphertext and the same secret key. A message m encrypted with secret 

key s is denoted as [m]s. 

encryption . , 
plaintext        , »-      ciphertext 

(secret) key 

ciphertext plaintext 

decryption 

Figure 2.1    Secret Key Cryptography 

Ideally secret key cryptography has following property: a message en- 
crypted with secret key k can only be retrieved (decrypted) with the same 
secret key. When an initial vector(IV) is utilized in the cryptographic algo- 
rithm, it must be the same for both encryption and decryption. This can 
be formalized as: 

Vmsg key IV. 
(decrypts (encryptS msg key IV) key IV = msg)  A (2.1) 

(Vmsg2 keyl. (decrypts msg2 key IV = 
decrypts msg2 key2 IV) = key = key2) 

The secret key scheme can be used to generate a fixed-length crypto- 
graphic checksum associated with a message, as shown in Figure 2.2; this 
message integrity code (MIC) can be used to check the integrity of the 
message sent along with it (see section 2.2.4). 
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hash 
message message 

digest 

encryption 
MIC 

secret key 

Figure 2.2    Message Integrity Code 

Public Key Cryptography 

In public key or asymmetric cryptography, each individual has a pair of 
keys: a private key d only known to the owner, and a corresponding public 
key e that is accessible by the world. The public key is used for encryption 
and the private key is used for decryption. This is shown in Figure 2.3. A 
message m encrypted using public key e is denoted as {m}e. 

plaintext 
encryption 

ciphertext 

public key 

private key 

ciphertext plaintext 

decryption 

Figure 2.3    Public Key Cryptography 

Public key cryptography has following property: a message encrypted 
with public key ek can only be retrieved (decrypted) with an unique private 
key dk] on the other hand, a message encrypted with private key cfo can 
only be retrieved (decrypted) with the unique public key ek. This can be 
formalized as: 

Vmsa eKEY dKEY. 

((decryptP (encryptP msg eKEY) dKEY  = msg)  = (2.2) 

10 
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(encryptP (decryptP msg dKEY) eKEY  = msg)) A 
((decryptP (encryptP msg eKEY) dKEY  = msg)   D (2.3) 

((Wdk. (decryptP (encryptP msg eKEY) dk = msg) 0 dk = dKEY) A 
(Vefc. (encryptP (decryptP msg dKEY) ek = msg) 3 ek = eKEY)) 

Public key cryptography can be used to generate signature on any mes- 
sage. The signature can be verified by anyone who knows the public key 
of the signer, and can only be generated by the one who knows the corre- 
sponding private key. This is shown in Figure 2.4. These two properties 

can be formalized as follows: 

Vml ml dkeyl dkey2. (sign ml dkeyl ~ sign m2 dkeyi) (2.4) 

D (ml = TO2) A (dkeyl = dkeyl) 

\/msg eKEY dKEY. verify msg (sign msg dKEY) eKEY D (2.5) 

(Vml m2.verify ml ml eKEY = (m2 = sign ml dKEY)) 

signing . 
plaintext       . a-     signature 

private key 

public key plaintext 

signature 'I ^     True/False 

verification 

Figure 2.4   Signature 

The counterpart of MICs for public key cryptography are digital signa- 
tures as shown in Figure 2.5. They are used to check integrity. 

Hash Functions 

Hash functions are message digests or one-way transformations. A crypto- 
graphic hash function is a mathematical transformation that takes a mes- 

11 
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hash                                                        signing 
message      ^_     message digest      , ^_      digital signature 

private key 

Figure 2.5    Digital Signature 

sage of arbitrary length and computes from it a fixed length number. 

Hash functions have the following properties: 

• If h(m0) denotes the hash of the message m0, there is no substantially 
easier way to find an m whose hash is h(m0) without going through 
all values of m to search for h(mo). 

• It is computationally infeasible to find two values of m which hash 
to the same value. 

Essentially, hash functions behave like one-to-one functions, i.e., 

Vm m'. h(m) = h(m')  D m = m' (2.6) 

2.2.2    Privacy 

Privacy is obtained through encryption. If Emily wants to send Benjamin 
a mail that only Benjamin can read, she will choose a random secret key 
S to be used only for encrypting that one message m. She encrypts the 
message with S to get [m]s, encrypts S with Benjamin's public key e# 
to get {S}eB{H public key cryptography is used) or with the secret key 
she shares with Benjamin KEB to get [S]xBB (if secret key cryptography is 
used), and transmits both to Benjamin. 

Privacy in PEM is gotten by using any of the following cryptographic 
functions: DES-CBC for secret key encryption of messages; DES-EDE for 
secret key encryption of Data Encryption Keys (DEKs); DES-ECB for se- 
cret key encryption of DEKs; RSA for public key encryption of DEKs and 
signatures. Summaries of each of the encryption algorithms mentioned here 
are found in [2]. 

12 
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2.2.3    Authentication 

Authentication verifies the identity of the communicating party. Encryption 
is used to prove the knowledge of secrets, hence to verify identities. The 
means for doing so are variations on a challenge/response protocol. A 
challenge is issued by the party wishing to verify the identity of the other 
principal. The principal, whose identity is being checked, issues a response 
based on the use of a secret key or public key cryptography. 

In secret key cryptography, if Emily wants to verify the identity of 
Benjamin, she issues a challenge, a random picked number r, and sends 
it to Benjamin. Benjamin encrypts the r with the the secret key KEB he 
shares with Emily and sends it back to Emily. Emily decrypts the response 
with KEB and checks to see if she got back r (see Figure 2.6). 

Emily Benjamin 

decrypt to r with KgB    -«     r encrypted with KEB 

Figure 2.6    Secret Key Authentication 

If public key cryptography is used, Emily chooses a random number r, 
encrypts it with Benjamin's public key ZB and sends the result to Benjamin. 
Benjamin proves he knows his private key &B by decrypting the message 
and sending rback to Emily (see Figure 2.7). 

Emily Benjamin 

encrypt r using eB    ^   decrypt to r using dg 

^   r 

Figure 2.7    Public Key Authentication 

13 
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2.2.4    Integrity 

Integrity of a message is maintained by using either a MIC (in secret key 
cryptography) or a digital signature (in public key cryptography) shown in 
Figure 2.2 and Figure 2.5. 

For secret key cryptography, a MIC is computed by using a secret key 
with a known checksum algorithm. It is included as part of the header sent 
along with the message to the recipients. The recipients compute the MIC 
for the message they receive and compare it to the MIC received in the 
header. If the MICs match, then the message is genuine (see Figure 2.8). 

secret key 

hash 
1                  Mir 

- rts  - 

encryption 

-K J ~~ 

1 ' secret key 

—L^@ MIC _. :> Tpic/ False 

decryption , 
1 

plain £Xt 
hash 

^   message dig »St 

Figure 2.8    Integrity Check using a MIC 

For public key cryptography, integrity is protected by digital signatures. 
If Emily wants to send Benjamin a message which is integrity protected, 
she generates the digital signature of the message using her private key, 
and send it along with the message to Benjamin. When Benjamin receives 
the message with its digital signature, he verifies the digital signature with 
Emily's public key (see Figure 2.9). 

Hash functions are used with public keys for integrity protection (see 
Figure 2.9). Signing a message digest is much quicker than signing a mes- 
sage itself. When the signature of the message digest is sent with the 
message to recipients, the recipients generate the message digest from the 
message, and verify the signature of the digest to check the integrity of the 
message. 
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private key 

hash 
plaintext message digest 

-0- 

digital signature 
sign 

V 
digital 

signature      public key 

plaintext 
hash 

message digest True / False 
verifying 

Figure 2.9   Integrity Check using a Digital Signature 

2.2.5    Non-repudiation 

Non-repudiation is the ability of the recipient to prove to a third party 
that the sender really did send the message. It comes automatically with 
public key cryptography as only the person who knows the private key can 
generate the signature. Comparing the message digest with the signature 
decrypted using originator's public key is all that is required. 

2.3    Structure of PEM Messages 

This section describes the structure of a PEM message. It is excerpted 
from RFC 1421, Privacy Enhancement for Internet Electronic Mail: Part 
I: Message Encryption and Authentication Procedures, [9]. Included is an 
additional message type, CRL-retrieval request as described in RFC 1424, 
Key Certification and Related Services, [7]. 

The notation used is augmented Backus-Naur Form (BNF) as described 
in RFC 822, [3]. A full description of the augmented BNF is in Appendix 
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A. 

Figure 2.10 defines the top-level structure of a PEM message. The top- 
level structure includes: 

• A Pre-Encapsulation Boundary (preeb): 
 BEGIN PRIVACY-ENHANCED MESSAGE- 

• A PEM header (pemhdr) containing encryption information. 

• A carriage-return-linefeed (CRLF) with the message text (pemtext), 
if any. 

• A Post-Encapsulation Boundary (posteb): 
 END PRIVACY-ENHANCED MESSAGE  

PEM BNF representation, using RFC 822 notation. 

imports field meta-syntax (field, field-name, field-body, 
field-body-contents) from RFC-822,  sec.  3.2 
imports DIGIT,  ALPHA,  CRLF,  text from RFC-822 
Note:  algorithm and mode specifiers are officially defined 
in RFC 1423 

<pemmsg> ::= <preeb> 

<pemhdr> 

[CRLF <pemtext>]   ; absent for CRL message 
<posteb> 

<preeb> ::= " BEGIB PRIVACY-ENHANCED MESSAGE " CRLF 

<posteb> ::= " END PRIVACY-ENHANCED MESSAGE " CRLF / <preeb> 

<pemtext> ::= <encbinbody>     ; for ENCRYPTED or MIC-ONLY messages 

/ *«text> CRLF)    ; for MIC-CLEAR 

<pemhdr> ::= <normalhdr> / <crlhdr> 

Figure 2.10    Top-Level PEM Message Structure 

A template of an encapsulated message taken from RFC 1421, [9] is 
shown below in Figure 2.11. The message components <pemhdr> and 
<peratext> are the encapsulated header and encapsulated text portions of 
the message. These are described below. 

Two types of encryption keys are used in PEM as reported in RFC 1421, 
[9], 
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Pre-Encapsulation Boundary (Pre-EB) 
 BEGIH PRIVACY-ENHAHCED MESSAGE  

Encapsulated Header Portion 
(Contains encryption control fields inserted in plaintext. 

Examples include "DEK-Info:" and "Key-Info:". 
Hote that, although these control fields have line-oriented 

representations similar to RFC 822 header fields, the set 

of fields valid in this context is disjoint from those used 

in RFC 822 processing.) 

Blank Line 
(Separates Encapsulated Header from subsequent 

Encapsulated Text Portion) 

Encapsulated Text Portion 
(Contains message data encoded as specified.) 

Post-Encapsulation Boundary (Post-EB) 
 END PRIVACY-EHHAHCED MESSAGE  

Figure 2.11    Encapsulated Message Format 

• Data Encryption Keys (DEKs) are used for encrypting message text 
and for message integrity codes (MICs). These keys are generated 
on a per-message basis with no prior pre-distribution. 

• Interchange Keys (IKs) are used to encrypt DEKs for transmission 
within messages. IKs are used over a period of time. They are 
typically the secret or public keys of principals depending on whether 
secret or public key encryption is used. 

2.3.1    Encapsulated Header Portion 

The header portion of the message has the encryption control information 
necessary to decrypt the encapsulated message text portion of a PEM mes- 
sage. Its format is defined by RFC 1421. Its BNF description xs xn Figure 

2.12. 

There are two types of headers: 

•  normal headers <normalhdr> - used for messages that are not re- 
quests related to certificate revocation lists (CRTs). 
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• headers for CRLs <crlhdr> - used for messages related to CRLs. 

<normalhdr> ::= <proctype> 

<contentdoraain> 

[<dekinfo>]        ; needed if EHCRYPTED 

(l*(<origflds> *<recipflds>)) ; symmetric case — 

; recipfIds included for all proc types 

/ ((i*<origflds>) *(<recipflds>)) ; asymmetric case — 

; recipflds included for EHCRYPTED proc type 

<crlhdr> ::= <proctype> 

l*(<crl> [<cert>] *(<issuercert>)) 

<asymmorig> ::= <origid-asymm> / <cert> 

<origflds> ::= <asymmorig> [<keyinfo>] *(<issuercert>) 

<micinfo> ; asymmetric 
/ <origid-symm> [<keyinfo>]     ; symmetric 

<recipflds> ::= <recipid> <keyinfo> 

Figure 2.12    PEM Header Structure 

Normal Headers 

Normal headers contain: 

• process type <proctype> - the version number of PEM being used 
and the type of PEM message. In this case, version 4 is the only 
possibility. PEM message types can be ENCRYPTED, MIC-ONLY, 
MIC-CLEAR,  CRL, or CRL-RETRIEVAL-REqUEST. See Figure 2.13. 

• content domain <contentdomain>- the type of mail message, in this 
case the only possibility is RFC822 which identifies it as an ARPA 
Internet text message. See Figures 2.13 and 2.15. 

• data encrypting key information <dekinfo> - required for ENCRYP- 
TED messages. See Figures 2.13 and 2.15. 

• One or more originator fields <origf lds> with zero or more recipient 
fields <recipflds>. The required fields depend on whether secret 
or public key cryptography is used. See Figures 2.13 and 2.14. 
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; definitions for PEM header fields 

<proctype> ::= "Proc-Type" ":" "4" "," <pemtypes> CRLF 
<contentdomain> ::= "Content-Domain" ":" <contentdescrip> CRLF 

<dekinfo> ::= "DEK-Info" ":" <dekalgid> [ "," <dekparameters> ] CRLF 

<symraid> ::= <IKsubfld> "," [<IKsubfld>] "," [<IKsubfld>] 

<asymmid> ::= <IKsubfld> "," <IKsubfld> 
<origid-asymm> ::= "Originator-ID-Asymmetric" ":" <asymmid> CRLF 

<origid-symm> ::= "Originator-ID-Symmetric" ":" <symmid> CRLF 

<recipid> ::= <recipid-asymm> / <recipid-symm> 
<recipid-asymm> ::= "Recipient-ID-Asymmetric" ":" <asymmid> CRLF 

<recipid-symm> ::= "Recipient-ID-Symmetric" ":" <symmid> CRLF 

<cert> ::= "Originator-Certificate" ":" <encbin> CRLF 

<issuercert> ::= "Issuer-Certificate" ":" <encbin> CRLF 

<micinfo> ::= "HIC-Info" ":" <micalgid> "," <ikalgid> "," 

<asymsignmic> CRLF 

<keyinfo> ::= "Key-Info" ":" <ikalgid> "," <micalgid> "," 
<symencdek> "," <symencmic> CRLF    ; symmetric case 

/ "Key-Info" ":" <ikalgid> "," <asymencdek> 
QPLF > asymmetric case 

<crl> '•= "CRL" ":" <encbin> CRLF 
<pemtypes> ::= "ENCRYPTED" / "HIC-OHLY" / "HIC-CLEAR" / "CRL" 

/ "CRL-RETRIEVAL-REQUEST" 

Figure 2.13    PEM Header Fields 

Secret (symmetric) key case: the <origf lds> consists of the 
originator's id <origid-symm> and optional key information 
<keyinfo>. Id's typically look like: chinQcat.syr.edu with 
additional information on interchange keys (IKs). See Figures 

2.12 and 2.13. 

Public (asymmetric) key case: the <origilds> consists of: 1) 
the asymmetric originator's id <asymmorig> which is either the 
asymmetric originator's id <origid-asymm> (as in the secret 
key case) or the certificate <cert> of the originator; 2) optional 
key information <keyinf o>; 3) zero or more issuer certificates 
<issuercert>; and 4) message integrity code <micinf o> infor- 
mation. See Figures 2.13, 2.14, and 2.15. Details on certificates 

are in Section 2.6. 

CRL Headers 

CRL headers contain: 
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• process type - same as for normal headers. 

• at least one CRL with an optional certificate and zero or more issuer 
certificates. See Figure 2.13. 

Certificates are used to authenticate principals. Details are in Section 
2.6. 

2.3.2    Encapsulated Text Portion 

An important distinction is to be made between encoded versus encrypted 
messages. Encoded messages are those which have been modified in such a 
way so that there are no "funny characters" and no lines which are too long 
which would cause any mail system to modify the message contents. An 
example of this is the UNIX uuencode program. Of course, such encodings 
must be readily reversible so that the un-encoded text can be retrieved, e.g. 
the UNIX uudecode program. Encrypted messages are messages which have 
been processed using a cryptographic algorithm which of course, should 
only be reversible by those having the proper keys. 

Table 2.1 gives the encoding used by PEM. The encoding works as 
follows: 

• PEM sends encoded information 32-bits at a time which corresponds 
to four 8-bit encoded characters. 

• The four encoded 8-bit characters are derived from four 6-bit inputs. 
The six input bits have a range of possible values from Oio to 63io - 
0000002 to 1111112. 

• Each 6-bits is encoded as an ASCII character as shown in Table 2.1. 
For example, OOOOOO2 is encoded as ASCII character A. 

• Each ASCII character is sent out as an 8-bit quantity - 7-bits rep- 
resenting the character plus one bit for parity (the most-significant 
bit). For example, A has an 8-bit hex encoding 41i6 or 010000012. 
This can be sent as P10000012 where P is the parity bit. The subset 
of ASCII characters used falls in the range at or below 7^16, so the 
entire subset can be represented with 7-bits plus one bit for parity. 

• Finally, four encoded 6-bit characters (24-bits) are sent at a time as 
a 32-bit word. If the data are not a multiple of 6-bits, the data are 
extended to the next multiple of 6-bits by adding Os as padding bits. 
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Table 2.1    PEM 6-Bit Encoding 

valueio character ASCII representation 

0 A 41 hex 

25 Z 5A hex 

26 a 61 hex 

51 z 7A hex 
52 0 30 hex 

61 9 39 hex 
62 + 2B hex 
63 / 2Fhex 

padding = 3D hex 

If the data are not a multiple of four characters (24-bits), padding 
characters are sent. Padding characters are encoded as ASCII =, i.e. 

3Di6 or P01111012. 

Figure 2.14 shows BNF form of the encoded binary characters, <encbin- 
char>. <encbinchar> are the upper and lower case letters - ALPHA; the 
digits 0 through 9 - DIGIT; and the characters +,   /, and =. 

A group of encoded binary characters <encbingrp> is exactly four en- 
coded binary characters 4*4<encbinchar>. A body of encoded binary char- 
acter groups is zero or more lines of up to 16 character groups or 64 char- 
acters per line - *(16*16<encbingrp> CRLF) [i*16<encbingrp> CRLF]. 
This can be seen in the example messages which follow. 

2.4    Examples of PEM Message Types 

There are five types of PEM messages - 1) ENCRYPTED, 2) MIC-CLEAR, 
3) MIC-ONLY, 4) CRL, and 5) CRL-RETRIEVAL-REQUEST. ENCRYP- 
TED, MIC-CLEAR, and MIC-ONLY messages have secret key and public 
key variants. 

21 



PRIVACY ENHANCED MAIL 

<encbinchar> ::= ALPHA / DIGIT / "+" / "/" / "=" 
<encbingrp> ::= 4*4<encbinchar> 
<encbin> ::= l*<encbingrp> 

<encbinbody> ::= *(16*16<encbingrp> CRLF) [i*16<encbingrp> CRLF] 
<IKsubfld> ::= l*<ia-char> 

; Note: "," removed from <ia-char> set so that Orig-ID and Recip-ID 
; fields can be delimited with commas (not colons) like all other 
; fields 

<ia-char> ::= DIGIT / ALPHA / ">" / '■+" / "(■■ / ")" / 
,.,, / „/„ / „=„ / „,„ i  „.„ i  „@M f 

"'/." /   / "" / "_" / "<" / ">" 
<hexchar> ::= DIGIT / "A" / "B" / "C" / "D" / "E" / "F" 

; no loner case 

Figure 2.14   Character Descriptions 

ENCRYPTED messages indicate their message bodies are encrypted. 
MIC-ONLY messages are those whose messages are encoded but not en- 
crypted and have a MIC computed as an integrity check. MIC-CLEAR mes- 
sages are those whose messages are neither encoded nor encrypted and have 
a MIC computed as an integrity check. CRL-RETRIEVAL-REQUEST 
messages have no message but are used to request CRLs. CRL messages 
store CRLs or reply to CRL retrieval requests. 

2.4.1    ENCRYPTED 

Public Key Variant 

Table 2.2 shows the format of PEM messages which are encrypted using 
asymmetric (public) keys, [2]. Figure 2.16 is an example message taken from 
RFC 1421. Figure 2.17 shows the processing of PEM message on sender 
side, Figures 2.18, 2.19 and 2.20 show the processing of PEM message on 
receiver side. 

Secret Key Variant 

Table 2.3 shows the format of PEM messages which are encrypted using 
symmetric (secret) keys, [2]. Figure 2.21 is an example message taken from 
RFC 1421. 
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Table 2.2    Encrypted, Public Key PEM Message Format 
 BE&IH  PRIVACY-EIKAKEI  KESSASE- 
Proc-Type:     i,  EICRYPTEJ 
Content-Iomiin:     KFC822 
BEK-Inio:     IES-CBC,   16 hex digits 
Dri^im-tor-Certif ica.te:     cytercrud 
Diigimtor-IB-Asymmetric:     cybercrud,number 

Hey-Info: USA,cybercrud 
Issuer? Cert if icite: cybercrud 

IIC-Info:  BSA-m^,RSA, cybercrud 

Recipient-H)- Asymmetric: cybercrud,number 
Key-Info:  ESA, cybercrud 

cybercrud 
 EM   PRIVACY-EHHAICEB   HESSASE- 

pre-encapsulation boundary 
type of PEM message (version,type) 
message form 
message encryption algorithm, IV 
sender's encoded certificate (optional) 
sender ID 
(present only if sender's certificate not present) 
key-info for CC'd sender (if needed) 
sequence of zero or more CA certificates 

(possibly whole chain from the sender's 
certificate to the IPRA's) 
message digest algorithm, message digest 
encryption algorithm, encoded encrypted MIC 
For each recipient: 
recipient ID (encoded X.500 name of CA 

that signed certificate, certificate serial 
number); key-info for recipient  
Blank line 
encoded encrypted message 
post-encapsulation boundary 

Table 2.3    Encrypted, Secret Key PEM Message Format 
 BEGIH  PRIYACV-EHHAICEI   IESSASE  pre-encapsulation boundary 

Proc-Type:     4,  EHCB.YPTEB type of PEM message (version,type) 

Content-Domiin:     BFC822 message form 
lEK-Info:     DES-CBC,   16 hex digits message encryption algorithm, IV 

DxiginitoT-ID-Symmetric:     entity identifier, 
issuinq authority, version/expiration 

sender ID 

Kecipient-ID-Symmetxic:     entity identifier, 
issuing authority, version/expiration 
Key-Inlo:     B.SA,   cybercrud 

For each recipient: 
recipient ID; key-info for recipient 

Blank line 

cybercrud encoded encrypted message 

1     EHI   PEIYACY-EHHAHCEB   IESSASE  post-encapsulation boundary 
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; This specification defines one value ("RFC822") for 

; <contentdescrip>: other values may be defined in future in 
; separate or successor documents 

<contentdescrip> ::= "RFC822" 

; Addendum to PEH BHF representation, using RFC 822 notation 

; Provides specification for official PEH cryptographic algorithms, 
; modes, identifiers and formats. 

; Imports <hexchar> and <encbin> from RFC [1421] 

<dekalgid> ::= "DES-CBC" 

<ikalgid> ::= "DES-EDE" / "DES-ECB" / "RSA" 
<sigalgid> ::= "RSA" 
<micalgid> ::= "RSA-MD2" / "RSA-HDB" 

<dekparameters> ::= <DESCBCparameters> 
<DESCBCparameters> ::= <IV> 

<IV> ::= <hexcharl6> 

<symencdek> ::= <DESECBencDESCBC> / <DESEDEencDESCBC> 
<DESECBencDESCBC> ::= <hexcharl6> 

<DESEDEencDESCBC> ::= <hexcharl6> 

<symencmic> ::= <DESECBencRSAHD2> / <DESECBencRSAHD5> 

<DESECBencRSAHD2> ::= 2*2<hexcharl6> 

<DESECBencRSAHD5> ::= 2*2<hexcharl6> 

<asymsignmic> ::= <RSAsignmic> 

<RSAsignmic> ::= <encbin> 

<asymencdek> ::= <RSAencdek> 

<RSAencdek> ::= <encbin> 

<hexcharl6> ::= 16*16<hexchar> 

Figure 2.15    PEM Cryptographic Algorithms, Modes, and Identifiers 

2.4.2    MIC-ONLY or MIC-CLEAR 

Public Key Variant 

Table 2.4 shows the format of MIC-ONLY and MIC-CLEAR messages using 
public keys. Figure 2.22 is an example of a MIC-ONLY message. MIC- 
ONLY messages encode their messages as described in Section 2.1.  MIC- 
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 BEGIN PRIVACY-ENHANCED MESSAGE  

Proc-Type: 4,ENCRYPTED 

Content-Domain: RFC822 

DEK-Info: DES-CBC.BFF968AA74691AC1 

Originator-Certificate: 
HIIBlTCCAScCAWUBDQYJKoZIhvcNAQECBQAHUTELHAkGAlUEBhHCVVHxIDAeBgNV 

BAoTFlJTQSBEYXRhIFNlY3VyaXR5LCBJbmHuHQ8HDQYDVQQLEHZCZXRhIDExDzAN 

BgNVBAsTBk5PVEFSWTAeFwO5HTA5HDQx0DM4MTdaFwO5HzA5MDHx0DM4MTZaHEUx 

CzAJBgNVBAYTAlVTHSAwHgYDVqqKExdSU0EgRGF0YSBTZWNlcml0eSwgSW5jLjEU 

MBIGAlUEAxHLVGVzdCBVc2VyIDEwWTAKBgRVCAEBAgICAANLADBIAkEAwHZH17i+ 

yJcqDtjJCoHzTdBJrdAiLAnSC+CnnjDJELyuqiBgkGrgIh3j8/x0fH+YrsyFlu3F 

LZPVtzlndhYFJQIDAQABHA0GCSqGSIb3DQEBAgUAAlkACKr0PqphJYHlj+YPtcIq 

iWlFPuN5jJ79Khfg7ASFxskYkEMjRNZV/HZDZQEhtVaU7Jxfzs2nfX5byHp2X3U/ 

5XUXGx7qusDgHQGs7Jk9W8CWlfuSVTOgN4n== 

Key-Info: RSA, 
I3rRIGXUGHAF8js5HCzRTkdh034PTHdRZY9Tuvm03H+NH7fx6qc5udixps2LngO+ 

HGrtiUm/ovtKdinz6ZQ/aQ== 

Issuer-Certificate: 
HIIB3DCCAUgCAQowDQYJKoZIhvcNAqECBqAHTzELHAkGAlUEBhHCVVHxIDAeBgNV 

BAoTFlJTQSBEYXRhIFNlY3VyaXR5LCBJbmHuHQ8wDQYDVqqLEwZCZXRhIDExDTAL 

BgNVBAsTBFRHqOEHHhcNDTEwaTAxMDgHHDAnUhcN0TlBDTAxHDcl0TU5WjBRHqsH 

CqYDVqqGEHJVUzEgHB4GAlUEChHXUlNBIERhdGEgU2VjdXJpdHksIEluYy4xDzAN 

BgNVBAsTBkJldGEgHTEPHA0GAlUECxHGTk9UqVJZHHAHCgYEVqgBAqiCArwDYgAH 

XwJYCsnp6iqCxYykN10DwutF/jMJ3kL+3PjYyH0wk+/9rLg6X65B/LD4bJHt05XV 

cqAz/7R7XhjYCmOPcqbdzoACZtIlETrKrcJiDYoP+DkZ8klgCk7hqHpbIwIDAqAB 

HA0GCSqGSIb3DQEBAgUAA38AAICPv4f9Gx/tY4+p+4DB7HV+tKZnvBoy8zgoHG0x 

dD2jMZ/3HsyWKWgSF0eH/AJB3qr9zosG47pyMnTf3aSy2nB07CMxpUVRBcXUpE+x 

EREZd9++32ofGBIXaialn0gVUn00zSYgugiq077nJLDUj0hqehCizEs5HUJ35a5h 

HIC-Info: RSA-MD5.RSA, 
UdFJR8u/TIGhfH65ieewe210W4tooa3vZCvVNGBZirf/7nrgzUDABz8w9NsXSexv 

AjRFbHoNPzBuxwm0AFeA0HJszL4yBvhG 

Recipient-ID-Asymmetric: 
MFExCzAJBgNVBAYTAlVTMSAwHgYDVqqKExdSU0EgRGF0YSBTZWNlcml0eSHgSW5j 

LjEPHAOGAlUECxHGQmVOYSAxHq8HDqYDVqqLEHZ0TlRBUlk=, 

66 

Key-Info: RSA, 
06BSlHH9CTyHPtS3bHLD+LOhejdvX6QvlHK2ds2sqPEaXhX8EhvVphHYTjHekdWv 

7xOZ3Jx2vTAhOYHMcqqCj A== 

qeWlj/YJ2Uf5ng9yznPbtD0mYloSwIuV9FRYx+gzY+8iXd/NQrXHfi6/HhPfPF3d 

jIqCJAxvld2xgqqimUzoSla4r7kqq5c/Iua4LqKeq3ciFzEv/HbZhA== 

 END PRIVACY-ENHANCED MESSAGE  

Figure 2.16    Example ENCRYPTED Message (Public Key Case) 
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C  secret key 

cryptography: 

encryption 

encrypted 

MIC 

Figure 2.17    Processing of PEM message on sender side: ENCRYPTED 

Table 2.4    MIC-ONLY or MIC-CLEAR Public Key Format 
 BE6IH PRIYACY-EHHAHCED  MESSAGE  pre-encapsulation boundary 
Proc-Type:     i,  IIC-DBLY or IIC-CLEAR type of PEM message (version,type) 
Content-Domiin:    RFC822 message form 
Originitor-Certif icite:     cybercrud sender's encoded certificate (optional) 
Originitor-ID-Asymmetric:     cybercrud,number sender ID 

(present only if sender's certificate not present) 
Issuer-Certilicite:     cybercrud sequence of zero or more CA certificates 

(possibly whole chain from the sender's 
certificate to the IPRA's) 

IIC-Inio:     RSA-IIz.RSA, cybercrud message digest algorithm, message digest 
encryption algorithm, encoded encrypted MIC 
Blank line 

message message (encoded if MIC-ONLY) 
 EHR  PRIYACY-EBHAHCED  IESSAGE  post-encapsulation boundary 

CLEAR messages do not use encoding. 

Secret Key Variant 

Table 2.5 shows the format of MIC-ONLY and MIC-CLEAR messages using 
secret keys. MIC-ONLY messages have their message contents encoded as 
described in Section 2.1. MIC-CLEAR messages do not use encoding. 
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(Recipient-ID-Asymmetric field, 

known to the recipient) 

private key 
of Recipient 

encrypted DEK 

(Key_info field, per_message_key subfield) 

-*■ DEK* 

(algorithm: Key_info field 

encryption „algorithm subfield) 

*: calculated value 

I I : value retrieved from received PEM message 

I J : derived from retrieved value 

Figure 2.18    Processing of PEM message on receiver side - Retrieve DEK: 

ENCRYPTED 

2.4.3    CRL-RETRIEVAL-REQUEST 

Table 2.6 gives the format of a CRL-RETRIEVAL-REQUEST message. 
Figure 2.23 is an example from RFC 1421 of such a request. 

2.4.4    CRL 

Table 2.7 gives the format for CRL messages. Figures 2.24 and 2.25 illus- 
trate CRL storage request and retrieval reply messages. 
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Table 2.5    MIC-ONLY and MIC-CLEAR Secret Key Format 
 BEGIH PRIYACY-EHHABCED  IESSAGE  pre-encapsulation boundary 
Proc-Type:    4-,  EUCBYPTED type of PEM message (version,type) 
Content-Domiin:    RFC8S3 message form 
Driginitox-ID-Symiiiatxic:     entity identifier, 
issuing authority, version/expiration 

sender ID 

Hecipient-IJ-Symmfftric:     entity identifier 
issuing authority, version/expiration 
Xey-Info:     RSA,   cybercrud 

For each recipient: 
recipient ID; key-info for recipient 

Blank line 
message message (encoded if MIC-ONLY) 
 EHD   PRIVACY-EBHASCED   IESSAGE  post-encapsulation boundary 

Table 2.6    CRL-RETRIEVAL-REQUEST Format 
 BEGII PRIYJICY-EIHJLICED   IESSAGE  pre-encapsulation boundary 
Proc-Type:     *,CRL-RETRIEVAL-REqUEST type of PEM message (version,type) 
Issuer:     cybercrud for each CRL requested: 

the encoded X.500 name of the issuing CA 
 EID   PRIYACY-EIHAICED   HESSAGE  post-encapsulation boundary 

Table 2.7    CRL Format 
 BEGIH  PRIYICY-EIHAHCED   HESSAGE  pre-encapsulation boundary 
Proc-Typo:     4.CRL type of PEM message (version,type) 
CRL:   cybercrud 
Driginitoi-CextiiicitQ:     cybercrud 

For each CRL retrieved: 
encoded X.509 format CRL; encoded 

X.509 certificate of the CA that issued the CRL 
 EID   PRIYACY-EIHAICED   IESSAGE  post-encapsulation boundary 
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(MICjnfo field, MIC subfield) 

encrypted MIC 

(DEKJnfo field, IV subfield) 

encrypted message 

(Ciphertext field) 

DEK* 

*■   MIC* 

(algorithm: DEKJnfo field, 

message_encryption_algorithm 

subfield) 

plaintext 

message* 

DEK* 

*: calculated value 

: value retrieved from received PEM message 

Figure 2.19 Processing of PEM message on receiver side - Retrieve plain- 
text message and MIC: ENCRYPTED 

2.5    Privacy in PEM 

The cryptographic algorithms, modes, and identifiers for PEM are defined 
in RFC 1423, [1] along with the content description in RFC 1421, [9]. The 
structural definition in BNF form appears in Figure 2.15. 

The cryptographic functions used in PEM are: 

• DES-CBC - (Data Encryption Standard Cipher Block Chaining) for 
secret key encryption of messages. 

• DES-EDE - (DES encrypt-decrypt-encrypt) for secret key encryption 
of DEKs. 
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(Originator-ID or Originator-Certificate field) 

MIC* 

plaintext 

message* 

public key 

of Originator 

C  public key 
cryptography: 

verifying 
True / False 

(algorithm: MICJnfo field, 

message_digest_algorithm subfield) 

(algorithm: MIC_info field, 

message_digest_encryption_algorithm 

subfield) 

*: calculated value 

I 1 : value retrieved from received PEM message 

Figure 2.20    Processing of PEM message on receiver side - Verify digital 
signature: ENCRYPTED 

• DES-ECB - (DES electronic code book) for secret key encryption of 
DEKs. 

• RSA - (Rivest, Shamir, and Adleman) for public key encryption of 
DEKs and signatures. 

• RSA-MD2 - (RSA message digest 2) for secret key computation of 
message integrity codes. 

• RSA-MD5 - (RSA message digest 5) for secret key computation of 
message integrity codes. 

2.6    Authentication in PEM 

2.6.1    Certificates 

Authentication in PEM is done using certificates. Certificates are data 
structures which contain the public information of users. This public infor- 
mation includes: 
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 BEGIN PRIVACY-ENHANCED MESSAGE  

Proc-Type: 4,ENCRYPTED 

Content-Domain: RFC822 

DEK-Info: DES-CBC,F8143EDE5960C597 
Originator-ID-Symmetric: linn@zendia.enet.dec.com,, 

Recipient-ID-Symmetric: linn@zendia.enet.dec.com,ptf-kmc,3 

Key-Info: DES-ECB.RSA-MD2,9FD3AAD2F2691B9A, 

B70665BB9BF7CBCDA60195DB94F727D3 

Recipient-ID-Symmetric: pem-dev@tis.com,ptf-kmc,4 

Key-Info: DES-ECB.RSA-MD2,161A3F75DC82EF26, 

E2EF532C65CBCFF79F83A2658132DB47 

LLrHB0eJzyhP+/fSStdW8okeEnv47jxe7SJ/iN72ohNcUk2jHEUSoHlnvNSIWL9M 

8tEjmF/zxB+bATMtPjCUWbz8Lr9wloXIkjHUlBLpvXR0UrUzYbkNpk0agV2IzUpk 

J6UiRRGcDSvzrsoK+oHvqu6z7Xs5Xfz5rDqUcMlKlZ6720dcBWGGsDLpTpSCnpot 

dXd/H5LMDWnonNvPCwQUHt== 

 END PRIVACY-ENHANCED MESSAGE  

Figure 2.21    Example ENCRYPTED Message (Secret Key Case) 

• User name. 

• Public key. 

• Name of issuer which vouches for information. 

• Time interval over which data are valid. 

RFC 1422 describes the key management architecture for public-key cer- 
tificates. RFC 1422 and [2] define the certificate format as shown in Figure 
2.26. 

The integrity of a certificate is checked by verifying the signature in the 
encrypted field against the certificate with the public key of the issuer of 
the certificate. 

The authenticity of a certificate is checked by seeing if there is a path 
leading from the issuer back to the root certificate authority. 

2.6.2    Certificate Hierarchy- 

User certificates are the leaves in a tree with the root certificate author- 
ity, the Internet Policy Registration Authority (IPRA). The IPRA certifies 
other certification authorities. These are known as Policy Certification Au- 
thorities (PCAs). [2] lists three types of PCAs: 
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 BEGIB PRIVACY-ENHANCED MESSAGE  

Proc-Type: 4.MIC-0NLY 

Content-Domain: RFC822 

Originator-Certificate: 

HIIBlTCCAScCAUUBDQYJKoZIhvcNAqECBQAHUTELHAkGAlUEBhHCVVHxIDAeBgNV 

BAoTFlJTqSBEYXRhIFNlY3VyaXR5LCBJbmMuMq8wDqYDVqqLEwZCZXRhIDExDzAN 

BgNVBAsTBk5PVEFSWTAeFw05MTA5MDqxODM4MTdaFB05MzA5MDMxODM4MTZaMEUx 

CzAJBgNVBAYTAlVTMSAwHgYDVQQKExdSUOEgRGFOYSBTZHNlcmlOeSBgSW5jLjEU 
HBIGAlUEAxMLVGVzdCBVc2VyIDEwWTAKBgRVCAEBAgICAANLADBIAkEAwHZH17i+ 

yJcqDtjJCoHzTdBJrdAiLAnSC+CnnjOJELyuQiBgkGrgIh3j8/xOfH+YrsyFlu3F 

LZPVtzlndhYFJQIDAQABHA0GCSqGSIb3DQEBAgUAAlkACKr0PqphJYHlj+YPtcIq 

iWlFPuN5jJ79Khfg7ASFxskYkEMjRNZV/HZDZqEhtVaU7Jxfzs2HfX5byMp2X3U/ 
5XUXGx7qusDgHqGs7Jk9W8CWlfuSWUgN4n== 
Issuer-Certificate: 

MIIB3DCCAUgCAQowDqYJKoZIhvcNAqECBqAwTzELMAkGAiUEBhMCVVMxIDAeBgNV 
BAoTFlJTqSBEYXRhIFNlY3VyaXR5LCBJbmHuMq8HDqYDVqqLEwZCZXRhIDExDTAL 

BgNVBAsTBFRMq0EwHhcN0TEw0TAxMDgwMDAwWhcN0TIw0TAxMDcl0TU5VjBRMqsw 

CqYDVqQGEHJVUzEgHB4GAlUEChHXUlNBIERhdGEgU2VjdXJpdHksIEIuYy4xDzAN 

BgNVBAsTBkJldGEgHTEPHAOGAlUECxHGTkOTQVJZHHAHCgYEVqgBAQICArHDYgAH 

XwJYCsnp6iqCxYykN10DirutF/jMJ3kL+3PjYyH0»k+/9rLg6X65B/LD4bJHt05XW 

cqAz/7R7XhjYCmOPcqbdzoACZtIlETrKrcJiDYoP+DkZ8klgCk7hqHpbIwIDAqAB 

MA0GCSqGSIb3DqEBAgUAA38AAICPv4f9Gx/tY4+p+4DB7HV+tKZnvBoy8zgoHG0x 

dD2jHZ/3HsyUKUgSFOeH/AJB3qr9zosG47pyHnTf3aSy2nB07CHxpUWRBcXUpE+x 

EREZd9++32ofGBIXaialnDgVUn0DzSYgugiq077nJLDUj0hqehCizEs5BUJ35aSh 
HIC-Info: RSA-MD5.RSA, 

jV20fH+nnXHU8bnL8kPAad/mSqiTDZlbVuxvZA0VRZ5q5+Ejl5bqvqNeq0UNqjr6 
EtE7K2qDeVHCyXsdJlA8fA== 

LSBBIGllc3NhZ2UgZm9yIHVzZSBpbiB0ZXN0aW5nLg0KLSBGb2xsb3dpbmcgaXHg 
YSBibGFuayBsaW510gOKDqpUaGlzIGlzIHRoZSBlbmquDqo= 
 END PRIVACY-ENHANCED MESSAGE  

Figure 2.22    Example MIC-ONLY Message (Public Key Case) 

To: cert-service@ca.domain 

From: requestorShost.domain 

 BEGIN PRIVACY-ENHANCED MESSAGE  

Proc-Type: 4,CRL-RETRIEVAL-REqUEST 

Issuer: <issuer whose latest CRL is to be retrieved> 

Issuer: <another issuer whose latest CRL is to be retrieved> 
 END PRIVACY-ENHANCED MESSAGE  

Figure 2.23    Example CRL-RETRIEVAL-REQUEST Message 
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To:   cert-service@ca.domain 
From:  requestorShost.domain 

 BEGIN PRIVACY-ENHANCED MESSAGE  
Proc-Type: 4,CRL 
CRL:   <CRL to be stored> 
Originator-Certificate:  <CRL issuer's certificate> 
CRL:  <another CRL to be stored> 
Originator-Certificate:  <other CRL issuer's certificate> 
 END PRIVACY-ENHANCED MESSAGE  

Figure 2.24   Example CRL Storage Request 

To:   requestorShost.domain 
From:   cert-service@ca.domain 

 BEGIN PRIVACY-ENHANCED MESSAGE  
Proc-Type: 4,CRL 
CRL:   <issuer's latest CRL> 
Originator-Certificate:  <issuer's certificate> 
CRL:   <other issuer's latest CRL> 
Originator-Certificate:  <other issuer's certificate> 
 END PRIVACY-ENHANCED MESSAGE  

Figure 2.25    Example CRL Retrieval Reply 
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The X.509 certificate format is defined by the following ASN.l 
syntax: 

Certificate ::= SIGHED SEQUENCE* 

version [0]    Version DEFAULT V1988, 

serialNumber   CertificateSerialNumber, 

signature     Algorithmldentifier, 
issuer        Name, 

validity      Validity, 
subject       Name, 

subjectPublicKeylnfo   SubjectPublicKeylnfo, 

issuerUniqueldentifier Optional (permitted in version 2 only), 

subjectUniqueldentifier Optional (permitted in version 2 only), 
algorithmldentifier    repeat of signature field 

encrypted     signature on all but last of above fields} 

Version ::=    INTEGER *vl988(0)} 

CertificateSerialNumber ::=    INTEGER 

Validity ::=   SEQUENCE* 

notBefore     UTCTime, 

notAfter      UTCTime} 

SubjectPublicKeylnfo ::=      SEQUENCE* 

algorithm Algorithmldentifier, 

subjectPublicKey      BIT STRING} 

Algorithmldentifier ::= SEQUENCE* 

algorithm     OBJECT IDENTIFIER, 

parameters     ANY DEFINED BY algorithm OPTIONAL} 

The components of this structure are defined by ASN.l syntax defined 

in the X.500 Series Recommendations. RFC 1423 provides references 

for and the values of Algorithmldentifiers used by PEH in the 

SubjectPublicKeylnfo and the signature data items.  It also describes 

how a signature is generated and the results represented. Because 

the certificate is a signed data object, the distinguished encoding 

rules (see X.509, section 8.7) must be applied prior to signing. 

Figure 2.26    Certificate Syntax 
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HAQA                            DACA 

HACA           HACA        CA            CA 

individual     HACA                           CA 

individual           individual 

NACA 

/     \ 
CA                  CA 

\ 
CA 

PCAs 

various organizations 
CAs 

individuals or CAs 

individual 

Figure 2.27    PEM Certificate Hierarchy 

• High Assurance Certification Authorities (HACAs). HACAs will 
not grant a certificate to organizations unless they are also highly 
assured. 

• Discretionary Assurance Certification Authorities (DACAs). DA- 
CAs do not impose constraints on organizations they certify except 
to ensure that organizations are who they say they are. 

• No Assurance Certification Authorities (NACAs). NACAs have no 
constraints except they cannot issue two certificates with the same 
name. No assurance is given that the organizations or people they 
certify are using their real identities. 

Figure 2.27 illustrates the certification tree hierarchy. 

2.6.3    Certificate Revocation Lists 

A certificate revocation list (CRL) is a list of serial numbers of certificates 
that are invalid, much like a listing of bad credit cards. CRLs are updated 
periodically, so they also include the period of time they cover. 

Figure 2.28 shows the CRL syntax as specified by RFC 1422. 

2.7    Integrity in PEM 

Integrity is maintained by either message integrity codes or digital signa- 
tures. Both are denoted as MICs in this report. MICs are computed for the 
message and included as part of the header. In secret key variant, recipients 
of the message compute the MIC for the message they receive and compare 
it to the MIC sent in the header. If the MICs match, then the message was 
unaltered (see Figure 2.8). 
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The following ASH.l syntax, derived from X.509 and aligned with the 

suggested format in recently submitted defect reports, defines the 
format of CRLs for use in the PEH environment. 

CertificateRevocationList ::= SIGHED SEQUEBCE{ 

signature     Algorithmldentifier, 
issuer        Hame, 

lastUpdate     UTCTime, 

nextUpdate     UTCTime, 

revokedCertificates 

SEQUENCE OF CRLEntry OPTIONAL} 

CRLEntry ::= SEQ.UENCE{ 

userCertificate SerialHumber, 

revocationDate UTCTime} 

Figure 2.28    Certificate Revocation List Syntax 

In public key variant, recipients of the message compute the message 
digest of the message they receive, and verify the MIC sent in the header 
against the computed message digest with sender's public key. If it succeeds, 
the message was unaltered (see Figures 2.9 and 2.20). 

CRLs and certificates are signed. The signature of a CRL or certificate 
is included so the recipient can validate the CRL or certificate against the 
signature which was sent. 

2.8    Non-repudiation in PEM 

When public-keys are used, signatures provide non-repudiation as only the 
originator could have created the signature of a message, MIC, CRL, or 
certificate. 
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Chapter 3 

PEM in Higher-Order 
Logic 

In this chapter, we show the development of all the security functions that 
are needed to address the security issues raised before: privacy, authenti- 
cation, integrity, and non-repudiation. The development is done in higher 
order logic using the HOL system, [5]. Standard predicate calculus nota- 
tion is used, A, V,->, D denote and, or, negation, and implication. V and 3 
denote for all and there exists, cond —► ti\t2 denotes if cond is true then 
ii else t2. rhi denotes a theorem, i.e. whenever the list of logical terms 
in T are all true, then the conclusion t is guaranteed to be true. The logi- 
cal development presented in this paper is a conservative extension of the 
HOL logic, i.e. no axioms were used and the underlying definitions are 
guaranteed to be consistent. Definitional extensions to HOL are denoted 

by \~def- 

3.1     Security Functions in HOL 

Throughout this report, we identify a person by his/her keys. In public 
key cryptography, the person is identified by public key which is known to 
everyone. Since a private key belongs to only one owner, the corresponding 
public key uniquely identifies a person. In secret key cryptography, two 
or more people who share a secret key are identified by that secret; a key 
uniquely identifies the group who shares it. 

3.1.1    Privacy 

Function is_Private checks the privacy property of a mail message. It 
declares the message as private if the decrypted received message matches 
that of the original plaintext. 
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Since both secret key encryption and public key encryption are used 
to protect the privacy of messages, two variants of isJPrivate are given. 
The difference between isJPrivateS for secret key and isJPrivateP for 
public key is: secret key encryption takes an initial vector while public key 
encryption does not. 

is_PrivateS has parameters: 1) decrypts - a secret key decryption func- 
tion, 2) message- the original plaintext, 3) rxmsg- the received (encrypted) 
message, 4) decryptIV- initial vector for decryption and 5) key- the shared 
secret key. 

is_PrivateS 
\~i,l     VdecryptS message rxmsg decryptIV key. 

is.PrivateS decrypts message rxmsg decryptIV key 
decrypts rxmsg key decryptIV = message 

is_PrivateP has parameters: 1) decrypt? - a public key decryption 
function, 2) message - the original plaintext, 3) rxmsg - the received ci- 
phertext and 4) dkey - the private key of the recipient 

is.PrivateP 
\~itj    VdecryptP message rxmsg dkey. 

is.PrivateP decryptP message rxmsg dkey = 
decryptP rxmsg dkey = message 

is_Private is true if and only if there is one and only one person who 
can read the original message, namely the intended recipient. 

When a mail message satisfies assumptions listed below, the correctness 
theorem of is_Private can be proved by using definitions of is JPrivateS 
and is_PrivateP. The assumptions are: 1) The received message is the 
same as the transmitted message, 2) the transmitted message is the original 
message encrypted with a key (either a shared secret key, or a public key), 
3) for any encryption key, (in either secret key cryptography or public 
key cryptography), there is an unique decryption key which can be used 
to retrieve the original text. They are taken as antecedents of a nested 
implication. 

Theorem is_Private_DEK is the privacy property of the DEK used in 
PEM which is encrypted with the recipient's public key and is retrieved 
using the recipient's private key. (See Figure 2.18.) 
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is_Private_DEK 
h VdecryptP encryptP message txmsg rxmsg ekey dKEYO dkey. 

(rxmsg = txmsg) D 
(txmsg = encryptP message ekey) D 
(Vmsg. d« icryptP (encryptP msg ekey) dKEYO = msg) D 
(Vmsg d2 

(decryptP (encryptP msg ekey) d2 = msg) D (d2 = dKEYO)) D 

((dkey = dKEYO) = is.PrivateP deer yptP message rxmsg dkey) 

Theorem is .Private_msg is the privacy property of the original plain- 
text message in PEM which is retrieved with the DEK. Since DEK is known 
only to the intended recipient, as proved by theorem isJPrivateJDEK, the 
confidentiality of the message is preserved. 

is_Private_msg 
h VdecryptS encrypts message txmsg rxmsg decrypt 

(rxmsg = txmsg) D 
(txmsg = encrypts message KEYO decryptIV) D 
(Vmsg key. 

IV KEYO key. 

(decrypts (encrypts msg key decryptIV) key decrypt IV = msg) A 
(Vmsg keyl. (decrypts msg keyl decryptIV 

= decrypts msg key decryptIV) = key = keyl)) 3 
((key = KEYO) = 
is_PrivateS decrypts message rxmsg decryptIV key) 

In both cases, if the received message is not the same as that trans- 
mitted, that is, either the data exchange key (DEK) is modified or the 
encrypted message is modified over the net, the intended recipient of the 
message will not be able to read it. The plaintext message is still private 
since nobody else can retrieve it, but the recipient encounters a denial-of- 
service attack here. 

3.1.2    Source Authentication 

We have defined source authentication in two ways. If verification of the 
signature against the received message succeeds, the recipient is sure of 
the source of the received message. In is^A.uthentic, the signature is 
verified against the original message. In is-A.uthentic2, the MIC (digital 
signature) of the message is verified against the hash of a message. 

The parameters is_Authentic takes are: 1) verify- public key signature 
verification function, 2) message - plaintext, 3) signature - signature of the 
plaintext, 4) ekey - signer's public key. 
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is_Authentic 
\-{tf     Vverify message signature ekey. 

is.Authentic verify message signature ekey = 
verify message signature ekey 

The parameters is_Authentic2 takes are: 1) verify - public key signa- 
ture verification function, 2) hash - message digest algorithm, 3) message 
- plaintext, 4) mic - digital signature of the plaintext, 5) ekey - signer's 
public key. 

is _Authentic2 
I— rf c/  Vverify hash message mic ekey. 

is_Authentic2 verify lash message mic ekey = 
verify (hash message) mic ekey 

The desired property of source authentication is the check is true if and 
only if the originator of the message is the one identified by the public key 
we use to verify the signature. 

The assumptions we made on source authentication are: 1) the received 
message is the same as transmitted, 2) the transmitted message is a digital 
signature of plaintext, 3) there is an unique private key dKEYO associated 
with a signature which can be verified through the corresponding public 
key ekey. 

In the following theorem it is proved that if these assumptions are sat- 
isfied, the originator of the transmitted plaintext is known if and only if it 
passes the is_Authentic2 check. 

is_Authentic_msg 

t- Vverify sign hash message txmic rxmic ekey dKEYO dkey. 
(rxmic = txmic) 3 

(txmic — sign (hash message) dkey) D 

(Vml m2 dkey2. verify ml (sign m2 dkey2) ekey = dkey2 = dKEYO)D 

((dkey = dKEYO) = is_Authentic2 verify hash message rxmic ekey) 

If the first assumption is not satisfied, the source authentication fails 
and and the recipient of the message cannot be sure of the source of the 
message. 
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not.Authentic 
I- Vverify sign hash HESSAGEO txmic rxmic ekey dKEYO. 

(txmic = sign (hash HESSAGEO) dKEYO) 0 
(Vml m2. verify ml m2 ekey = m2 = sign ml dKEYO) 3 
(Vml m2 dkeyl dkey2. (sign ml dkeyl = sign m2 dkey2) 

3 (ml = m2) A (dkeyl = dkey2)) D 
-■(rxmic = txmic) D 
-i(is_Authentic2 verify hash HESSAGEO rxmic ekey) 

3.1.3    Integrity 

is Jntact is defined for message integrity checking. It takes several param- 
eters: l)verify - a function verifies the signature, which takes a plaintext 
message, a signature and a key, and returns true if the signature is signed 
on the given plaintext with the private key paired with the given key, oth- 
erwise, it returns false. 2) hash - the message digest algorithm; 3) message 
- the plaintext part of the message retrieved from the mail; 4) ekey - the 
public key of originator used by the recipient to verify a signature; and 5) 
mic - the received digital signature of the message. 

It declares both the message and its digital signature are intact if the 
verification of the digital signature of the original message against the hash 
of the received message succeeds. The definition matches the scheme shown 
in Figure 2.9. 

.Intact 
hicf     Vverify hash message mic ekey. 

is.Intact verify hash message mic ekey 
verify (hash message) mic ekey 

The assumptions made about the received message are: 1) the received 
signature is generated by signing the hash (message digest) of the trans- 
mitted message. 2) it is computationally infeasible to find two messages 
mi and m2 which hash to the same value, so if two hashes are equal the 
two messages are the same; 3) the verification process succeeds if and only 
if the signature is generated on the plaintext that is being verified. 

What we want is for is Jntact to be true is-and-only-if the received 
message is identical to the one transmitted. Under these assumptions, the 
correctness theorem is proved using the definition of is Jntact with the 
assumed properties in the antecedent of the nested implication. 
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is_Intact_msg 

I- Vverify sign hash txraessage rxmessage txmic rxmic ekey dkey. 

(txmic = sign (hash txmessage) dkey) 3 
(rxmic = txmic) 3 

(Vml m2. (hash ml = hash m2) 3  (ml = m2)) 3 

(Vsl s2. verify si (sign s2 dkey) ekey = si = s2) 3 
((rxmessage = txmessage) 

= is.Intact verify hash rxmessage rxmic ekey) 

When the received MIC is not the same as the one sent by originator, 
the following theorem proves that the recipient cannot be sure the integrity 
of either MIC or plaintext message. 

not_Intact = 

I- Vverify sign hash HESSAGEO txmic rxmic ekey dKEYO. 

(txmic = sign (hash HESSAGEO) dKEYO) 3 

(Vml m2. verify ml m2 ekey = m2 = sign ml dKEYO) 3 

(Vml m2 dkeyl dkey2. (sign ml dkeyl = sign m2 dkey2) 

3  (ml = m2) A (dkeyl = dkey2)) 3 
-i(rxmic = txmic) 3 

-i(is_Intact verify hash HESSAGEO rxmic ekey) 

3.1.4    Non-Repudiation 

is_non-Deniable is the security check of the non-repudiation of the mes- 
sage system. It checks the non-deniability of the sender of the message 
by verifying the signature against the received plaintext. It has following 
parameters: 1) verify - public key signature verification function, 2) mes- 
sage - original plaintext, 3) signature - signature of the plaintext, 4) ekey - 
signer's public key. Since both source-authentication and non-repudiation 
of a message is obtained through its signature, is_non-Deniable is defined 
in the same way as is_Authentic. 

is_non_Deniable 

\~i,l    Vverify message signature ekey. 
is_non_Deniable verify message signature ekey = 
verify message signature ekey 

The assumptions we made for checking the non-deniability of a mes- 
sage are: 1) the received MIC is the same as the transmitted MIC, 2) the 
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transmitted MIC is generated by the originator on plaintext MESSAGEO, 
3) it is computationally infeasible to find two messages ml and m2 which 
hash to the same value, so if two hashes are equal the two messages are 
the same. 4) it is computationally infeasible to find two messages ml and 
m2 and two private keys kl and kS, which can generate same signature, so 
if we can verify one signature against a message with a public key, then 
the private key and the plaintext used to generate signature are unique. 
If the above assumptions are satisfied, the verification process succeeds if 
and only if the signature is generated on the plaintext that is being verified 
with the unique private key that is known only to the signer. This scheme 
matches that shown in Figure 2.9. 

Under the above assumptions, the non-repudiation check is true if and 
only if the received message is generated by the originator whose public key 
is ekey, so that the originator cannot deny having sent the message. The 
correctness theorem isjnon_Deniable_msg is proved using the definition 
of is_non JDeniable. 

is non_Deniable_msg 
I- Vverify sign hash message HESSAGEO txmic rxmic ekey dKEYO dkey. 

(rxmic = txmic) D 
(txmic = sign (hash HESSAGEO) dkey) D 
(Vml m2. (hash ml = hash m2) = mi = m2) D 
(Vml m2 dkey2. verify ml (sign m2 dkey2) ekey 
= (ml = m2) A (dkey2 = dKEYO)) D 

((dkey = dKEYO) A (message = HESSAGEO) = 
is.non.Deniable verify (hash message) rxmic ekey) 

When the received MIC is not the same as transmitted MIC, then the 
recipient cannot show to a third party that the originator has indeed sent 
the message. This is shown in the theorem follows. 

is_deniable = 
I- Vverify sign hash HESSAGEO txmic rxmic ekey dKEYO. 

(txmic = sign (hash HESSAGEO) dKEYO) D 
(Vml m2. verify ml m2 ekey = m2 = sign ml dKEYO) D 
(Vml m2 dkeyl dkey2. (sign ml dkeyl = sign m2 dkey2) 

3 (ml = m2) A (dkeyl = dkey2)) 3 
-■(rxmic = txmic) D 
-.(is_non_deniable verify (hash HESSAGEO) rxmic ekey) 

The definitions and properties developed in this section are independent 
of any particular implementation. What we must do is link the particular 
implementation to the general definitions and properties. For this we must 
define the structure of PEM messages in detail. 

43 



PEM IN HIGHER-ORDER LOGIC 

3.2    Message Structure in HOL 

Each PEM message type has public key variant and private key variant. 
In this section, only the public key variant will be discussed, since it is 
the only one in use. Also, some PEM messages are encoded to avoid the 
"mailer mangling" problem. Encoding is not discussed here as it does not 
contribute to the security services we are concerned with in this report. 

As an example, we discuss the structure of MIC-CLEAR messages using 
public-key signature algorithms. Table 2.4 shows the format of MIC-ONLY 
and MIC-CLEAR messages using public keys. Figure 2.22 is an example 
of a MIC-ONLY message. MIC-ONLY messages encode their messages to 
avoid mailer problems. MIC-CLEAR messages do not use encoding. 

MIC-CLEAR messages are 8-tuples: (preebxproctypexcontentdomainx 
id^asymmetricx(certificate)listxMIC Jnfoxpemtext xposteb) as shown 
in Table 2.4. However, not all 8-tupks are valid MIC-CLEAR messages. 
When a proper subset of possible representations is identified as a new type, 
reasoning about messages is simplified because only valid representations 
are considered. The next section briefly illustrates the concepts of defining 
new types in HOL. 

3.2.1    Type Definition in HOL 

New types are introduced in HOL by identifying a subset of an existing 
type whose properties correspond to the properties of the new type, [11]. 
Isomorphic (one-to-one and onto) mappings between elements of the new 
type and elements of the subset of the existing type are defined. One 
mapping is the representation of the new type in terms of the existing type. 
The other is the abstraction of the existing type into the new type. 

For example, say we wish to introduce the type color which has only 
two members, black and white. In BNF, we write: 

color ::= black \ white (3-1) 

Suppose we choose to represent color by the cartesian product boolxbool. 
There are four elements in 600/ x 600/ but only two are needed. We choose 
to represent black as (T, F) and white as (F,T) as shown in Figure 3.1. 

Defining new types in HOL is a three-step process. The first step finds 
an appropriate subset of an existing type to represent the new type. The 
second step extends the syntax of HOL to include the new type by using 
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Ne.w Type: color 

black —  

white ■ 

Existing Type: (bool x bool) 

(T,T) 

(F,F) 

Figure 3.1    Defining Type color 

a type definition axiom which defines the relationship between the new 
type and its representation. Finally, from the type definition axiom, the 
properties of the new type are derived. 

In our example, the valid representation of boolean pairs is defined by 
is-Color. 

is.Color (x, y) = ((x, y) = (T, F) V (x, y) = (F, T)) (3.2) 

As there is at least one value of (x, y) which satisfies is.Color, the follow- 
ing type definition axiom holds which states that there is a representation 
function rep which is isomorphic between black and white and (T, F) and 
(F,T). 

h 3 rep : color —* (bool X bool). 

(Vai a2-rep ai = rep »2 3 al = a2) A 

(Vr : (bool X bool).isJOolor r = (3a : color.r = rep a)) 

(3.3) 

A valid representation function for color is any function which has the 
isomorphic properties defined above. 

We refer to objects having a property P with Hubert's e-operator, [11]. 
The semantics of e are given below. 

h VF.(3i.P x) D P(ex.P x) (3.4) 

For example, if P x were 1 < x < 4 where a; is a natural number, ex.P x 
would be either 2 or 3 and P(ex.P x) is true. 

We define the representation and abstraction functions REP-Color and 
ABS-Color as follows. 
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TYPEJJEF P rep = (3 5) 

(Va! a^.rep aj — rep 02 D 01 = a2) A 

(Vr.P r = (3a : color.r — rep a)) 

REP^color     =     erep.TYPEJDEF is.Color rep (3.6) 

ABSjcolor r     =     (ea.r = REP-color a) (3.7) 

REP.color is any function satisfying the one-to-one and onto properties 
of TYPE.DEF. ABS-Color rreturns a color whose representation is r. Given 
the associations in Figure 3.1 we define black and white as follows. 

black     =     ABS.color (T,F) (3.3) 

white     =     ABS.color (F,T) (3.9) 

Given the definitions of TYPE.DEF, REP.color, the semantics of e, 
and ABS.color, the following properties are easily proved. These properties 
state that REP.color is one-to-one and onto; ABS.color is one-to-one and 
onto within the constraints of is.Color, and REP.color and ABS.color invert 
each other. 

hVai<x2. (3.10) 

REP-color ax = REP.color a2 D (ai = a2) 

h Vr.is.Color r = (3a.r = REP.color a) (3-H) 

h Vrj r2.is.Color r\ 3 (is.Co/or r2 D (3.12) 

(ABSjzolor T-i = j4S5^:o/or r2 D rj = r2)) 

I- Va.3r.(a = AB5.7-) A is.Color r (3.13) 

I- Va.ABSj:olor(REPjzolor a) = a (3.14) 

I- Vr.is.Color r = (REP.color(ABS.color r) = r) (3.15) 

The same techniques used to define color are generally applicable. In 
the next section, we show how to apply type definition techniques to the 
message integrity code field of messages. 
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3.2.2    MICLinfo as a Type 

We focus on the MICJnfo portion of a message. Figure 2.13 gives the BNF 
definition of <micinf o>. It is a 3-tuple where the first element identifies the 
hash function used to compute the MIC; the second element is the signature 
algorithm used to encrypt the MIC; and the third element is the signed 
message digest for the transmitted message. The particular algorithms are 
defined in Figure 2.15. 

As some of the algorithms (like RSA) are used in more than one capacity, 
we first introduce the algorithm identifiers as a separate abstract type - 
algid, i.e. we do not care about how the members of the type are actually 
represented. 

algid ::= DES-CBC\DES-EDE\DESJSCB\ (3.16) 

RSA\RSA-MD2\RSA-MD5 

Valid MICJnfo fields are a proper subset of all 3-tuples of (algidx algid x 
asymsignmic) The predicate is.MICJ.njo identifies the valid 3-tuples for 
MICJnfo. Note, FST and SND are destructors for pairs, e.g. FST (a,b,c) 
= a and SND (a,b,c) = (b,c). 

is-MICJnfo x = (3-17) 
((FST x = RSAJMD2) V 

(FST x - RSAMD5)) A 
((FST(SND x) = DES.EDE) V 
(FST(SND x) = DESJ1CB) V 

(FST(SND x) = RSA)) 

From the definition of isJAIC-info we can prove the theorem V Bx.is-- 
MIC-info x which allows us to introduce a new type MICJnfo as follows. 

h 3rep.TYPEJDEF isJAIC-info rep (3-18) 

Using the above type definition axiom, we define the representation 
function REP.MICJnfo and the abstraction function MICJnfo as follows, 
(notice that the abstraction function is the same name as the MIC-info field 
identifier). 
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REPJVUCinfo - (3 19N 

erep.TYPEJDEF isMICinfo rep 

MICJnfo r = (sa.r = REPJVUCinfo a) (3.20) 

The properties of REPJVIIC-info and MICJnfo are proved in exactly the 
same way as the properties of the representation and abstraction functions 
are for color. The next two theorems state that REPJVIIC Jnfo is one-to-one 
and onto. 

h Va a'.{REPJVUCinfo a = REPJVUCinfo a') D a = a' (3.21) 

h Vr.isMICJ.nfo r = (3a.r = REPMIC.info a) (3.22) 

The next two theorems state that MICJnfo is one-to-one and onto. 

h Vr r'.is-MICJnfo r D is.MIC.info r' D (3.23) 

{{MICJnfo r = MICJnfo r') D r = r') 

h Va.3r.(a = MICJnfo r) A isJMIC.info r (3-24) 

The next two theorems state that MICJnfo and REPJVIICJnfo are in- 
verses. 

I- Va.MICJnfo{REP JVIIC .info a) = a (3.25) 

H Vr.isJMICJnfo r = REPJVIIC.info(MICJnfo r) = r (3.26) 

Since MIC-CLEAR messages are 8-tuples, and given the formal defini- 
tion of each of the message fields as data types, we define various accessor 
functions to get the MIC hash, signature, and signed MIC portions of the 
MICJnfo field. 

getJVIICjilgid x = FST{REPJUIC.info x) (3.27) 
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getMICsigalgid x = FST{SND{REP-MIC-info x)) (3-28) 

getMICmic x = SND{SND{REP-MICJnfo x)) (3-29) 

Based on the above characterization of MIC.info as a type, any x which 
is a member of MIC.info has a valid representation as a 3-tuple (algid x 
algid x asyrnsignmic). This is stated by the following theorem. 

h Mx.isMIC -injo{REP MIC-injo x) (3-30) 

The above theorem coupled with the definition of is.MICJnfo leads 
to the following correctness properties of the hash and signature accessor 
functions. In particular, each accessor function when applied to a valid 
MICJnfo field will yield only the specified hash and signature algorithms. 

I- \/x.(getMICjalgid x = RSA-MD2)V (3-31) 

{get-MIC .algid x = RSA-MD5) 

h Vx.{getMICsigalgid x = DESMDE)V (3-32) 

{getMICsigalgid x = DESJECB) V 

(getJiilCsigalgid x - RSA) 

As the algorithm names in the MICJnfo field are just names and not the 
actual hash and signature functions, we define signature and hash selector 
functions which take a function name and return its corresponding function. 
For simplicity, we do not define the actual functions here, but just define 
them as function names with the proper type signatures. For example, 
fDES-EDE is of type asyrnsignmic -+ key -»• asyrnsignmic and is the 
signature function corresponding to DES-EDE. 

(3 33) MIC sign-select x = \  ■    / 
((getMICsigalgid x = DES-EDE) — sDES-EDE 

{{{getMICsigalgid x = DES-ECB) - sDES-ECB\sRSA)) 

MlCJiashselect x= \  •    > 
{{getMIC-algid x = RSA.MD2) - fRSA-MD2\JRSA-MD5) 

Other selector and accessor functions are defined similarly and have 
properties similar to those shown above. The development of these func- 

tions is listed in the appendices. 
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3.3    Functions for MIC-CLEAR Messages 

Given the MIC accessor functions for MIC-CLEAR message, the hash and 
signature selector functions, and the general integrity checking function 
is Jntact, we now define the integrity checking function MIC_CLEARJs_- 
Intact for MIC-CLEAR messages. It is the general integrity function 
is Jntact with its parameters specialized with the hash and signature se- 
lection functions. 

MIC J3LEARJ.s-In.tact msg = (3.35) 
(let miclnfo = get JAIC -CLEAR.MIC -Info msg 
in 
let ekey — 

getJiey-fromJD (get-OriginatorAsymlDJnfo msg) 
in 

is-Intact 

(MICsign-select miclnfo) 

(MIC-hash-select miclnfo) 

(get-MICCLEAR-text msg) 

(get-MIC-mic miclnfo) ekey) 

Given the definition of MIC.CLEARJs Jntact and the general cor- 
rectness theorem is Jntact, we can prove the following correctness theorem 
for MIC_CLEAR_is Jntact. It states that under similar assumptions to 
the general is Jntact correctness theorem, MIC_CLEAR_is Jntact is true 
if-and-only-if the transmitted and received messages are the same. When 
MIC_CLEAR Js Jntact is false, then what was received differs from what 
was transmitted. The theorem assures that given the assumptions the in- 
tent of the integrity function is satisfied for MIC-CLEAR messages. Similar 
functions for other message types and security properties can be defined and 
verified. 

I- 'imic-clear-msg sign txmessage dkey. (3.36) 
let miclnfo = 

get-MIC.CLEAR-MICJnfomic.clear-msg 
in 

let ekey = get-Key-from-ID 

(get-Originator-AsymID-inf o mic-clear-msg) 
in 

let hash = MIC-hash-select miclnfo 
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and 

verify — MlCsignselect miclnfo 

and 
rxmessage = getMIC.CLEAR.text mic.clear.msg 

in 
(getMlCmic miclnfo = sign (hash txmessage) dkey) 

D 
(Vml m2.(hash ml =  hash m2) 0 (ml = m2)) D 

(Vml m2.verify ml {sign ml dkey) ekey = ml = ro2) D 

((txmessage = rxmessage) = 

MIC.CLEAR-is.Intactmic.clear.msg) 

3.4    Functions for ENCRYPTED Messages 

For simplicity, ENCRYPTED messages are modeled as an 8-tuple: (preeb x 
proctype x contentdomain x dekinfo x id.asymmetric x (certificate)list x 
MIC.info x (id-asymmetric x KeyJnfo)list x pemfezf x posteb). 

The security, accessor, and selector functions for ENCRYPTED mes- 
sages are defined in the same way as they are for MIC-CLEAR messages. 
They are the general security functions with the parameters specialized 
with the selection functions. We assume all the fields in PEM message are 
successfully retrieved, except the ciphertext and encrypted MIC fields. 

With the specialized security functions and the general correctness the- 
orems, we can prove the specialized correctness theorems for ENCRYPTED 

messages. 

3.4.1    Privacy 

The privacy check functions ENCRYPTED_is_PrivateP and ENCRYP- 
TED Js_PrivateS are defined using the general privacy functions is_- 
PrivateP and is .Privates with their parameters specialized with hash 
and signature selection functions. 

ENCRYPTED_is_PrivateP 
\-ltf     Vmsg txDEK. 

ENCRYPTED_is_PrivateP msg txDEK = 
is.PrivateP (DEK.encrypt.select (getEH_KEY_info msg))  txDEK 

(getEH.msg.EncryptedKey msg)  recipientkey 

51 



PEM IN HIGHER-ORDER LOGIC 

EUCRYPTED_is_Privat eS 
\-{,j     Vmsg message. 

EBCRYPTED_is_PrivateS msg message = 
(let rxDEK = getEH_msg_DEK msg 
and 

decryptIV = getEH_msg_MsgEncryptIV msg 
in 

is.PrivateS (msg_Encrypt_select (getEN_DEK_info msg)) message 
(getEN_Hessage_info msg) decryptIV rxDEK) 

Given the definitions of ENCRYPTED_is_PrivateP and ENCRYP- 
TED Js .Privates and the general correctness theorems is .Private JDEK 
and is_Private_msg, we can prove the correctness theorems for ENCRYP- 
TED Js_Private_DEK and ENCRYPTEDJs_Private_msg. The fol- 
lowing theorem states that under similar assumptions to the general is_- 
Private_DEK correctness theorem, ENCRYPTED_is_Private_DEK is 
true if-and-only-if the received DEK is not disclosed during transmission. 

EIICRYPTED_is_Pr ivat e.DEK 
h VEncrypted_msg encryptP DEK dKEYO dkey. 

let Key.info = getES_KEY_info Encrypted_msg 
in 

let decryptP = DEK_encrypt_select Key.info 
and 

rxmsg = getEN_msg_EncryptedKey Encrypted_msg 
and 
dkey = recipientkey 
in 
(rxmsg = txmsg) D 
(txmsg = encryptP DEK ekey) 3 
(Vmsg. decryptP (encryptP msg ekey) dKEYO = msg) D 
(Vmsg d2. 

(decryptP (encryptP msg ekey) d2 = msg) D  (d2 = dKEYO)) D 
((dkey = dKEYO) = EHCRYPTED_is_PrivateP Encrypted.msg DEK) 

The theorem below states that under similar assumptions to the general 
is_Privatejnsg correctness theorem, ENCRYPTED_is_Private_msg is 
true if-and-only-if the received original plaintext is not disclosed during 
transmission. 
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ENCRYPTED_is_Private_msg 
h VEncrypted_msg encrypts message DEK. 

let DEK_info = getEH_DEK_info Encrypted.msg 

in 
let decrypts = msg_Encrypt_select DEK.info 

and 
rxmsg = getEH_Message_info Encrypted.msg 

and 
decryptIV = getEH_msg_HsgEncryptIV Encrypted.msg 

and 
KEYO = DEK 
and 
key = getEN_msg_DEK Encrypted.msg 

in 
(rxmsg = txmsg) D 
(txmsg = encrypts message KEYO decryptIV) 0 

(Vmsg key. 
(decrypts (encrypts msg key decryptIV) key decryptIV = msg) A 

(Vmsg keyl. 
(decrypts msg keyl decryptIV = decrypts msg key decryptIV) = 

key = keyl)) 3 
((key = KEYO) = EHCRYPTED_is_PrivateS Encrypted.msg message) 

3.4.2    Source Authentication 

The source authentication check function ENCRYPTED_is_Authentic2 
is defined as the general source authentication function is_A.uthentic2 with 
its parameters specialized with the hash and signature selection functions. 

ENCRYPTED_is_Authent ic2 
\-it!     Vmsg. 

EHCRYPTED_is_Authentic2 msg = 
(let miclnfo = getEH_HIC_info msg 
in 
let  ekey =  get_Key_from_ID (getEH_OriginatorAsymID_info msg) 

in 
is_Authentic2 (HIC_sign_select miclnfo) 

(HIC_hash_select miclnfo) (getEB.msg.message msg) 
(getEN_msg_HIC msg) ekey) 

Given the definition of ENCRYPTED Js_ALuthentic2 and the gen- 
eral correctness theorem is_A.uthentic_msg, we prove the correctness the- 
orem for ENCRYPTED Js_A.uthenticjnsg. It states that under similar 
assumptions to the general is_Authentic_msg correctness theorem, EN- 
CRYPTED Js_Authentic_msg is true if-and-only-if the received original 
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plaintext is sent by the originator identified by the public key stated in the 
received messaee. received message. 

EHCRYPTED_is_Authent ic.msg 

H VEncrypted_msg sign txmic dKEYO dkey. 

let miclnfo = getEN_HIC_info Encrypted.msg 
in 

let verify = HIC_sign_select miclnfo 
and 

hash = HIC_hash_select miclnfo 
and 

message = getEH.msg.message Encrypted.msg 
and 

rxmic = getEH.msg.MIC Encrypted.msg 
and 

ekey = get_Key.from.ID (getEH.OriginatorAsymID.info Encrypted_msg 
in 

(rxmic = txmic) _) 

(txmic = sign (hash message) dkey) _> 
(Vml n»2 dkey2. 

verify ml (sign m2 dkey2) ekey = dkey2 = dKEYO) D 

((dkey = dKEYO) = EHCRYPTED_is_Authentic2 Encrypted.msg) 

3.4.3    Integrity 

The integrity check function ENCRYPTEDJsJntact is defined as the 
general integrity function is Jntact with its parameters specialized with 
the hash and signature selection functions. 

EHCRYPTED.is.Intact 
\-it!     Vmsg. 

EHCRYPTED.is.Intact msg = 

(let miclnfo = getEH.HIC.info msg 
in 

let ekey = get.Key_from.ID (getEN.OriginatorAsymlD.info msg) 
m 

is.Intact (HIC.sign.select miclnfo) (HIC.hash.select miclnfo) 
(getEH.msg.message msg) 

(getEH.msg.HIC msg) ekey) 

Given the definition of ENCRYPTED Js Jntact and the general cor- 
rectness theorem is Jntact _msg, the correctness theorem ENCRYPTED, 
is Jntact_msg can be proved. The theorem states that under similar as- 
sumptions to the general is Jntact_msg correctness theorem, ENCRYP- 
TED JsJntactjnsg is true if-and-only-if the received plaintext after pro- 
cessing is the same as the original plaintext before encryption. 
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EHCRYPTED_is_Intact_msg 
h VEncrypted_msg sign txmessage txmic dkey. 

let miclnfo = getEH.MIC.info Encrypted.msg 

in 
let verify = HIC_sign_select miclnfo 

and 
hash = HIC_hash_select miclnfo 

and 
rxmessage = getEN_msg_message Encrypted_msg 

and 
rxmic = getEN_msg_MIC Encrypted.msg 

and 
ekey = get_Key_from_ID (getEN_OriginatorAsymID_info Encrypted.msg! 

in 
(txmic = sign (hash txmessage) dkey) D 
(rxmic = txmic) D 
(Vml m2. (hash ml = hash m2) D  (ml = m2)) D 
(Vsl s2. verify si (sign s2 dkey) ekey = si = s2) D 
((rxmessage = txmessage) = EHCRYPTED_is_Intact Encrypted.msg) 

3.4.4    Non-Repudiation 

The non-repudiation check function ENCRYPTED _is_non_deniable is 
defined as the general non-deniability function is jion_deniable with spe- 
cialized parameters for hash and signature selection functions. 

ENCRYPTED_is_non_deniable 
hitl     Vmsg. 

ENCRYPTED_is_non_deniable msg = 
(let miclnfo = getEH.HIC.info msg 
in 
let  ekey = get_Key_from_ID (getEH_OriginatorAsymID_info msg) 
and 
hash = HIC_hash_select miclnfo 

in 
is_non_deniable (HIC_sign_select miclnfo) 

(hash (getEH_msg_message msg)) 
(getEH_msg_HIC msg)  ekey) 

Given the definitions of ENCRYPTED Js_non_deniable and the gen- 
eral correctness theorem is_non_deniable_msg, we can prove the correct- 
ness theorem for ENCRYPTED Js_non_deniablejnsg. It states that 
under similar assumptions to the general is_non_deniable_msg correct- 
ness theorem, ENCRYPTED Js_non_deniablejnsg is true if-and-only- 
if the originator of the retrieved plaintext identified by the public key stated 
in the received message cannot deny having sent the message. 
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ENCRYPTED.is.non.deniable.msg 
I- VEncrypted.msg sign HESSAGEO txmic dKEYO dkey. 

let raiclnfo = getEN.HIC.info Encrypted.msg 
in 

let verify = HIC_sign_select miclnfo 
and 

hash = HIC_hash_select miclnfo 
and 

message — getEB.msg.message Encrypted.msg 
and 
rxmic = getEN.msg.HIC Encrypted.msg 
and 

ekey = get_Key_from_ID (getEN_OriginatorAsymID_info Encrypted.msg: 
in 
(rxmic = txmic) 3 
(txmic = sign (hash HESSAGEO) dkey) D 
(Vml m2. (hash ml = hash m2) = ml = m2) D 
(Vml m2 dkey2. verify ml (sign m2 dkey2) ekey = 

(ml = m2) A (dkey2 = dKEYO)) D 
((dkey = dKEYO) A (message = HESSAGEO) = 
E5CRYPTED_is_non_deniable Encrypted.msg) 
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Chapter 4 

Conclusions 

The increased use of networked and distributed computing makes security 
a major concern. The capability to verify that a system meets its secu- 
rity requirements will continue to grow in importance. In particular, the 
capability to assign security properties to engineering structures is crucial. 

This work focuses on verifying the security properties of Privacy En- 
hanced Mail (PEM). Security properties such as privacy, source authenti- 
cation, integrity and non-repudiation are defined independently of any im- 
plementation structure. PEM message structures and operations on those 
structures are shown to have the desired security properties. Various PEM 
structures are defined as types. Security interpretations are defined as op- 
erations on these types. 

All the definitions and proofs are done using the Higher Order Logic 
(HOL) theorem-prover. While at times the proofs are intricate, the proofs 
are well within the capabilities of engineers who have been trained to use 
HOL. 

The work done on PEM shows the feasibility of using formal logic and 
computer assisted reasoning tools to describe and verify relatively complex 
systems. The advantages of using these methods is the assurance of cor- 
rectness of the specifications given to implementers. If the specifications are 
correctly implemented, then the desired security properties will be achieved. 
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Appendix A 

NOTATIONAL 
CONVENTIONS 

This appendix is excerpted in part from RFC 822, Standard for the For- 
mat of ARPA Internet Text Messages, [3]. It defines the augmented BNF 
notation used for describing PEM message formats. 

This specification uses an augmented Backus-Naur Form (BNF) nota- 
tion. The differences from standard BNF involve naming rules and indicat- 
ing repetition and "local" alternatives. 

A.l    RULE NAMING 

Angle brackets ("<", ">") are not used, in general. The name of a rule is 
simply the name itself, rather than "<name>". Quotation-marks enclose 
literal text (which may be upper and/or lower case). Certain basic rules are 
in uppercase, such as SPACE, TAB, CRLF, DIGIT, ALPHA, etc. Angle 
brackets are used in rule definitions, and in the rest of this document, 
whenever their presence will facilitate discerning the use of rule names. 

A.2    RULE1 / RULE2: ALTERNATIVES 

Elements separated by slash ("/") are alternatives. Therefore "foo / bar" 
will accept foo or bar. 

A.3    (RULE1 RULE2):  LOCAL ALTERNA- 
TIVES 

Elements enclosed in parentheses are treated as a single element. Thus, 
"(elem (foo / bar) elem)" allows the token sequences "elem foo elem" and 
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"elem bar elem". 

A.4    *RULE: REPETITION 

The character "*" preceding an element indicates repetition. The full form 
is: 

<l>*<m>element 

indicating at least <1> and at most <m> occurrences of element. Default 
values are 0 and infinity so that '""(element)" allows any number, including 
zero; "l*element" requires at least one; and "l*2element" allows one or 
two. 

A.5    [RULE]: OPTIONAL 

Square brackets enclose optional elements;   "[foo bar]" is equivalent to 
"*l(foobar)". 

A.6    NRULE: SPECIFIC REPETITION 

"<n>(element)" is equivalent to "<n>*<n>(element)"; that is, exactly 
<n> occurrences of (element). Thus 2DIGIT is a 2-digit number, and 
3ALPHA is a string of three alphabetic characters. 

A.7    #RULE: LISTS 

A construct "#" is defined, similar to "*", as follows: 

<l>#<m>element 

indicating at least <1> and at most <m> elements, each separated by one 
or more commas (",")• This makes the usual form of lists very easy; a rule 
such as '(element *("," element))' can be shown as "l#element". Wherever 
this construct is used, null elements are allowed, but do not contribute to 
the count of elements present. That is, "(element),,(element)" is permitted, 
but counts as only two elements. Therefore, where at least one element is 
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required, at least one non-null element must be present. Default values 
are 0 and infinity so that "#(element)" allows any number, including zero; 
"l#element" requires at least one; and "l#2element" allows one or two. 

A.8    ; COMMENTS 

A semi-colon, set off some distance to the right of rule text, starts a com- 
ment that continues to the end of line. This is a simple way of including 
useful notes in parallel with the specifications. 

A.9    ALPHABETICAL LISTING OF SYN- 
TAX RULES 

address 

addr-spec 

ALPHA 

atom 
authentic 

CHAR 
comment 

CR 

CRLF 

ctext 

CTL 

date 

dates 

date-time 

/ 

/ ( 

mailbox ; one addressee 

group > named list 

local-part "<S" domain      ; global address 

<any ASCII alphabetic character> 
; (101-132, 65.- 90.) 

; (141-172, 97.-122.) 

l*<any CHAR except specials, SPACE and CTLs> 
"From"      ":"  mailbox ; Single author 

Sender"    ":"  mailbox ; Actual submittor 
"From"      ":" l#mailbox) ; Multiple authors 

; or not sender 

<any ASCII character>      ; ( 0-177, 0.-127.) 

"(" *(ctext / quoted-pair / comment) ")" 

<ASCII CR, carriage return> ; (    15,     13.) 

CR LF 
<any CHAR excluding "(", 
")", "\"  & CR, & including 
linear-white-space> 

=> may be folded 

<any ASCII control 

character and DEL> 

1*2DIGIT month 2DIGIT 

orig-date 

[ resent-date ] 

[ day "," ] date time 

( 0- 37, 0.- 31.) 

( 177, 127.) 

day month year 

e.g. 20 Jun 82 
Original 
Forwarded 

dd mm yy 
hh:mm:ss zzz 
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delimiters = specials / 1 
destination = "To" 

/ "Resent-To" 
/ "cc" 
/ "Resent-cc" 
/ "bcc" 
/ "Resent-bcc" 

Primary 

Secondary 

Blind carbon 

( 60- 71, 48.- 57.) 

day       = "Mon" / "Tue" / "Wed" / "Thu' 
/ "Fri" / "Sat" / "Sun" 

r-white-spai 
" l#address 
" l#address 
" l#address 
" l#address 
" #address 
" #address 

DIGIT     = <any ASCII decimal digit> 
domain     = sub-domain *("." sub-domain) 
domain-literal = "[" *(dtext / quoted-pair) "]" 
domain-ref = atom ; symbolic reference 
dtext      = <any CHAR excluding "[",    ; => may be folded 

"]", "V &  CR, & including 
linear-white-space> 

extension-field = 

<Any field which is defined in a document 
published as a formal extension to this 
specification; none will have names beginning 
with the string "X-"> 

field     = field-name ":" [ field-body ] CRLF 
fields     =   dates ; Creation time, 

source ;  author id & one 
l*destination 
*optional-field 

field-body = field-body-contents 
[CRLF LWSP-char field-body] 

field-body-contents = 
<the ASCII characters making up the field-body, as 
defined in the following sections, and consisting 
of combinations of atom, quoted-string, and 
specials tokens, or else consisting of texts> 

field-name = l*<any CHAR, excluding CTLs, SPACE, and ":"> 
group     = phrase ":" [#mailbox] ";" 
hour      = 2DIGIT ":" 2DIGIT [":" 2DIGIT] 

address required 
others optional 

HTAB 
LF 

<ASCII HT, horizontal-tab> 
<ASCII LF, linefeed> 

linear-white-space = 1*([CRLF] LWSP-char) 

local-part = word *("." word) 

00:00:00 - - 23:59:59 
(    11, 9.) 
(    12, 10.) 
semantics = SPACE 
CRLF => folding 
uninterpreted 
case-preserved 
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LWSP-char SPACE / HTAB ; semantics = SPACE 

mailbox = addr-spec ; simple address 

/ phrase route-addr ; name ft addr-spec 

message *"~ fields *( CRLF *text ) ; Everything after 

; first null line 

;  is message body 

month = "Jan" / "Feb" / "Mar" / "Apr" 

/ "May" / "Jun" / "Jul" / "Aug" 

/ "Sep" / "Oct" / "Nov" / "Dec" 

msg-id = "<" addr-spec ">" ; Unique message id 

optional-fi eld = 

/ "Message-ID"      ":' '  msg-id 

/ "Resent-Message-ID" ":' '  msg-id 

/ "In-Reply-To"      ":' ' *(phrase / msg-id) 

/ "References"      ":' ' *(phrase / msg-id) 

/ "Keywords"        ":' ' #phrase 

/ "Subject"         ":' 
1 *text 

/ "Comments"        ": ' *text 

/ "Encrypted"       ": ' l#2word 

/ ext ens ion-f ield ; To be defined 

/ user-defined-field ; May be pre-empted 

orig-date = "Date"      ":"  dai te-time 

originator = authentic ; authenticated addr 

[ "Reply-To"  ":" l#ad iress] ) 

phrase = i*word ; Sequence of words 

qtext <any CHAR excepting <" 

"\"  ft CR, and includi 
linear-white-space> 

>,    ; => may be folded 

quoted-pair = "\" CHAR may quote any char 

quoted-string = <"> *(qtext/quoted-pa ir) <"> Regular qtext or 

quoted chars. 

received "Received"   ":" 
["from" domain] 

["by"  domain] 

["via" atom] 

*("with" atom) 
["id"  msg-id] 
["for" addr-spec] 

";"   date-time 

one per relay 

sending host 

receiving host 

physical path 
link/mail protocol 

; receiver msg id 
; initial form 

; time received 

resent = resent-authentic 

[ "Resent-Reply-To" ": " i#address] ) 

resent-authentic = 
"Resent-From" 
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resent-date 

return 

route 

route-addr 

source 

SPACE 
specials 

sub-domain 
text 

/ ( "Resent-Sender"   ":"  mailbox 

"Resent-From"    ":" l#mailbox 

= "Resent-Date" ":"  date-time 

= "Return-path" ":" route-addr 

= 1#("<8" domain) ":" 

= "<" [route] addr-spec ">" 

= [ trace ] 

originator 
[ resent ] 

= <ASCII SP, space> 

= "(" / ")" / "<" / ">" / "<D" 
/ ","/";"/":"/  "\" / <"> 
/  ii n / ii rn / ii-i ii 

= domain-ref / domain-literal 
= <any CHAR, including bare 

CR & bare LF, but NOT 

including CRLF> 

) 

return address 

path-relative 

net traversals 

original mail 

forwarded 

(    40,     32.) 
Must be in quoted- 
string, to use 

within a word. 

=> atoms, specials, 
comments and 

quoted-strings are 

NGT recognized. 

ANSI and Military 

path to sender 

receipt tags 

time      = hour zone 

trace     =   return 

l*received 

user-defined-field = 

<Any field which has not been defined 

in this specification or published as an 

extension to this specification; names for 
such fields must be unique and may be 

pre-empted by published extensions> 
word      = atom / quoted-string 

= "UT" / "GMT" 

<"> 

/ "EST" / "EDT" 
/ "CST" / "CDT" 
/ "MST" / "MDT" 
/ "PST" / "PDT" 
/ 1ALPHA 
= <ASCII quote mark> 

Universal Time 

North American : UT 
Eastern: - 5/ - 4 

Central: - 6/ - 5 

Mountain: - 7/ - 6 

Pacific: - 8/ - 7 

Military: Z = UT; 

(    42,     34.) 
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Appendix B 

PEM SYNTAX 

B.l    pem_syntax.theory 
Theory:  pern.syntax 

Parents: 
string 
HDL 

Typs constants: 
preeb 0 
post 8b  0 
pemtypes   0 
proctype  0 
contentdescrip  0 
contentdoma.in  0 
a.lgid 0 
IV 0 
dekinfo  0 
certifi.ca.te  0 
id.a.symmetric  0 
Key.info  0 
origid.isymm 0 
UC.info  0 

Term constants: 
is.preeb  (Prefix)       :stxing  -) bool 
B-EP.pxeeb   (Prefix)       :preeb  -»  string 
BESIH (Prefix)       :string  -> pxeeb 
is .posteb  (Prefix)       : string -I bool 
REP.posteb  (Prefix)       :posteb  ->  string 
EID (Prefix)       :string -> posteb 
REP.pemtypes  (Prefix)       :pemtypes  ->  (one t one ♦ one « one t one)  ltxee 
ABS.pemtypes  (Prefix)       :(one ♦ one ♦ one » one t one)  ltxee -> pemtypes 
EHCRTPTED   (Prefix)       :pemtypes 
IIC.DHLY  (Prefix)       rpemtypes 
IIC.CLEAR  (Prefix)       :pemtypes 
CRL (Prefix)      :pemtypes 
CRL.RETRIEYAL.REQD'EST  (Prefix)       :pemtypes 
is .proctype  (Prefix)       :num • pemtypes  -> bool 
REP.proctype (Prefix)       :proctype  -> num t pemtypes 
Proc.Type  (Prefix)       :num t pemtypes  -I proctype 
REP.contentdescrip  (Prefix)       :contentdescxip  -> one ltxee 
ABS.contentdescxip  (Prefix)       :one ltree ->  contentdescrip 
RFC852   (Prefix)       :contentdescrip 
REP.contentdomiin (Prefix)      :contentdoma.in  -> contentdescrip  ltxee 
ABS.contentdoma.in  (Pxefix)       :contentdesciip  ltxee  ->  contentdoma.in 
Content .Domain  (Pxefix)       : content des cxip  ->  contentdoma.in 
REP.a.lgid  (Pxefix)       :ilgid ->  (one ♦ one ♦ one • one » one ♦ one)  ltree 
ABS.ilgid  (Prefix)       :(one t one » one t one « one » one)  ltxee -> Ugid 
DES.CBC   (Prefix)       :a.lgid 
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BES.EDE  (Prefix)       :ilgid 
DES.ECB  (Prefix)       :ilgid 
RSA (Prefix)       :ilgid 
RSA.MS  (Prefix)       :ilgid 
RSA.ID5  (Prefix)       :ilgid 
REP.IV (Prefix)       :IV -> one ltree 
AIS.IV (Prefix)       :one ltree ->  IV 
IV (Prefix)       :IV 
is.dekinfo  (Prefix)       :ilgid t IV -) bool 
REP.dekinfo  (Prefix)       idekinfo  -> ilgid • IV 
DEK.Info  (Prefix)       :ilgid t IV -) dekinfo 
REP.certificite  (Prefix)       :certificate  ->  string ltxae 
ABS.certifics.te  (Prefix)       zstring ltree ->  certificite 
Certificate  (Prefix)       rstring ->  certificite 
REP.id.isymmetric  (Prefix)       rid.isymmetric  -> string ltree 
ABS.id.iSYmmetric (Prefix)       :string  ltree ->  id.isymmetric 
D.Asymmetric  (Prefix)       rstring -> id.».symmetric 
is.Key.info (Prefix)       :ilgid t string -I bool 
REP.Key.info (Prefix)       :Key.info  -> ilgid t string 
Key.Info (Prefix)       :ilgid t string -> Eey.info 
REP.origid.isymm (Prefix)       lorigid.isymm -> (one t one)  ltree 
ABS.origid_j.symm (Prefix)       :(one t one)   ltree -> origid isymm 
certificite  (Prefix)       :origid.isymm 
id.isyinmetric  (Prefix)       :origid.isymm 
is.lie.info  (Prefix)       :ilgid t ilgid t string -» bool 
BZP.IIC.inxo (Prefix)       :IIC.info  -»  ilgid • ilgid t string 
IIC.Info  (Prefix)       :ilgid t ilgid t string -> lie.into 

Axioms: 

Bef initions: 
is.preeb   I-   !s.   is.preeb  s  t s  - "PRIVACY-EHHAHCEB  HESSAGE" 
preeb.TY.DEF  I-   !rep.  TYPE.BEFUITIDI  is.preeb rep 
preeb.ISD.BEF 
I-  (!i.  BESU (REP.preeb  i)  ;  i)  i\ 

(!r.   is.preeb r s REP.preeb  (BESU r)  - r) 
is.posteb   I-   !s.   is.posteb  s 5  s  J "PRIVACY-EIHAICEB  IESSASE" 
posteb.TT.BEF   I-  trep.   TYPE.BEFIHITIDH  is.posteb rep 
posteb.ISO.BET 
I-  (!l.  EHD  (REP.posteb  i)  . i)  f\ 

(!r.   is.posteb r : REP.posteb  (EHD r)  : r) 
pemtypes.TY.DEF 
I- trap. 

TYPE.BEFIHITIDH 
(TRP 

(\Y tl. 
(Y -  UL one)   f\  (LEHSTH tl s  0)  \f 
(Y s  UR (UL one))  l\  (LEHGTH tl :  0)   W 
(Y - IHR (um (HL one))) t\ (LEHSTH tl . 0) W 
(Y . UR (IHR (HR (UL one)))) /\ (LEHSTH ti . o) w 
(Y .  UR (UR  (UR (UR one))))   l\  (LEHSTH tl :  0))) 

rep 
pemtypes.Isn.BEF 
I-  (!i.  ABS.pemtypes   (REP.pemtypes   i)  -  i)  l\ 

(!r. 
TRP 

(\Y   tl. 
(Y S  UL one)  t\  (LEHSTH tl .  0)  \f 
(Y -  DTR (HL one))  l\  (LEHSTH tl - 0)   W 
.(Y s  UR (UR (UL one)))   f\  (LEHSTH tl :  0)  W 
(Y :  UR (UR (UK (UL one))))   /\  (LEHSTH tl -  0)  W 
(Y C  UR (UR (UR (UR one))))   /\  (LEHSTH tl  -  0)) 

r : 
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REP.pemtypes   (ABS.pemtypes  x) - 
x) 

EHCRYPTEB.BEF   I- ESCRYPTEB   s ABS.pemtypes   (Hode  (IHL one)   □> 
HIC.DHLY.BEF   I- IIC.DHLY  s ABS.pemtypes   (Hode  (UR (IHL one))   □ ) 
IIcIcLEAR.BEF   I- IIC.CLEAR   = ABS.pemtypes   (Hode  (UR (UR (UL one)))   □) 
CRL.BEF   I-   CRL c ABS.pemtypes   (Hode <UIR (UR (IHR (IHL one))))   P) 
CRL.RETRIEYAL.REqUEST.BEF 
I-  CRL.RETRIEVAL.REPEST  s 

ABS.pemtypes   (Hode (UR (IHR (HR (HR one))))   □) 
is.proctype   I-  iproctype.   is.pxoctype proctype c FST proctype  s 4 
proctype.TY.DEF   I-  trep.  TYPE.BEFIHITIQH  is.proctype xep 
pioctype.IStl.BEF 
I- <!>..  Pxoc.Type  (REP.proctype  a.) :  a)  l\ 

(!r.   is.proctype x - REP.pioctype  (Pxoc.Type x) : i) 
contentdescrip.TY.BEF 
I-  trep.   TYPE.BEFIHITinH  (TRP   (\Y tl.   (Y : one)  t\  (LEHSTH tl s  0))) xep 
contentdescxip.ISD.BEF 
I-  (!a.   ABS.contentdescrip  (REP.contentdescxip  a)  '  O   /\ 

(!x. 
TRP   (\Y tl.   (Y : one)   t\  (LEHGTH tl :  0)) I : 
REP.contentdescrip  (ABS.contentdescxip r) : 
I) 

RFC832.BEF   I- RFC822   s ABS.contentdescxip  (Hode one  Ü) 
cont entdomain.TY.BEF 
I-  txep.   TYPE.BEFIHITIQH  <TRP  <W tl.   (!c.  Y :  c)  l\  (LEHSTH tl t  0))) xep 
contentdoma.in.ISD.BEF 
I- <!i.  ABS.contentdoma.in  (REP.contentdomain a.)  t a) l\ 

Or. 
TRP   (W tl.   (fc.   Y s   c)   l\   (LEHGTH  tl  i  0))  x  : 
REP. content domain  (AB S . cont entdomain x)  ' 
r) 

Content.Bomain.BEF   I-   !c.   Content.Boma.in  c t ABS.contentdomain  (Hode  c  D) 
a.lgid.TY_BEF 
I-  txep. 

TYPE.DEFIHITIOH 
(TRP 

(\Y tl. 
(Y :  IHL one)   t\  (LEHSTH tl t  0)  W 
(Y t  IHR (UL one))  l\  (LEHSTH tl :  0)  W 
(Y t  HR (IHR  (IHL one)))   i\  (LEHSTH tl t  0)  W 
(Y t  IHR (IHR  (HR (HL one))))   l\  (LEHSTH tl s  0)  W 
(Y t  IHR (IHR  (IHR (IHR (IHL one)))))   l\  (LEHSTH tl :  0)  W 
(Y :  IHR (IHR  (IHR (IHR (IHR one)))))   /\  (LEHSTH tl t  0))) 

xep 
algid.ISG.BEF 
I-  (!»..  ABS.algid  (REP.algid  a)  s  a)  i\ 

(!x. 
TRP 

(\Y   tl. 
(Y s IHL one)   l\  (LEHSTH tl :  0)  \/ 
(Y : IHR (IHL one))  /\  (LEHSTH tl :  0)  \/ 
(Y : HR (IHR (HL one)))   /\  (LEHSTH tl :  0)  W 
(Y : IHR (IHR (IHR (IHL one)))) l\  (LEHSTH tl s 0) \l 
(Y t IHR (IHR (IHR (UR (IHL one))))) l\  (LEHSTH tl t 0) W 
(Y : IHR (IHR (IHR (IHR (IHR one))))) l\  (LEHSTH tl : 0)) 

X 5 
REP.algid (ABS.algid r) : 
i) 

BES.CBC.BEF   |- BES.CBC   t ABS.algid  (Hode  (IHL one)   D) 
BES.EDE.BEF   |- BES.EBE  s ABS.algid  (Hode  (IHR (IHL one))   D) 
BES.ECB.BEF   I- DES.ECB   : ABS.algid  (Hode  (UR (IHR (IHL one)))   D) 
RSA!BEF   I- RSA s ABS.algid  (Hode (IHR (IHR  (IHR (HL one))))   □) 
RSA.IBJ.BEF 
I- RSA.HB3   : ABS.algid  (Hode (IHR  (IHR (IHR (UR (HL one)))))   □) 
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aSA.IB5.DEF 
I- RSA.ID5   t ABS.Ugid  <Hode <Hffi  <IIR <HR <HR <IHR one)))))   D) 
IV.TY.BEF 
I-  Txep.   TYPE.DEFimiOIT  <TRP   <W tl.   <Y = one)  A  <LESSTH tl t  0))) rep 
IV.ISO.DEF 
I-  <!i.  ABS.IV  <REP.IV  a.)  :  O  A 

<!x. 
TRP  <W tl.   <v c one)   A  ttEHGTH tl  :  0)) x : REP.IV  CABS.IV r)  c x) 

IV.IEF   I-  IV : ABS.IV  <Hode one  □) 
is.dekinxo  I-  !i.  is.dekinfo i : F57 i i DES.CBC 
dekinxo.TY.DEF  I-  frep.  TYPE.BEFHITIDE  is.dekinxo rep 
dekinio.ISD.IEF 
I-  Ca..  DH.Inio  <REP_defcinxo  i)  :  j.)  A 

<!r.   is.dekinio x c REP.dekinio  (DEI.Inio x)  : x) 
cextifica,te.TY_DEF 
I-  Ixep.   TYPE.DEFIHITIDIf  (TRP  <W tl.   <Ts.   Y s  s)  A  (LEISTH tl c  0))) xep 
cextixica.te.ISD.DEF 
I-  <!i.  ABS.cextixica.te  (REP.ceitiXicite  i)  :  j.)  A 

<!r. 
TRP  <\Y tl.   <Ss.  v ;  s)  A  ttEHSTH tl 5 0)) x s 
REP.certificate  <ABS.certilics.te r)  c 
x) 

Cextilica.te.DEF   I-   !s.   Cextificj.te  8  : ABS.ceitixica.te  <Iode s   D) 
id_j.syinietiic.TY.BEF 
I-  txep.   TYPE.BEFIIITIDI  <TRP   <\Y tl.   <!s.   v :  s)   A  <LEESTH tl  :  0))) xep 
id. asymmetric. IS Ü.DEF 
I-  <!i.   ABS_id_a.symmetxic  <REP_id.a.symmetric  a.)  s  a.)  A 

<!x. 
TRP   <W tl.   <!s.  v :  s)  A   <LEIN}TH tl ; 0)) x t 
REP.id.a.symmetxic  <ABS.id_a.symmetxic x)  : 
x) 

ID.Asymmetxic.DEF   I-   !s.   ID.Asymmetiic  s  : ABS. id. asymmetric  <Iode  s   □) 
is.Key.info  I-  !x.  is.Key.info x : FS1 i : RSA 
Xey.info.TY.DEF   I-  txep.   TYPE.DEFIHITIDH  is.Key.info xep 
Key.info.ISD.DEF 
I-  <!J..  Key.Info  <REP.Key.info  j.)  :  i)  A 

<!x.   iä.Key.inxo x : REP .J ey. inio  <Key_Info x)  : x) 
oiigid.j.8ynm.TY.BEF 
I- txep. 

TYPE.DEFIIITIDH 
<TRP 

<\v tl. 
<v :  IHL one)   A  <LEF&TH tl :  0)  W 
<Y s  HR one)   A  <LEH&TH tl :  0))) 

xep 
origid_a,symin_ IS D .DEF 
I-  <!i.  ABS_origid.a.SYmm <REP.oxigid.j.symm a.)  :  i)  A 

<!x. 
TRP 

<\Y   tl. 
<Y :  UL one)   A  <LEI&TH tl :  0)  W 
<Y t  IHR one)   A  <LEIGTH tl s  0)) 

I : 

REP.oiigid.j.sYmm <ABS.oxigid_a.symm r)  c 
i) 

certixicj.te.DEF   I-  cextifica.te  t ABS.oxigid_a.symm <Eode  <I¥L one)   G) 
id_a.sym.etiic.DEF   I-  id_a.symmetxic  : ABS_origid.a.symm <Hode  <ITO one)   D) 
is.IIC.inio 
I-   !x. 

is.HIC.info x - 
«FST x - RSA.KD2) W <FST x - RSA.ID5)) A 
<<FST <SED x) 5 DES.EDE) W 
<FST <SID x) : BES.ECB) W 
<FST <SHD x) t RSA)) 
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IIC.info_TY.IIEF   I-  Trep.   TYPE.DEFIHniDH  is.IIC.inio xep 
IIC.info_ISD.DEF 
I-  (!a..  HC.Inio  (REP.IIC.info   a)  s a.)   l\ 

<!x.   is.IIC.inio x : REP.IIC.info (IIC.Info x)  : x) 

Theorems: 
REP.pxeeb.IIYERTS   I-   !i.  BEC-IH (REP.pxeeb  a)  :  a 
REP.pxeeb.OIE.DHE   I-   !a a.'.   (REP.pxeeb  a : REP.pxeeb  a')  s  a. J  a.' 
REP.pxeeb.DHTD   I-   !r.   is.pxeeb x t  (ta.  x s REP.pxeeb  O 
ABS.pxeeb.IHVERTS   I-   !r.   is.pxeeb x s REP.pxeeb  (BEC-IH x)  : x 
ABS.pi89b.DHE.DHE 
I-   !x i'.   is.pxeeb x s:>  is.pxeeb x'   ::l  ((BE&II x t BEC-IH iO : x = x') 
ABS.pxeeb.DHTD   I-   !i.   tx.   (a. : BEC-IH x)  l\   is.pxeeb x 
REP.posteb.IHVERTS   I-   !a.  EHD  (REP.posteb  a.)  :  a. 
REP.posteb.DHE.DHE   I-   la. a.'.   (REP.posteb  a. s REP.posteb  a.')  :  a. s  a,' 
REP.posteb.DHTD   I-   !r.   is.posteb x s  <?a.  x i REP.posteb  a) 
ABS .post eb. IHVERTS   I-   !x.   is.posteb x s REP.posteb  (EHD x)  : x 
ABS.posteb.DHE.OHE 
I-  !x i'.   is.posteb x ::>  is.posteb i>   ::»  ((EHD x s EHD x') ; x s x') 
ABS.posteb.DHTD   I-   !a.   Tx.   (a. c EHD x)  A  is.posteb x 
pentypes 
I-   !eO   el  e.  e3   et. 

f !in. 
(in EHCRYPTED   c  eO)   A 
(in IIC.DULY  c  el)   A 
(in IIC.CLEAR  :  e.)  A 
(in CRL :  e3)   A 
(in CRL.RETRIEVAL.REqTOST   :  e4) 

pemtypes.IHDUCT 
I-   !P. 

P  EHCRYPTED   A 
P  IIC.DHLY   A 
P  IIC.CLEAR   A 
P   CRL  A 
P   CRL.RETRIEVAL.REqTOST   "> 
(!p.   P  p) 

pemtypes _DISTIHCT 
I-  -(EHCRYPTED   : IIC.DULY)   A 

-(EHCRYPTED   5  IIC.CLEAR)   A 
"(EICRYPTED   :  CRL)  /\ 
-(EHCRYPTED   5   CRL.RETRIEVAL.REqTOST)   /\ 
'(IIC.OILY   t  IIC.CLEAR)   A 
"(IIC.DULY   :   CRL)   A 
"(IIC.DULY   :   CRL.RETRIEVAL.REqTOST)   A 
"(IIC.CLEAR   5   CRL)   /\ 
"(IIC.CLEAR   s   CRL.RETRIEVAL.REqTOST)   A 
'(CRL   c   CRL.RETRIEVAL.REqTOST) 

pentypes.CASES 
I-   !p. 

(p  -  EHCRYPTED)   W 
(p  -  IIC.DHLY)   W 
(p - IIC.CLEAR)   W 
(p :  CRL)   W 
(p  t   CRL.RETRIEVAL.REqTOST) 

REP.pxoctype.IHVERTS   I-   !a.  Pxoc.Type  (REP.pxoctype  a)  =  a. 
REP.pxoctype.DHE.DHE   I-   !a a'.   (REP.pxoctype  a. 5 REP.pxoctype  a')   = a =  a.' 
REP.pxoctype.DHTÜ   I-   !x.   is.pxoctype r :  (ta.  x s REP.pxoctype  a) 
ABS.pxoctype.IHYERTS   I-   !x.   is.pxoctype I s REP.pxoctype  (Pxoc.Type x)  s I 
ABS.pxoctype.QHE.DHE 
I-   !x x'. 

is.pxoctype I "> 
is.pxoctype x'   "> 
((Pxoc.Type x = Pxoc.Type I')   - x : rO 

ABS.pxoctype.OHTD   I-   !i.   !x.   (a = Pxoc.Type x)  A  is.pxoctype I 
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contentdescrip   I-   !e.   J!fn.  fa RFC822   :  e 
coatentdescxip.IHDUCT   |-   !P. p RFC822   ::)  <!c.  P  c) 
contentdescxip.CASES   I-  !c. 
coatentdomain   I-  If.   t!fa. 
coateatdomiia.UDUCT   I-  !P. 
coat eatdoma. in. CASES -   ! 
algid 
1-   !s0   81  el  e3   94- e5. 

Ufa. 
(fa DES.CBC   : 80) l\ 
(fa BES.EDE  : 91) l\ 
(fa DES.ECB   : 82) l\ 
(fa RSA s  93) t\ 
(fa RSA.ID2   : 94-) l\ 
(fa RSA.ID5   : 95) 

iigid.nnnicT 
1-   !P. 

P DES.CBC   l\ 
P DES.EDE  t\ 
P BES.ECB   /\ 
P RSA i\ 
P RSA.ID2   l\ 
P RSA.ID5   "> 
(!a.  P a) 

c : RFC822 
!c. fa (Coateat.Domiia  c)  t f  c 
(!c.  P (Coatent.Domain  c))  —)  (!c.  P  c) 

fc'.   c - Content.Domain  c' 

algid.DISTIHCT 
I-  "(DES.CBC   : BES.EBE) / 

"(DES.CBC   :  BES.ECB) / 
'(DES.CBC   : RSA)   l\ 
'(DES.CBC   : RSA.IB2) / 
'(DES.CBC   t  RSA.ID5) / 
"(DES.EDE  c DES.ECB) / 
'(DES.EDE   i  RSA)   /\ 
'(DES.EDE  : RSA.ID2) / 
'(DES.EDE 
'(BES.ECB 
'(DES.ECB 
'(DES.ECB 

RSA.ID5) 
RSA)   t\ 
RSA.1D2) 
RSA.ID5) 

'(RSA  : RSA.ID2)   l\ 
"(RSA s RSA.II5)   t\ 
-(RSA.IB2   : RSA.IB5) 

algid.CASES 
I-   !a. 

(a : DES.CBC)   W 
(a s DES.EDE)   \/ 
(a c DES.ECB)   W 
(a - RSA)  W 
(a.  t  RSA.IB2)   W 
(a  t  RSA.ID5) 

IV I-  !9.   Ufa.  fa IV :  9 
REP.dekinfo.IHYERTS   I-   !i. 
REP_dekinfo.OIE.DHE  I-   !i 
REP.dekinfo.0H10   I-   !i 
ABS.dekinfo.IHYERTS   I- 
ABS.d9kinfo.DIE.DSE 
I-  !r r'. 

is.dekinfo r ::> 
Is.dekinfo r>  s-> 
((DEI.Info r : DEK.Info r')  - r : x') 

ABS.dekinfo.DHTD   I-   !«..   fr.   (a. : DEK.Info r)  /\  is.dekiafo r 
certificate   I-   !f.   Ufa.   !s. fa (C9xtificat9 s)  s f s 
id_assymm9tric   I-   !f.   Ufa.   !s.  fa dB.Asymjwtric  s) t f s 
REP.Xgy.iafo.IHYERTS   I-   !i.  Xey.Iafo  (REP.1 sy.iafo  a) s a 
REP.Iey_iafo.DBE.OHE   I-   !i a.'.   (REP.Xey.iafo a. : REP.1 ey.info   a')   -  a. :  a.' 
REP.Eey_info.0HT0   I-   !r.   is.Key.info r :  (?a.  x ; REP.Xey.info   a.) 

BEE.Iafo (REP.d9kiafo  a.)  :  a 
a.'.   (REP.dekiafo  a. : REP.dgkinfo  a')  ;  a 

.   is.dekiafo x : (Ja.,  x : REP.dekinfo  a) 
!r.   is.dekinfo x s REP.dakiafo  (BEK.Iafo r) 
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ABS.Iey.info.IIYERTS   I-  !r.   is.X9y.inf0 x - REP.Key.info aey.Info x) s x 
ABS.Sey.info.DIE.DIE 
I-   !x x'. 

is.Key.info x "> 
is.Key.info x'   "> 
<<K9y.Info x - K9y.Info i')  c x : x'> 

ABS.K9y.inf0.DHTD   I-   !a..   tr.   <i  • Kgy.Info x)  l\  i3.K9y.inlo x 
oxigid_a.symm 
I-   !90  el.   ?!fn.   <fn ceitifica.te  : eO)  M <±n id.a.symm9txic  :  el> 
REP.IIC.info.IIVERTS   I-   !i.  IIC.Info  (REP.IIC.info  O  :  a. 
REP_IIC.info_DIE.DIE   I-   !a. a.'.   (REP.IIC.info  a. - REP.HIC.info  «.>>  :  a. =  a.' 
REP.IIC_info.DHTD   I-   !x.   is.IIC.info x :  (ta..  x : REP.IIC.info  O 
ABS.IIC.info.IHVERTS   I-   !x.   is.IIC.info x - REP.IIC.info  (IlC.Info 1)  - x 
ABS.IIC_info_DHE.DIE 
I-   !x 1'. 

i3.IIC.inf0 1 "> 
i3.IIC.info r'  "> 
«IIC.Info 1 s IIC.Info x')  - x : x') 

ABS.IIC_info.DITD   I-   !a..   tr.  (a. " IIC.Info 1)  M  is.IIC.info x 

B.2    pem_syntax.sml 
<*__c_.__ic_.:;__5.c..--._.;s---t--e.._------..;------.::*) 
(* Fil9: p9m_synta.x.sml *) 
(* D83cxiption:   PEI m9ssa.ge  syntaa "0 
(* Ba.te: July 2,   1996 *> 
(.* Authox: Shiu-Xii  Chin,  xith sma.ll modification      *) 
<* by Din Zhou *0 
(*t.t::...:...cc.::......-tcj.;.s:....::::c....cc..:.---.*) 

loid.libxaxydib : hol88_lib,   th90iy - "-"}; 
op9n Psynta.x  Cornpit; 

<* Definition of PEI messages. *) 
nex.theoxy "p9m.syntix"; 
n9x.pa.i8nt  "stxing"; 
us8 "/a.md/humbolt/sx/hoWO^/libia.iy/stxing/sic/a.scii.conY.SBr'; 
us9 ,7iiiid/humbolt/sif/hol90.7/libxj.iy/stxing/sxc/stiing.conv.sml"; 
use "/a.md/humbolt/3 Whol9 0.7/library/string/sic/stxing.xul9S.sml" 
op9n Stiing.xul9s; 

idd.definitions.to.sml "stxing"; 
1dd.th8019ms.to.sml "stxing"; 

a.dd.th90iy.to_sml "pa.ii"; 
a.dd.definitions.to.sml "pa.ii"; 
a.dd.theoxy.to.sml "list"; 
arid.definitions.to.sml "list"; 

<*; j c ; s - J - =*) 

(* Define pxe-enca.psula.tion boundary *) 

va.1 is.pi99b  -    n9x_d9finition <"is_pi99b",<--'is.pxeeb(s:stxing) 
:  <s   - "PRIVACY-EIHAICEB lESSAGE")'--)); 

va.1 exists.pi99b  - TAC.PRDDF< 
<D,--'ts.is.px99b  s'-->, 
EXISTS.TAC   <--"?RIvACY-EHHAHCED   IESSAGE"'--)   THEI 
RElfRITE.TAC   [is.pxeeb]); 
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Yil preeb.T1.DEF : nejr.type.dei initionO'piBsb", 
(--'is.pxeeb'--),exists.pxeeb); 

Yil preeb.ISD.DEF  : deliine.nex.tYpe.bijections 
"preeb.ISD.DEF" "BEGH" "REP.preeb" pxeeb.T1.DEF; 

Yil REP.preeb.IHYERTS   - 
siYe.thm("REP_preeb.IIVERTS",CDIJUICT.   preeb.ISD.DEF); 

Yil EEP.pieeb.DSE.DlTE  : 
sä.Ye.thm("REP.preeb.DIE.DEE",pxoYe.rep.in.one.oiie 
piB8b.ISD.IEF); 

Yil REP.preeb.DITD   : 
siYe.thmO'REP.preeb.DITD",   pioYe.rsp.in.onto preeb.ISD.DEF); 

Yil ABS.pxeeb.IIVERTS   : 
SlYe.thmO'ABS.preeb.IIVERTS",   CDIJTTICT.   preeb.ISD.DEF); 

Yil ABS.pieeb.DIE.DIE  : 
SlYB.thmC'ABS.preeb.DIE.DIE",prove.lbs.fn.one.one preeb.ISD.DEF); 

Yil ABS.pxeBb.DITD   : 
siYe.tliitO'ABS.preeb.DITD",   pxoYB.ibs.xn.onto preeb.ISD.DEF); 

<*:;-:.::_.*) 
(* Deiine post-encipsulition bounduy *) 

Yil is.posteb   - nex_d8iinition< 
"is.posteb",<--'is.posteb<s:string)   : 
<s   ' 'TRIYACY-EIHAICED   IESSASE")'--)); 

vil exists.posteb  ; TAC_PRDDF< 
<D,--'!s.is.posteb  s'--), 
EXISTS.TAC   <--"TRIVACY-EIHAICED   IESSASE"'--)   TH1I 
REÜRITE.TAC   [is.posteb]); 

vil postsb.TY.DEF  c nes.tYpe.deiinitionO'posteb", 
(--'is.posteb'--),exists.posteb); 

vil posteb.ISD.DEF  • deiine.nex.type.bijections 
"posteb.ISD.DEF' "EID" "REP.posteb" posteb.TY.DEF; 

Yil REP.posteb.IIVERTS . 
siYB.thmO'REP.posteb.IIVERTS",CDIJDICT1 posteb.ISD.DEF); 

Yil REP.posteb.DIE.DIE : 
siYB.tnm("REP.postBb.DIE.DIE",proYB.rBp.fn.one.one 
posteb.ISD.DEF); 

Yil REP.posteb.DITD   . 
siYe.thmO'REP.posteb.DITD",   proYB.rep.fn.onto posteb.ISD.DEF); 

Yil ABS.posteb.IIVERTS   : 
siYe.thmC'ABS.posteb.IIVERTS",   CDIJUICT2  posteb.ISD.DEF); 

Yil ABS_posteb.DIE.DIE  : 
siYe.tlmiC'ABS.posteb.DIE.DIE",pxoYB.lbs.in.one.ons 
posteb.ISD.DEF); 

Yil ABS.posteb.DITD   s 
siYB.thmO'ABS.postsb.DITD",   proYs.ibs.fn.onto posteb.ISD.DEF); 
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:*) <*: : s : ' = 
(* ite xill just tike pemtext  is i string,   so there is no need      *) 
<* to hiYe i sepinte type for it *) 

<*: : : c - - ■ '• c*> 

(* Definitions  of heidei  structures *) 

<* Define the mess ige types.  *) 
Yil pemtypes  ; define.type 

{nines' 'pemtypes", 
fixities; [Prefix,Prefix,Prefix,Prefix,Prefix], 
type.spec  :   'pemtypes   : EDCRYPTED   I  IICOHLY   I  IIC.CLEAR 

I   CRL   I   CRL.RETRIEYAL.REDUEST}; 

Yil pemtypes.IHDUCT    : 
siYe.thmO'pemtypes.UDUCT'.prove, induct ion.thm pemtypes); 

Yil pemtypes.DISTIHCT   : 
siYe.thmO'pemtypes.DISTIlICT',prove, constructors.distinct 

pemtypes); 

Yil pemtypes.CASES   : 
siYe.thmC'pemtypes.CASES",   proYe.cises.thm pemtypes.IHDDCT); 

<*=:::               =              : =               =               :*) 
(* The Proc.type field his tiro subfields.     The first  is  I number *) 
<* identifying the version of PEL    The second identifies  the        *) 
0* type of  security used. *> 

<* Define the subset  of piirs  *) 
Yil is.proctype  s neir.def inition 

C'is.proctype", 
--'is.proctype(proctype:(numtpemtypes)) 
s <FST proctype s 4)'--); 

idd.theorems.to.sml "piir"; 

<* Shou it  leist one element   exists  in the type *) 
Yil exists.proctype  J TACPRDDFC 

<G,<--'!x:(numtpemtypes).is.proctype x'--)), 
EXISTS.TAC   <--'<*,EHCRYPTED)'--) 
TKEH REiiRITE.TAC   [is.proctype,FST]) ; 

Yil proctype.TY.DEF  ; nex.type.definition<"proctype", 
(--'is.proctype'--),exists.proctype); 

Yil proctype.ISD.DEF  • define.nex.type.bijections 
"proctype.ISD.DEF" "Proc.Type" "REP.proctype" proctype.TY.DEF; 

Yil REP.proctype.IHVERTS   s 
siYe.thm("REP.proctype.IIYERTS",CDHIDHCTl  proctype.ISD.DEF); 

Yil REP.prootype.OHE.DHE  : 
siYe.thmC'REP .proctype. DUE. DHE",prove.rep_fn_one.one 
proctype.ISD.DEF); 

Yil REP.proctype.DOTD   : 
siYe.thm<''REP.proctype. OHTD",  prove.rep.fn.onto 
proctype.ISD.DEF); 
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Yil ABS.proctype.IHYERTS   t 
siYe.tnmO'ABS.proctype.IIYERTS",   CDH3UIICT2 proctype.ISD.DEF); 

Yil ABS.proctype.HHE.OIE s 
siYe.thm<"ABS.proctype.DHE_0!IE",proYe.it>3.fn_one.one 
pxoctype.ISD.DEF); 

Yil ABS.proctype.DFTD   : 
siYe.thmO'ABS.proctYpe.urrD",   proYe.ibs.fn.onto 
proctype.ISO.DEF); 

<« • S S S t S J 5*) 
<* Definition of contentdescrip *) 

Yil contentdescrip  : define.type 
<nime s "contentdescrip", 
fixities  s  [Prefix], 
type.spec  s   'contentdescrip  5 RFC822'}; 

Yil contentdescrip.IJHTCT    : 
siYe.thmO'contentdes crip. HI TTCT'.proYe. induct ion.thm 
contentdescrip); 

Yil contentdescrip.CASES   : 
siYe.thmO'contentdescrip.CASES",  proYe.cises.thm 
cont entdes crip. DTD1TCT) j 

<*- s • s : t : s ;*) 
<* Definition of contentdomiin *) 

Yil contentdomiin t define.type 
fame : "contentdomiin", 
fixities  :   [Prefix], 
type.spec s  'contentdomiin  : Content.Domiin of 

contentdescrip'}; 

Yil contentdomiin.IJDDCT    : 
siYe.thmO 'contentdomiin.IHDUCT', prove, induct ion.thm 

contentdomiin); 

vil contentdomiin.CASES   : 
siYe.thmO'contentdomiin.CASES",  proYe.cises.thm 

contentdomiin.IlIJtfCT); 

<*s = : s t t s : ;*) 
<* Definitions of ilgid *) 

Yil iljid s define.type 
<nime : "ilgid", 
fixities   s   [Prefix,   Prefix,   Prefix,  Prefix,   Prefix,  Prefix], 
type.spec  :   'llgid  : DES.CBC   I  DES.EDE   I DES.ECD   I  RSA 

I  BSA.D2   I  KSA.HJ5'}; 

Yil ilgid.UDDCT    s 
siYe.thmC'ilgid.IHDDCT'.proYe.induction.tlim ilgid); 

Yil ilgid.DISTIICT  : 
siYe.thmO'ilgid.DISTIICT'.proYe. constructors .distinct   ilgid); 

Yil ilgid.CASES   s 
siYe.thmO'ilgid.CASES",   prove.cises.thm ilgid.nnrCT); 
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<*c s : c : s ' • :*) 
<* Fjke dekpjTimeters   --  just  16 hex chjuxtexs  fox J.n initia.liu.tion 

Yectox *) 

YJ.1 IV : define.type 
fame : "IT', 
fixities   :   [Prefix], 
type.spec  :   'IV : IV'); 

<*t S 5 S 5 5 ' • «*) 

(* Definition of dekinfo *) 

YJ.1 is.dekinfo  : nex.definitionO'is.dekinfo", 
<--'is.dekinfo<i:(i.l6id*IV»   s  <FST J. : BES.CBC)'--)); 

YJ.1 exists.dekinfo  s TACPRDOFC 
<□,<—' ti. is. dekinfoCO'--)), 
EXISTS.TAC   <--'<DES.CBC,IV)'--)   THE! 
REliB.nE.TAC   [is.dekinfo,FST]); 

YJ.1 dekinfo.TY.DEF  ; nex.type.def initionC'dekinfo", 
(--'is.dekinfo'--),exists.dekinfo); 

YJ.1 dekinfo.ISD.DEF  :define.nex.type.bijections 
"dekinfo.ISD.BEF" "BEI.Info" "REP.dekinfo" dekinfo.TY.BEF; 

YJ.1 REP.dekinfo.HTVERTS   : 
sj.Ye_thm<"REP.dekinfo.INVERTS", CDHJUHCTl dekinfo.ISD.DEF); 

YJ.1 REP .dekinfo.OffE.DJTE  s 
siYB.thm<"REP.dekinfo.DUE.niE",proY9.rep.fn.one.one 

dekinfo.ISD.BEF); 

vil REP.dekinfo.DHTD   s 
sj.Ye.thm<:"REP.dekinfo.Dinn",   pxove.rep.fn.onto 

dekinfo.ISD.BEF); 

YJ.1 ABS.dekinfo.DIVERTS   ' 
sa.Ye.tnm<"ABS.dekinfo.IHVERTS",   CDHJUKT2  dekinfo.ISD.DEF); 

YJ.1 ABS.dekinfo.DHE.DIE  : 
sj.Y9.thm("ABS. dek info. DUE. DIE", prove. j.bs.fn.one.one 

dekinfo.ISO.BEF); 

YJ.1 ABS.dekinfo.DHTD   : 
sj.Ye_thm<"ABS.dekinfo.DSTD",   prove. j.bs_fn_onto 

dekinfo.ISD.BEF); 

(*; : 5 ; c : i : =*) 

(* Befinition of  certificate *) 
<* cert  - fjJce it fox no* a.s  J. string *) 
YJ.1 certificate  s define.type 

fane c "certificj.te", 
fixities   s   [Prefix], 
type.spec  t  'certificate ; Cextificjte of string'}; 

<* since xe don't xej.lly use certificate right nox, xill jsut      *) 
(* levYe  it here    - 4/18/96  *) 

<*; ; t s s s 5 s s*) 
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<* Definition of 11 Asymmetric *) 
<* id.isymmetric - fike it for no» is  i string *) 
Yil id.isymmetric  : define.type 

■(nime  : "id.«symmetric", 
fixities ; [Prefix], 
type.spec  s  'id.isymmetric  t ID.Asymmetric of  string'}; 

<*= s : : - s - : :*) 
<* Key-Info *) 
<* this  is the per-messige  encrypted by ea.cn recipient's  public key *) 

Yil is.Key.info  -ney.definition 
<"is.ley.info",   (--'is.Key_info<x:ilgidtstring)  : 

(* isymsgKey *) 
<FST x)  : RSA'--)); 

Yil exists.Key.info  - TAC_PBDDF< 
<D,(--'tx:ilgidtstring.   is.Key_info<x)'--)), 

<* isymsgKey *) 
EXISTS.TAC   <--'<RSA,"ibced")'--)  THEE 

<* isymsgKey *) 
REiiBITE.TAC   [is.Key.info,   FST,   SID]); 

Yil Key_info.TY.DEF  - nex.type.def initionO'Key.info", 
(--'is.Key.info'--).exists.Key.info); 

Yil Key.info_ISD.DEF  s    define.nex.type.bijections 
"Key.info.ISD.DEF" "Key.Info" "REP.Key.info" Key.info.TY.DEF; 

Yil REP.Key.info.IIYERTS   : 
siYe.thmO'REP.Key.info. DIVERTS", CDIJTFCT1  Key.info.ISD.DEF); 

Yil REP.Key_info.DBE.OHE  s 
siYe.thmO'REP.Key.info.DIE.DDE",proYe_rep_fn.one.one 
Key.info.ISD.DEF); 

Yil REP.Key.info.DITTD   5 
siYB.thmO'REP.Key.info.niTTD",   proYe.rep.fn.onto 
Key.info.ISD.DEF); 

Yil ABS.Key.info.IIVERTS   : 
siYe.tnmC'ADS.Key.info.UVERTS",   CDIJinrCT.  Key.info.ISD.DEF); 

Yil ABS_Key.info_DHE.DBE  ; 
siYe_thmi;"ABS_Key_info_DHE_DBE",pTOYe_ibs_fn_one.one 
Key.info.ISD.DEF); 

Yil ABS.Key.info.DHTO   : 
siYe.thmO'ABS.Key.info.DHTD",  proYe.ibs.fn.onto 
Key.info.ISD.DEF); 

<*s 5 : - : s : . :*) 
(* Definitions  for origflds   --  just  isymmetric for no» *) 
<* isymmid  - it's  either i certificite or id.isymmetric *) 
Yil origid.isymm - define.type 

<nime ' "origid.isymm", 
fixities  -  [Prefix,Pref ix] , 
type.spec  t  'origid.isymm s certificite  I  id.isymmetric'}; 

(.*- - : : : : : : ;*) 
<* Definitions  for IlC.info *) 
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Yil is.IIC.info  -neir.def inition 
("is.IIC.info",   <--'is.IIC.info(x:ilgidtilgidtstring)   s 

<* isymsignmic *) 
«<FST x)  : RSA.ID2)   W  «FST x)  : RSA.HD5))   l\ 
<«FSKS-T)   X))   5  DES.EDE)   W   ((FSTCSHD   x))   = DES.ECB) 
W   «FST<S-T  X))   : RSA))'--)); 

Yil exists.IIC.info  J IAC.PR0.F< 
(n,<--'tx:ilgidtilgidtstring.   is.IIC_info<x)'--)), 

<* isymsignmic *) 
EXISTS.TAC   <--'<RSA.ID-,DES.EDE,"ibced")'--)  THEH 

(* isymsignmic *) 
REiiRITE.TAC   [is.IIC.info,   FST,   SHD]); 

Yil IIC.info_TY.DEF  : ne¥.type_def initionO'HIC.info", 
<--'is.IIC.info'--),exists.IIC.info); 

Yil IIC_info.ISD.DEF :    def ine.neit.type.bijections 
"IIC.info.ISD.DEF" "IlC.Info" "REP_IIC.info" IIC_info.TY.DEF; 

Yil REP.IIC.info.IBVERTS   t 
siYe_thm<,'REP_IIC.info.IHVERTS",CDinD'jrCTl  IIC.info.ISD.DEF); 

Yil REP.IIC.info.DHE.OJTE   5 
siYe.thmiI"REP.IIC .info. DIE. DIE",piOYe.rep.fn.one.one 
IIC.info.ISD.DEF); 

Yil REP.IIC.info.DlTID   s 
siYe.thmO'REP.IIC.info.DFTD",  proYe.rep.fn.onto 
IIC.info.ISD.DEF); 

Yil ABS.IIC.info.IIYERTS   z 
siYe.thmC'ABS.IIC.info.UTVERTS",   CDHJDICT2  IIC.info.ISD.DEF); 

Yil ABS.IIC.info.DIE.DHE  s 
SlYe.thmO'AB S. HIC. info. DUE. DUE", prove, lbs. fn.one.one 
IIC.info.ISD.DEF); 

Yil ABS.IIC.info.DITD   : 
slYe.thmO 'ABS.IIC.info.DSTD'',   proYe.lbs.fn.onto 
IIC.info.ISD.DEF); 

<*c . s s . s : : c*) 
<* issuer's   ceitificite *) 

<*. : c : c t : - s*) 
(.* recipient   infoxmition *) 
<* i recipient   informition is:   <id_isymmetxic«ey_info), *) 
(.* ill recipient   infoimition  is:  (id.isymmetrictKey.info) list    *) 

close, theory O; 
export.theoryO; 
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Appendix C 

PEM_DEFINITIONS 

C.l    pem_definitions.theory 
Theory:  pem.definitions 

Parents: 
pern.syntax 

Type constants: 

Term const ints: 
msgreceiver  (Prolix)       -.string 
recipientkey (Prefix)       : string 
sBES.EDE  (Prefix)       :string -> string ->  string -» bool 
sBES.ECB   (Prefix)       :string  -)  string -»  string -> bool 
sRSA (Prefix)       :string ->  string -» string -> bool 
fRSA (Prefix)       :string -»  string -> string 
fRSA.BH-   (Prefix)       :string  -> string 
fB.SA.H5   (Prefix)       :string -> string 
fBES.CBC   (Prefix)       :string  -»  string ->  IV -I string 
get_Iey.from.IB   (Prefix)       :id.asymmetric -> string 
get _BEK. algid  (Prefix)       :dekinfo  -> algid 
get .BE*. IV  (Prefix)       :dekinfo ->  IV 
msg.Encrypt.select   (Prefix)       -.dekinfo -> string ->  string -> IV -> string 
get.Recipient   (Prefix) 
:string list  ->  (id.asymmetric t string)   list  -) id.asymmetric • string 
get.Recipient.key  (Prefix)       :id.asymmetric t string -> string 
get.Recipient_a.syIB  (Prefix)       :id.asymmetric • string -> id.a.symmetxic 
get.IICa.lgid  (Prefix)       :IIC.info  -»  algid 
get.IIC.sigalgid (Prefix)       :IIC.info  ->  algid 
get.HIC.mic (Prefix)       :HIC.info -) string 
HC.hash.select   (Prefix)       :IIC.info  -) string ->  string 
IlC.sign.select   (Prefix)       :IIC.info  -»  string ->  string -> string -) bool 
get.KEY.algid (Prefix)       :Key.info -> algid 
get.KEY.isymsgHey  (Prefix)       :Key.info -) string 
BES.encrypt.select   (Prefix)       :Iey.info  ->  string -> string -> string 
is .Privates   (Prefix) 
:(string  ->  string -> IV ->  string)  ->  string -» string ->  IV -> string -» 
bool 

is.PrivateP   (Prefix) 
:(string  ->  string -)  string)   -> string -»  string -> string -> bool 
is.Authentic (Prefix) 
:(string ->  string -> string -i bool) ->  string -» string ->  string -> bool 
is.Authentic.   (Prefix) 
:(string  -) string -> string -> bool)  ->  (string ->  string)  -> string -I    • 
string ->  string -> bool 

is.Intact   (Prefix) 
:(string  ->  string -> string -» bool)  ->  (string -» string)   ->  string -> 
string -)  string -> bool 

is.non_denia.ble  (Prefix) 
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:(string  ->  string  ->  string  -> bool)  ->   string  -»  string  ->  string  -> bool 

Axioms: 

Definitions: 
get.DEK.ilgid   I-   !x.  get.DEK.ilgid x : FST (REP.dekinfo x) 
get_DES.IV   I-   !x.  get.DEE.IV x :  SHD   (REP.dekinfo x) 
msg.Encrypt.select 
I-   !x. 

msg.Encrypt.select  x t 
((get.DEK.ilgid x t DES.CBC)   :> iDES.CBC   I  fDES.CBC) 

get.Recipient.key 
I-  irecipient.  get.Recipient.key recipient  : SED recipient 
get.Recipient.isylD 
I-  irecipient.  get.Recipient.isylD  recipient  : FST recipient 
get.IIC.ilgid   I-   !x.  get.IICa.lgid x : FST (REP.IIC.info x) 
get.IIC.sigilgid   I-   !x.  get.IIC.sigilgid x : FST (SED   (REP.IIC.info x)) 
get.IIC.mic   I-   !x.  get.IIC.mic x s  SED  (SED   (REP.IIC.info x)) 
IIC.hish.select 
I-   !x. 

IIC.hish.select  x s 
((get.IIC.ilgid x s RSA.ID2)   = > fRSA_ID2   I  fRSA.IDS) 

IIC.sign.select 
I-   !x. 

IIC.sign.select  x : 
((get.IIC.sigilgid x = DES.EDE) 

:>  sDES.EDE 
I   ((get.IIC.sigilgid x c DES.ECB)   c>   sDES.ECB   I   sRSA)) 

get.KETT.ilgid   I-   !x.  get.KEY.ilgid x't FST (REP.Key.info x) 
get.EEY.isymsgXey   I-   !x.  get.KEY.isymsgKey x :  SED   (REP.Key.info x) 
DEI.encrypt.select 
I-   !x.  DEE.encrypt.select  x =  ((get.IEY.ilgid x : RSA)  ;> fRSA  I  fRSA) 
is.PriviteS 
I-  !decrypts messige rxmsg decryptIV key. 

is.PriviteS  decrypts  mess ige rxmsg decrypt IV key : 
decrypts rxmsg key decryptIV  : 
mes s ige 

is.PriYiteP 
I-  MecryptP messige rxmsg dkey. 

is.PriYiteP  decryptP  messige rxmsg dkey ' 
decryptP  rxmsg dkey t 
messige 

is.Authentic 
I-  iverify messige signiture ekey. 

is.Authentic verify messige signiture  ekey = 
verify messige signiture  ekey 

is.AuthenticS 
I-  ! verify hish mess ige mic ekey. 

is_Authentic2 verify hish mess ige mic ekey s 
verify (hish mess ige)  mic ekey 

is.Intict 
I-  iverify hish mess ige mic ekey. 

is.Intict  verify hish messige mic ekey s 
verify (hish messige)  mic ekey 

is.non.deniible 
I-  iverify messige signiture ekey. 

is.non.deniible verify messige signiture  ekey - 
verify messige signiture  ekey 

Theorems: 
is.Privite.DEK 
I-  idecryptP  encryptP  messige txmsg rxmsg ekey dKETto dkey. 

(rxmsg  t txmsg)   t:) 
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(txmsg - encxyptP  messige ekey)  : = > 
(!msg.  decryptP  (encryptP  msg ekey) dKEYO  : msg)  "> 

^«fcryptP  (encryptP  msg ekey) d2 : msg)  ">  <d2  = dKEYO))  "> 
((dkey  : dKEYO)  t is.Pxiva.teP  decryptP messige rxmsg dkey) 

is Privit 9.msg 
I-"-decrypts  encrypts  messige txmsg rxmsg decryptIV KEYO key. 

(rxmsg  s txmsg)   = = » 
(txmsg :  encrypts  messige KEYO decryptIV)  c=> 
(imse; key. _. .   ., 

(decrypts  (encrypts msg key decryptIV)  key decryptIV  : msg)  /\ 

'""fcryptS  msg keyl decryptIV  = decrypts  msg key decryptIV)  = 

key c 

«key s KEYO)  t  is.PriviteS  decrypts  messige rxmsg decryptIV key) 

is.Authentic.ID 
I-  Iverify  sign messige txmsg rxmsg ekey dKEYO dkey. 

(rxmsg  s txmsg)   =s» 
(txmsg  :  sign ID dkey)   "> 
(■msg.   verify msg (sign msg dkey)   ekey : dkey : dKEYO)   ") 
((dkey  : dKEYO)   =  is.Authentic verify HD rxmsg ekey) 

is.Authentic.msg _,„„„„ .,,. 
I-  !verify  sign hish messige txmic rxmic ekey dKEYO dkey. 

(rxmic s txmic)  "> 
(txmic 5 sign (hish messige) dkey)  s=> .,„„„„ s  ... 
(!ml m2 dkey2.   verify ml  (sign m2 dkeyi)   ekey = dkey2   tdKEYO)   --> 
((dkey  c dKEYO)   :  is.Authentic2  verify hish messige rxmic ekey; 

is.Intict.msg . . 
I-  Iverify  sign hish txmessige xxmessige txmic rxmic ekey dkey. 

(txmic : sign (hish txmessige) dkey)  so 
(rxmic  : txmic)   ts> 
(!ml m2.  (hish ml  : hish m2)  — »  (ml  : m2))  "> 
(!sl  s2.  verify  si (sign s2 dkey)  ekey : si s s2)  ::> _ 
((rxmessige  = txmessige)  = is.Intict verify hish rxmessige rxmic ekey) 

is.non.deniible.msg „„,   .v 
I-  iverify  sign hish messige IESSAGE0  txmic rxmic ekey dKEYO dkey. 

(rxmic ; txmic) "> 
(txmic 5 sign (hish IESSAGE0) dkey) -> 
(!ml m2.   (hish ml  : hish mJ)   s ml  : m2)  ;s» 

^vtrüyT'sign «2 dkey2)  ekey = (ml  c m2)  t\ (dkey2  = dKEYO))  »> 
((dkey  : dKEYO)   i\  (messige  c ESSASEO)   : 
is.non.deniiole verify (hish messige) rxmic ekey) 

not.Authentic 
I-   -verify   sign hish KSSAGEO  txmic rxmic  ekey dKEYO. 

(txmic  :  sign (hish HESSASEO)  dKEYO)   ::> 
(!ml  m2.  verify ml m2  ekey t m2  :  sign ml dKEYO)   =:> 
(!ml m2 dkeyl dkey2. 

(sign ml dkeyl  :  sign m2 dkey2)  ::> 
(ml  : m2)  i\ (dkeyl   : dkey2))  = :> 

"(rxmic  : txmic)   ::> _ 
-(is.Authentic2 verify hish IESSAGE0 rxmic ekey) 

not.Intict ._,,,,. 
I-   'verify  sign hish IESSAGE0  txmic rxmic  ekey dKEYO. 

(txmic  s  sign (hish EESSAGEO)  dKEYO)   = = > 
(!ml m2. verify ml m2  ekey : m2  :  sign ml dKEYO)  ::> 
(■ml m2 dkeyl dkey2. 

(sign ml dkeyl  • sign m2 dkeyJ)  —> 
(ml  c m2)  l\ (dkeyl  t dkey2))  -> 

"(rxmic t txmic)  ••* 
"(is.Intict  verify hish IESSAGE0  rxmic ekey) 

is.deniible _,„„,,„ 
I-   iverify  sign hish lESSAGEO  txmic rxmic  ekey dKEYO. 
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<txmic  t  sign (hish HESSA&EO)  dKEYO)   sc> 
(!ml m2.  verify ml m2  ekey : m2  :  sign ml dREYO)  ::> 
Oml m2 dkeyl dkey2. 

(sign ml dkeyl  : sign m2 dkey2)  s;> 
(ml  t m2)  l\ (dkeyl   - dkey2»   ;s) 

'(rxmic : txmic)   ::> 
"(is.non.deniible verify (hish IESSAGE0)  xxmic ekey) 

get.BEI.ilgid.CASES   I-   !x.  get.DEK.ilgid x t DES.CBC 
get .UC.hishid.CASES 
I-   !x.   (get.IIC.ilgid x t RSA.IB2)   W  (get.IIC.Ugid x : RSA.IB5> 
get.IlC.signid.CASES 
I-   !x. 

(get.IIC.sigj.lgid x : BES.EBE)   W 
(get.IIC.sigilgid x c BES.ECB)   \/ 
(get.IIC.sigilgid x t RSA) 

get.Xey.ilgid.CASES   I-   !x.  get.KEY.ilgid x c RSA 

C.2    pem_deflnitions.sml 

(* File: pem.definitions.sml *) 
(* Description:   genenl functions  fox PEI *) 
(* Bite: Sept.   13,   1996 *) 
(* Author: Shiu-Jii  Chin,    Bui Zhou *) 

(* msgsender: the ictuil sender of the messige *) 
(* nriginitor: the stited sender in the messige *) 
(* msgreceiver: the ictuil receive! of the messige, *) 
(* the one thit performs PEI services *) 
(* Recipient: the intended recipient  of the mess ige *) 
(* verify: tikes msg,   signiture,   ind key *) 
(* messige: pliin text *) 
(* msg: ciper text *) 
(* mic: messige integrity code,  or digitil signiture        *) 
(* encrypts: pliintext   -»  ekey -> IV ->  ciphertext *) 

nex.theory "pem.definitions"; 

loid.libriryUib s hol88.1ib,  theory - "-"}; 
open Psyntix Compit; 

nex.pixent  "pem.syntix"; 

idd.theory_to.sml "pem.syntix"; 

vil msgreceiver  s nex.constuit   ("msgreceiver", 
"':string':;>; 

(* the privite key of recipient *) 
Yil recipientkey s neu.constmt   ("recipientkey", 

ss':string':s)j 

vil sDES.EBE  t nex. const mt 
("sBES.EBE", !:':string-)string->3tring->bool'.t); 

vil sBES.ECB   s nex. const mt 
("sBES.ECB", t-':string->string->string->bool'-0; 

Yil sRSA : nex. const mt 
("sRSA",   ::':string->string-)string->tiool'..)j 
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Yil iRSA : nex.constmt   ("iRSA",   --':stxing->string->string'tt); 

Yil fRSA.BD.   : n9X.consti.nt   ("fRSA.ID.",   -C :string->string's;); 
Yil fRSA.OT5   : nex.constmt   ("fRSA.ID5",   -:':string-»string'ss); 

Yil iDES.CBC   s nex. const in   ("iDES.CBC", 
-.': string-) string->IV->string'"); 

Yil get _K9y.from.il)   s nex.constmt 
<"get.Xey.irom.II)",   -:' :id_isymraetric->string'"); 

(*. . c - 5 c t ;*) 
(* these ire the ilgorith H) »*d IY lor encrypting/decrypting *) 
<* mess ige *-' 
Yil get.DEK.ilgid  : nex.deiinition  ("get.DEK.ilgid", 

(--'get.DEK.ilgid  (x:dekinio)   s 
FSKREP.dekinfo x)'--)); 

Yil get.DEK.IV  t nex.deiinition  ("get.DER.IV", 
(--'get.DES.IV  (x:dekinio)   s 
SID(REP_dekinfo x)'--)); 

Yil msg.Encrypt.select   s nex.deiinition ("nsg.Encxypt.select", 
(--'msg.Encrypt.select   (x:dekinfo)   : 
((get.DEK.ilgid x 5 DES.CDO   :> iDES.CBC   I  iDES.CBC)'--)); 

(*..::: = : = =*) 
Yil get.Recipient   s nex.constint   ( 

"get.Recipient", 
:-':(string  list)  -) 
((id.isymmatricistring)   list)  -> (id.isymmetrictstring)'::); 

Yil get.Recipient.key  t nex.deiinition ("get.Recipient.key", 
--'get.Recipient.key  (recipient:id.isymmetrictstring) 
- SHI recipient'--); 

Yil get.Recipient.isylD   : nex.deiinition  ("get.Recipient.isyID", 
--'get.Recipient.isylD   (recipient:id.isymmetrictstring) 
: FST recipient'--); 

<*: ; . - s s - J :*) 
Yil get.IIC.ilgid  t nex.deiinition  ("get.IIC.ilgid", 

(--'get.IIC.ilgid  (x:IIC.inio)   : 
FST(REP.IIC.info x)'--)); 

Yil get.IIC.sigilgid  c nex.deiinition  ("get.IIC.sigilgid", 
(—'get.IIC.sigilgid (x:IIC.inio) 
; FSKSmKREP.IIC.inio x))'--)); 

Yil get.IIC.mic  s nex.deiinition ("get.IIC.mic", 
(--'get.IIC.mic (x:IIC.inio) 
:  SDD(Sin)(REP.IIC.info x))'--)); 

Yil IIC.hish.select   : nex.deiinition  ("IlC.hish.select", 
(--'(IIC.hish.select:IIC_inio->(string->string)) 
(x:IIC.inio)   t 
((get.IIC.ilgid x s RSA.ID.)   O iRSA.ID.   I  iRSA.U5)'--)); 

Yil IlC.sign.select   ; nex.deiinition  ("IIC.sign.select", 
(--'(IlC.sign.select: 

IIC.inio-»(string-»string->string-»bool)) 
(x:IIC.inio)   s 
((get.IIC.sigilgid x s DES.EDE)   s>  sDES.EDE   I 
((get.IIC.sigilgid x : IES.ECB)   :>   sDES.ECB   I   sRSA))'--)); 
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C*- • 5 i ; - - * -s 
<* encrypted DEE  inform« ion " ^ 
vil get.KEY.ilgid  ; nex.definition  ("get.FEY.ilgid", 

<--'g9t.IEY.Ugid  (x:Xey_info)   : 
FSTOtEP.Key.info x)'--)); 

vil get.KEY.isymsgKey  t ne¥.definition  ("get.KEY.isymsgKey", 
(--'get.JEY.isymsgJey  (x:Key.info)   : 
SFD(REP.Key.info x)'--)); 

vil DO.encrypt.select  s nex.definition ("DEK.encrypt.select", 
(--'(DEJ.encrypt.select:1ey. into->(string->string->strinr)) 
(x:Key_info)  : ° 
((get.KEY.Ugid x t USA)   :> fBSA  I  IBSA)'--)); 

<*; = 5 C 5 ; ; ; .„s 
(* key Convention: *-> 
(* in public key cryptogriphy: ekey:  public key *) 
^* dkey:  priYite key *) 
<* in sgcret key cryptogriphy: key,   ekey,  dkey:  sime thing *) 

(* term convention: ^ 

(* IIC:   i fixed-length  qumtity genented  cryptogriphicilly *) 
(* ud issociited jrith i messige to reissure the recipient  thit *) 
<* the messige  is genuine „) 

(* digitil  signiture:   sine for IIC,  in public key eise *) 

<* signiture:   i quintity  isocited »ith i mess ige xhich only *) 
(* someone Kith knowledge of your privite key could hive *) 
(* genented,   but irhich cm be verified through knowledge of *) 
(* your public key „> 

(* if you cm retrieve the originil mess ige by decryption,   then *) 
<* you ire the intend9d recipient *;> 
vil is.Pxiva.teS  : nex.def inition ("is.PriviteS", 

(--'is.PriviteS 
(decrypts:   string ->  string ->  IV -»string) 
(messige:   string)  <* pliin t9xt *) 
(rxmsg:       string)  (* cipher text *) 
(decryptlY:     IV) 
(key:   string)  : 

(decrypts  rxmsg key decryptIV  : messige)'--)); 

vil is.PriviteP  s nex.definition ("is.PriviteP", 
(--'is.PriviteP 
(decryptP:   string ->  string -»string) 
(messige:   string)  (* pliin text *) 
(rxmsg:       string)  (* cipher text *) 
(dkey:   string)  s 

(dgcryptP  xxmsg dkey : messige)'--)); 

(* is .Authentic:   if  I cm check the signiture,  then only *) 
(* the person xho knois the privite key could hive sirned *) 
(* the text                                                                                ° ' • *) 
vil is.Authgntic : neij.definition  ("is.Authentic", 

(--'is.Authentic 
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(verify:   string ->  string ->  string -I tool) 
(message:   string)      (* plain text *) 
(signature:   string)  (* signature of massige *) 
(ekey:   string)  - 

verify message  signature  ekey'--)); 

(* is.Authentic2:   if I can check the digital  signature of  a *) 
(* messge,  then only the person xho knoxs the private key could *) 
(* have signed the text _ *> 
val is_Authentic2   ' nex.definition  ("is_Authentic2", 

(--'is_Authentic2 
(verify:   string ->  string -» string -» bool) 
<hash:   string -»  3tring) 
(message:   string)   (* original plain text *) 
(mic:string)  (* received signature of the IT.*) 
(ekey:   string)   - 

verify (hash message) mic ekey'--)); 

(* if you can verifying the signature of a message digest, *) 
(* then you can be sure if the message  is intact *) 
val is.Intact   - nex.definition  ("is.Intact", 

(--'is.Intact 
(verify:string  ->  string ->  string -> bool) 
(hash:   string -» string) 
(message:string) 
(mic:string) 
(ekey:string)     - 

verify (hash message)  mic ekey'--)); 

(* a private key uniquely  identifies  xith a principal *) 
(* so if the message is signed xith an dkey,  then only the *) 
(* oimer of dkey xould have signed  it *> 

val is_non.denia.ble  • nex.definition  ("is.non.deniable", 
(--'is.non.deniable 
(verify:   string ->  string ->  string -> bool) 
(message:   string)  (* original plain text *) 
(signature:string)  (* received  signature *) 
(ekey:   string)  - 

veruy message  signature  ekey'--)); 

close.theoryO; 
export.theoryO; 

.*) 
*) 

*) 

(*. - = - • : 

(* prove the property  is .private 

(* the per message key is  secure 
(*vil  is.Private.DEK   : 
I-  idecryptP   encryptP  message txmsg rxmsg ekey dKEYO dkey. 

(rxmsg  - txmsg)  "> 
(txmsg  - encryptP  message  ekey)  "> 
(!msg.  decryptP  (encryptP msg ekey) dJEYO  : msg)  --> 
Cmsg d2.   (decryptP  (encryptP  msg ekey) d2  - msg) 

-c>  (d2  - dKEYO))   "> 
((dkey  s dKEYO)  : is.PrivateP decryptP  message rxmsg dkey) 

*) 
val is .Privat e.BES   : prove.thm ("is.Private.DEK", 

(--'!(decryptP:string-»string-»string) 
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(encryptP:string->string->string) 
(messige:   string)   (* pliintext    *) 
(txmsg:string)        (* ciphertext *) 
(rxmsg:string)        <* ciphertext *) 
(ekey:   string) 
(dKEYO:   string) 
(dkey:   string). 
(rxmsg s txmsg)   ::) 
(txmsg : encryptP  messige  ekey)  ::l 
(!msg.   (decryptP   (encryptP  msg ekey) dKEYO)   : msg)  ::> 
<!msg d2.   <<decryptP   <encryptP  msg ekey) d2)  t msg) 

"»  <dJ  : dKEYO))   ::> 
((dkey  : dKEYO)  - is.PriviteP  decryptP  messige rxmsg dkey)'--) 
REPEAT  (iEI.TAC  THEF 
DISCH.THEF  (in th :> REiiRITE.TAC   [th,   is.PriviteP])  THE! 
DISCH.THEF  (in th s) REiiRITE.TAC   [th])  THEF 
DISCH.THEF  <fn th s> ASSUIE.TAC 

(SPECL  [--'messige:string'--]  th)) THEF 
DISCH.THEF  (in th 5) ASSUIE.TAC 

<SPECL  [--'messige:string'--,   —'dicey:string'--]  th)) THEF 
EQ.TAC  THEFL 
[DISCH.THEF  (in th  :) BEifRITE.TAC   [th])  THEF 
ASI.REliRITE.TAC   P, 
PURE.nFCE.ASI.KEiiRITE.TAC   P3); 

(*YI1 is.Privite.msg  : 
I-  !decrypts   encrypts  mess ige txmsg rxmsg decryptIV KEYO key. 

<rxmsg  s txmsg)  ts) 
(txmsg  : encrypts  messige KEYO decryptIV)   ::> 
(!msg key. 

(decrypts   (encrypts  msg key decryptIV)  key decryptIV  : msg) 
/\  (!msg key!,   (decrypts  msg keyl decryptlV 

: decrypts msg key decryptlV)   z key c keyl))   s:> 
((key  t KEYO) 

:  is.PriviteS decrypts  mossige rxmsg decryptlV key) 
*) 

vil is.Privite.msg  i 
prove.thm ("is.Privite.msg", 

(--'!(decryptS:   string ->  string ->  IV ->  string) 
(encrypts:   string ->  string -> IV ->  string) 
(messige:   string)  (* pliintext    *) 
(txmsg:   string)        (* ciphertext  *) 
(rxmsg:   string)        (* ciphertext  *) 
(decryptlV:   IV) 
(KEYO:   string) 
(key:   string), 
(rxmsg  s txmsg)  :s> 
(txmsg  s encrypts  messige KEYO decryptlV)   ::> 
(!msg key.   (decrypts 

(encrypts  msg key decryptlV) key decryptlV t msg)  i\ 
!msg keyl.   ((decrypts  msg keyl decryptlV 

: decrypts  msg key decryptlV)   : key : keyl))  :c> 
((key : KEYO)  : 

is.PriviteS  decrypts  messige rxmsg decryptlV key)'--), 
REPEAT  C-EF.TAC  THEF 
DISCH.THEF  (in th :» REiiRITE.TAC   Cth,   is.PriviteS])  THEF 
DISCH.THEF  (in th s> REiiRITE.TAC   [th]) THEF 
DISCH.THEF  (fn th s> HP.TAC 

(SPECL  [--'messige:   string'--,   --'KEYO:   string'--]  th)) THEF 
DISCH.THEF  (in th :> ASSUIE.TAC   (CDFJDFCT1  th) THEF 

HP.TAC   (SPECL 
C—'(encryptS:   string ->  string ->  IV -> string) 
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messige XEYO decryptIV'--, 
--'key:string'--]   (CDIJUICT.  th))) THEI 

DISCH.THEH  (fn th t> ASSUIE.TAC th) THEI 
Eq.TAC  THEIL 
DISCH.THEH  (fn th s> ASI_REiiB.ITE.TAC   [th]), 
IFHDISCH.TAC   (--'(decrypts:   string ->  string -> IV ->  string) 

(encrypts  massige IEYO decxyptIV) 
KEYO decryptIV  t messige'--) THEH 

DISCH.THEH  (fn thl  :»  (DISCH.THEH  (fn th-  :> ASSUIE.TAC   (GSYE( 
CSTTBST   [((&SYI th2),   --'x:string'--)] 

(--'(decrypts:   string -» string ->  IV ->  string) 
(encrypts  (messige:   string) KEYO decryptIV) 

KEYO decryptIV:  x'--)  thl)))))) 
THEI 
RES.TAC  THEI 
ASI_REifB.ITE.TAC   □]); 

(*_ ; . : : ' - : :*> 
(* prove the property  is.authentic *) 
(*Yil is.Authentic.il)   s 
I-  : verify  sign message txmsg rxmsg ekey dKEYO dkey. 

(rxmsg  - txmsg)   "> 
(txmsg  - sign ID dkey)  "> 
(!msg.   verify msg (sign msg dkey)  ekey : dkey : dKEYO)   "» 
((dkey  t dKEYO)  s is.Authentic verify ID rxmsg ekey) 

*) 
YJ.1 is.Authentic.ID   • proYe.thm ("is.Authentic.ID", 

(--'■(Yerify:string->string->string->bool) 
(sign:string-»string->string) 
(messige:   string)  (* pliintext    *) 
(txmsg:string)        <* ciphertext *) 
(rxmsg:string)        (* ciphertext *) 
(ekey:   string) 
(dXEYO:   string) 
(dkey:   string), 
(rxmsg  s txmsg)  "> 
(txmsg  c sign ID dkey)   "» 
(!msg.   verify msg (sign msg dkey)  ekey t dkey - dKEYO)   ") 
((dkey  s dKEYO)   - 
is.Authentic verify ID rxmsg ekey)'--), 
REPEAT   GEI.TAC   THEI 
DISCH.THEH  (fn th -> REiiRITE.TAC   [th,   is.Authentic])  THEH 
DISCH.THEI  (fn th :> REiiRITE.TAC   [th]) THEI 
DISCH.THEH  (fn th s> ASSUIE.TAC 

(SPECL   [--'ID:string'--]   th)) THEI 
ASI.REiiRnE.TAC   □); 

(* is sure the recipient thit  the sender did send the messige        *) 
(* Yil is.Authentic.msg  : 
I-   Iverify  sign hish messige txmic rxmic  ekey dKEYO  dkey. 

(rxmic  s txmic)   -s» 
(txmic  t sign (hish mess ige) dkey)  "> 
(!ml m. dkey..  verify ml (sign m. dkey.)  ekey - dkey.  : dKEYO)  —> 
((dkey  ; dKEYO)  c is.Authentic. verify hish messige rxmic ekey) 

*) 
va.1 is.Authentic.msg  - prove.thm ("is.Authentic.msg", 

(--'!(verify:stxing->string-»string->bool) 
(sign  :string->string->string) 
(hish:   string-»string) 
(messige  :string)     (* pliintext    *) 
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<*: 

(txmic  :string)        (* digitil  sigmture *) 
(rxmic  :string)        (* digitil  signiture *) 
(ekey:   string) 
(dJEYO:   string) 
(dkey:   string). 
(rxmic s txmic)  it} 
(txmic  t sign (hish messige)  dkey)  t:> 
(!ml m2 dkey2.  verify ml <sign m2 dkey2)  ekey 

: (dkey2  t dFEYO))  stl 
«dicey  : dKEYO)  : 
is.Authentic2  verify hish messige rxmic  ekey)'--), 
REPEAT  SEE.TAC  THEE 
DISCH.THEE  (fn th :> REiiRITE.TAC   Cth,   is.Authentic2])  THEE 
DISCH.THEE  (fn th :> REiiRITE.TAC   [th])  THEE 
DISCH.THEE  (fn th :> ASSÜIE.TAC 

(SPECL  [--'(hish:string->string)  <messige:string)'--, 
--'(hish:string-»string)  (massige:string)'--, 
--'dkey:string'--]   th)) THEE 

ASI.REiiRITE.TAC   G); 

;*) 

(* is.Intict  applied to i messige, *) 
(*vil is.Inta.ct.msg : 
I- iYerify sign hish txmessige rxmessige txmic rxmic ekey dkey. 

(txmic : sign (hish txmessige) dkey) ::» 
(rxmic  c txmic)  t;> 
(.'.Ml m2.  (hish ml  : hish m2)  c:»  (ml  c m2))  cc> 
(!sl  s2. verify si  (sign s2 dkey)  ekey : si  :  s2)  ;;> 
((rxmessige  s txmessige) 

:  is.Intict  verify hish rxmessige rxmic ekey) 
*) 

vil is.Intict.msg  c proYe.thm ("is.Intict.msg", 
--'!(verify:string  -I  string  -»  string  ->bool) 
(sign:string  -> string  ->  string) 
(hish:     string-!  string) 
(txmessige:   string ) (rxmessige:   string) 
(txmic:   string)  (rxmic:   string) 
(ekey:   string)  (dkey:   string). 
(txmic  s sign (hish txmessige)  dkey)  ::> 
(rxmic  : txmic)  ;:> 
(!ml  m2.   (hish ml  : hish m2)   ::»   (ml   : m2))   ::» 
(!sl  s2. verify si  (sign s2 dkey)  ekey : (si  t s2))  :=> 
((rxmessige  s txmessige)  c 

is.Intict  verify hish rxmessige rxmic ekey)'--, 
REPEAT  GEE.TAC THEE 
DISCH.THEE  (fn th s> REiiRITE.TAC   [th,   is.Intict])   THEE 
DISCH.THEH  (fn th J)  REiiRITE.TAC   [th])  THEH 
DISCH.THEE  (fn th s»  ASSUEE.TAC   (SPECL 

[(--'rxmessige:string'--),   (--'txmessige:string'--)]   th)) THEE 
riSCH.THEE   (fn th  :>  ASSTFIE.TAC   (SPECL 

[(--'(hish:string-)string)  (txmes sige:string)'- -), 
(--'(hish:string->string)  (txmessige:string)'--)]  th) 
THEE IP.TAC  th) THEE 

DISCH.THEE   (fn th :»  ASSÜIE.TAC   (SPECL 
[(--'(hish:string-»string)   (rxmessige:string)'--), 
(--'(hish:string->string)  (txmessige:string)'--)]   th)) THEE 

Eq.TAC  THEBL 
[DISCH.THEE   (fn th  :» REiiRITE.TAC   [th])  THEE 
ASI.REiiRITE.TAC   □ , 
ASI.REiiRITE.TAC   D]); 
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(*c ; : t ' ■ ' - :*> 
(* prove non-repudiation *' 
(*Yal is.non.denia.ble.msg  : 
I-  !verify  sign hash massige IESSASEO  txmic rxmic ekey dKEYO dkey. 

<ixmic : txmic) "» 
(txmic : sign (hash IESSASEO) dkey) "> 
(!ml  m2.   (hash ml  : hash m2)  : «I : m2)  ~> 
(!ml  m2 dkey2.  verify ml (sign m2 dkey2)  ekey 

:  (ml  ' m2)   l\  (dkey2   s dKEYO))   «s» 
((dkey  = dKEYO)   l\  (message  : IESSASEO)   : 

is.non.deniable verify (hash message)  rxmic ekey) 

*) 
val is.non.deniable.msg - prove.thm ("is.non.deniable.msg", 

(--':(Yexify:string->stxing-»string-»bool) 
(sign  :string->string-)string) 
(hash:   string-»string) 
(message  :string)    (* plaintext,  retrieved by recipient *) 
(IESSAGEO:   string)  (* plaintext,  used by originator *) 
(txmic   :string) 
(rxmic  : string) 
(ekey:   string)    (* public key of claimed originator *) 
(dKEYO:   string)   (* private key of  claimed originator *) 
(dkey:   string).   (* private key of real originator *) 
(rxmic  s txmic)  s:> 
(txmic  c sign (hash IESSAGEO)  dkey)  ss> 
(!ml  m2.   (hash ml  : hash m2)   : ml  : m2)  ~> 
(!ml m2 dkey2.  verify ml (sign m2 dkey2)  ekey 

:  ((ml   : m2)  /\  (dkey2   c dKEYO)))   :=» 
(((dkey   = dKEYO)   l\  (message  : IESSASEO))   s 
is.non.deniable verify  (hash message)  rxmic  ekey)'--), 
REPEAT   GEH.TAC  THEH 
BISCH.THEH  (fn th s» REiiRITE.TAC   [th,   is.non.denia.ble])  THEH 
BISCH.THEH   (fn th :>  REiiRITE.TAC   tth])  THEH 
BISCH.THEH   (fn th •>  ASSÜIE.TAC 

(SPECL   [--'message:string'--,--'IESSASEO:string'--]   th)) THEH 
BISCH.THEH   (fn th :>  ASSUIE.TAC 

(SPECL  [--'(hash:string->string)  (message:string)'--, 
--'(hash:string->string)   (IESSASEO:string)'--, 
--'dkey:string'--]   th)) THEH 

ASI.REiiRITE.TAC   []   THEH 
ACCEPT.TAC   (SPECL   [--'(dkey:string)   s  (dKEYO:string)'--, 

--'(message: string)   :  (IESSASEO:string)'--]   COHJ.SYD); 

(*c ;*) 

val th : TAC.PRDDF   ( 
(□,   --'!A B.   (-A=:»-B)   :  ( B::>A)'--), 
REPEAT   SEH.TAC  THEH Eq.TAC  TKEHL 
[BISCH.THEH   (fn th  ;» IP.TAC(IIP.ELH th))  THEH 
SÜBST1.TAC   (SPECL   [ A'--,   --"B'--]   BISJ.SYI)   THEH 
BISCH.THEH  (fn th :> IP.TAC   (BIS3.HP  th)) THEH 
REiiRITE.TAC   [HOT.CLAUSES], 
BISCK THEH   (fn th :>  IP_TAC(IIP.ELII th))  THEH 
STOST1.TAC   (SPECL  [--'"B1--,   --'A:bool'--]   BISJ.SYI)  THEH 
BISCH.THEH   (fn th O IP.TAC   (BISJ.HP  th)) THEH 
REiiRITE.TAC   [HOT.CLAUSES]]); 

<*: : : - = : = = s 

(* This  says that  if I send you a message and the IIC  is somehox 
changed on the *ay,  then you cannot be sure of the source of the 
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massige *) 

(* Yil not.Authentic  : 
I-  ! verify sign hish IESSAGE0  txmic rxmic ekey dlEYO. 

(txmic 5  sign (hish IESSAGE0)  dlEYO)   "> 
(.'.ml m2.  Yerify ml m2  ekey : m2 ; sign ml dKEYO)   ::> 
(!ml ml dkeyl dkey2. 

(sign ml dkeyl  ; sign m2 dkey2)  ss>  (ml = m2)  /\  (dkeyl  : dkey2))   :c> 
"(rxmic s txmic)  s:> 
*(is.Authentic2  verify hish IESSAGE0  rxmic ekey)   : thm 

*) 

Yil not.Authentic s prove.thm ("not.Authentic", 
(--'!(verify:string-)string-)string-»bool) 
(sign  :string-»string->string) 
(hish:   string->string) 
(IESSAGE0:   string)   (* pliintext,   used by originitor *) 
(txmic   : string) 
(rxmic   :string) 
(ekey:   string)      (* public key of cliimed originator *) 
(dKEYO:   string).   (* private key of  claimed originitor *) 
(txmic  t sign (hish IESSAGE0) dKEYO)  "> 
(!ml m2. verify ml m2 ekey s (m2  s sign ml dKEYO))   ::> 
(!ml ml dkeyl dkey2.   (sign ml dkeyl  = sign m3 dkeyS) 

::»  (ml  : m2)  l\ (dkeyl   s dkey2))   "» 
'(rxmic  : txmic)  "> 
"(is_Authentic2 verify hish HESSAGEO rxmic ekey)'--), 
REPEAT  GEI.TAC THE! 
REiiRITE.TAC   [is.AuthenticJ,   th] TKEI 
DISCH.THEI  (fn th :> REÜRITE.TAC   [th]) THEI 
DISCH.THEH  (fn th :> REiiKITE.TAC   [th])); 

(*t :s:s::t:5*) 
(* This  siys thit  if I send you i mess ige uid the IIC  is someho* 

chmged on the xiy,  then you cinnot be sure of the integrity of 
both IIC  ind mess ige,   since either one could hiYe been chmged *) 

(* Yil not.Intict   : 
I-  !verify sign hish HESSAGEO  txmic rxmic ekey dKEYO. 

(txmic  :  sign (hish IESSAGE0)  dKEYO)   ::> 
(!ml ml.  Yerify ml mi ekey :il : sign ml dKEYO)   ::) 
(!ml m2 dkeyl dkey2. 

(sign ml dkeyl  : sign mS dkey2)  ss>  (ml s m2)  /\ (dkeyl  t dkey2))   c:> 
"(rxmic  ' txmic)  :c) 
'(is.Intict  verify hish HESSAGEO rxmic ekey)   : thm 

*) 

Yil not.Intict   : prove.thm ("not.Intict", 
(--'!(vexify:string-)string->string->bool) 
(sign  :string-»string-)string) 
(hish:   string-)string) 
(HESSAGEO:   string)   (* pliintext,   used by originitor *) 
(txmic   :string) 
(rxmic  :string) 
(ekey:   string)      (* public key of cliimed originitor *) 
(dKEYO:   string).   (* privite key of  cliimed originitor *) 
(txmic  : sign (hish HESSAGEO)  dKEYO)  s;> 
Cml m2. verify ml m2 ekey • (mi  ; sign ml dKEYO))   ::> 
(!ml m2 dkeyl dkeyJ.   (sign ml dkeyl  : sign m2 dkey2) 

ss>  (ml 5 m2)  t\ (dkeyl  : dkey2))   "> 
"(rxmic  s txmic)  "> 
"(is.Intict  verify hish HESSAGEO rxmic ekey)'--), 
REPEAT  GEB.TAC TKEU 
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REiiRITE.TAC   [is.Intict,   tM  THEH 
BISCH.TKEI  (fn th O REiiRITE.TAC   [th])  THEH 
BISCH.THEH  (fn th s> REiiRITE.TAC   [th])); 

:*) (*: : : = ; s 

(* This  siys thit  if  I send you i mess 159 md the IIC  is somehox 
chmged on the xiy,  then I cm deny hiving sent the messige.  *) 

(* The reison xe issume the received messige  is correct  md the 
cHimed  identity 01 originitor  is reil,   is,  otherxise,  one cinnot 
siy thit  someone didn't  send the miil,   insteid 01 this one didn't 
send this miil messige *) 

(* vil is.deniible  : 
I-   !verify  sign hish IESSAGE0  txmic rxmic ekey dSEYO. 

(txmic  5  sign (hish IESSAGE0)  dKEYO)   5SI 
<!ml m2.  verify ml m2  ekey : m2 =  sign ml dKEYO)  ::> 
(■ml m2 dkeyl dkey2. 

(sign ml dkeyl  t sign m2 dkey2)  st>  (ml : m2>  l\ (dkeyl  = dkey2))   -> 
"(rxmic  = txmic)   ::» 
"(is.non.deniible verily (hish IESSAGE0) rxmic ekey)   : thm 

*) 
vil is.deniable •  prove.thm ("is.deniable", 

(--'!(verify:string-lstxing->string-»bool) 
(sign  :string->string->stxing) 
(hish:   string->stxing) 
(IESSA&E0:   string)   (* pliintext,   used by origimtor *) 
(txmic   :string) 
(rxmic :string) 
(ekey:   string)      (* public key of cliimed originitor *) 
(dKETO:   string).   (* privite key of  cliimed originitor *) 
(txmic  c  sign  (hish IESSAGE0)  dJETO)   "> 
(!ml m2. verify ml m2  ekey s (m2  :  sign ml dXEYO))   :=> 
(■ml m2 dkeyl dkey2.   (sign ml dkeyl  s sign m2 dkey2) 

::>   (ml  t m2)   l\  (dkeyl   : dkey2))   st> 
'(rxmic  - txmic)  ss> 
-(is.non.deniible verify (hish IESSASE0) rxmic ekey)'--), 
REPEAT   GEI.TAC   THEI 
REiiRITE.TAC   [is.non.deniible,   th]  THEI 
BISCH.TKEI  (fn th t) REiiRITE.TAC   [th])  THEH 
DISCH.THEH  (fn th :» REiiRITE.TAC   [th])); 

<« : : : = * ; : 5*> 
vil thl  s  SPECL   [--'x:dekinfo'--] 

(CDHIDHCT1  dekinfo.ISD.BEF); 
vil th2  • REiiRITE.RULE   [thl]   (SPECL   [--'REP.dekinfo  (x:dekinfo)'--] 

(CDIJUICT2  dekinfo.ISQ.BEF)); 
Yil th3  s REiiRITE.RULE   [is.dekinfo]   th2; 

(ml get.BEK.ilgid.CASES   :   I-   !x.  get.BEJ.ilgid x : BES.CBC *) 

vil get.BEK.ilgid.CASES   : prove.thm ("get.BEK.ilgid.CASES", 
--'!x.   (get.BEX.ilgid x : DES.CBC)'--, 
GEH.TAC   THEH 
REiiRITE.TAC   [get.DEK.ilgid,   th3]); 

(*;    ;      :     • =*) 
vil thl = SPECL [--'x:IIC.info'--] 

(CDIJUHCT1 IIC.info.ISO .BED i 
Yil th2 t SPECL [--'REP.IIC.info (x:IIC.info)'--] 

(CDIJÜICT2 IIC.info.ISD.BEF); 
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Yil tn3 : REiiRITE.RULE   [thl]  th2; 
Yil th* : REiiRITE.RirLE   [is.IIC.info]   th3; 
Yil th5 c CDIJOTCTl tM; 
Yil th6 t CDHJUHCT2 tht; 

<* 
gat.IIC.hishid.CASES: 
I-  !x.   <g9t.IIC.ilgid x t RSA.IL2)   \/  <g9t.HIC.ilgid x : RSA.D5) 
*) 
Yil g9t.IIC_hisliid.CASES   : pxoY9_thm <"g9t.IIC.liishid.CASES", 

--'!x.   <g9t_IIC.Ugid x t RSA.ID2   )  W 
<g9t_IIC.ilgid x s RSA.ID5)'--, 

GEI.TAC  THEI 
REiiRnE.TAC   Cg9t.IIC.Ugid,   tli5]); 

<*g9t.HIC.signid.CASES: 
I-   !x. 

(get.HIC.sigilgid x t DES.EDE)   W 
<g9t.IIC.sigilgid x s DES.ECB)   W 
<g8t.IIC.sig8.lgid x : RSA)   :  tlm 

*) 
Yil get.HC.signid.CASES   t proY9.thm <"g8t.HIC.signid_CASES", 

—'!x.   <g9t.IIC_sigilgid x s DES.EDE)   W 
<g9t.IIC.sigilgid x t DES.ECB)   W 
<g9t.IIC.sigilgid x : RSA)'--, 

GEI.TAC  THEI 
REiiRnE.TAC   Cg9t.IIC.sigilgid,   th6]); 

<*-:: = c s :: :*) 
Yil thl  :  SPECL   [--'x:K9y_info'--] 

<CDIJUICT1  K9y.inf0.ISD.DEF); 
Yil th2  s REiiRITE.RDXE   [thl]   (SPECL  [--'REP.H9y.inl0  (x:K9y.info)' --] 

<CDIJDTCT2  J9y.inf0.ISD.DEF)); 
Yil th3  : REiiRITE.RULE   [is.K9y.i1tfo]   th2; 

<*Yil g9t_K9y.Hgid.CASES   5   I-   !x. g9t.KEY_a.lgid x c RSA *) 

Yil g9t_K9y.Ugid.CASES   5 pxoY9.thm <"g9t.K9y.Hgid.CASES", 
--'!x.   <g9t.KEY.ilgid x : RSA)'--, 
GEI.TAC  THEI 
REiiRITE.TAC   [g9t.KEY_ilgid,   th3]); 

<*c 

9xport.th9ory<); 

:*) 
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PE1VLCLEAR 

D.l    pem_clear.theory 
Theory:  pem.cleix 

Pixents: 
pem_def initions 

Type const int s: 

Term constmts: 
IIC.CLEAR.eximple  (Prefix) 
:string ->  string -) string ->  string -) 
pxeeb t pxoctype t contentdomiin t id.isymmetxic • cextificite  list t 
IIC.info t string t posteb 

get_IIC.CLEAR.IIC.Info  (Prefix) 
:preeb t pxoctype t contentdomiin t id.isymmetric t certificite  list t 
HIC.info t string t posteb  -> HC.info 

get .DrigimtorAsymlJ. info  (Prefix) 
:preeb t proctype t contentdomiin t id.isymmetric t certificate  list t 
IIC.info t string ■ posteb -) id.isymmetric 

get.IIC.CLEAR.Pxoc.Type  (Prefix) 
ipreeb t pxoctype • contentdomiin t id.isymmetric t cextificite  list t 
IIC.info t stxing t posteb -> proctype 

get.IIC.CLEAR.text   (Prefix) 
:preeb t proctype t contentdomiin t id.isymmetric • certificite  list t 
HIC.info t string t posteb ->  string 

get.msg.HishID   (Prefix) 
:pxeeb t pxoctype • contentdomiin t id.isymmetxic t cextificite  list t 
IIC.info t stxing t posteb -> ilgid 

get.msg.SignlT.   (Pxefix) 
:pxeeb • pxoctype t contentdomiin t id.isymmetric t certificite  list t 
IIC.info t string t posteb -> ilgid 

get.msg.IIC   (Prefix) 
ipreeb t pxoctype • contentdomiin t id.isymmetxic t cextificite  list t 
HIC.info t stxing t posteb -»  string 

IIC.CLEAR.is.Intict   (Pxefix) 
rpxeeb t proctype t contentdomiin • id.isymmetxic t cextificite  list t 
HIC.info t stxing t posteb -> bool 

Definitions: 
HIC.CLEAR.eximple 
I-   "si  s2  S3  s*. 

IIC.CLEAR.eximple  si  s2  s3   s* t 
(BEffU 'TRIVACY.EIHAICEB   IAIL", 
Pxoc.Type  (4-,IIC.CLEAR), 
Content.Jomlin RFC822, 
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ID_Asymmetric si, 
[Certificate  s2], 
IIC.Info  (RSA.IB5,RSA,s3), 
s*, 
EH 'TRIYACY.EIHASCEB  IAH.") 

g9t.HIC.CLEAB.IIC.Info 
I-   !x.  get.IIC.CLEAR.IIC.Info x t FST (SHD   (SHD  (SHD  (SHI   (SHD x))))) 
get. .riginitorAsymID. info 
I-   !x. get.-riginitorAsymID.info x : FST (SHD  (SED  (SHD x))) 
get.IIC.CLEAR_Proc.Type   I-   !x. get.IIC_CLEAR.Proc.Type x t FST (SID x) 
get.IIC.CLEAR.text 
I-  !x.  get.IIC.CLEAR.text  x : FST (SID  (SHI  (SIB  (SIB  (SHD  (SUB x)))))) 
get.msg.Xi.shIB 
I-  !x.  get.msg.HishID  x . get.IIC.Ugid  (get.IIC.CLEAR.IIC.Info x) 
get.msg.SignIB 
I-  !x.  get.msg.SignID  x - get.IIC.sigilgid  (get.IIC.CLEAR.IIC.Info x) 
get.msg.IIC   I-   !x.  get.msg.HIC  x c get.IIC.mic  (get.IIC.CLEAR.IIC.Info x) 
IIC.CLEAR.is.Intict 
I-   imic.cleir.msg. 

IIC.CLEAR.is.Intict  mic.cleir.msg  : 
(let miclnfo  - get .IIC. CLEAR.IIC. Info mic.cleir.msg 
in 
let  ekey : get.Jey.from.ID   (get.DriginitorAsymlD.info mic.cleir.msg) 
in 
is.Intict   (IIC.sign.select  miclnfo)   (HC.hish.select  miclnfo) 

(get.IIC.CLEAR.text  mic.cleir.msg) 
(get.IIC.mic miclnfo) 
ekey) 

Theorems: 
integrity, lenmil 
I-  iverify  sign hish txmessige rxmessige dkey ekey. 

(!ml m2.   (hish ml  t hish m.)  "> (ml  t m.))  -t> 
(!ml m2.  verify ml (sign m2 dkey)  ekey : il : m2)  c.) 
is.Intict  verify hish rxmessige  (sign (hish txmessige)  dkey)  ekey --» 
(txmessige  - rxmessige) 

int egrity_lemmi2 
I-  !verify  sign hish txmessige rxmessige dkey ekey. 

(!ml m..   (hish ml  c hish m2)  "> (ml  - m.))  "> 
(!ml m2.  verify ml (sign m2 dkey)  ekey : il : m2)  "» 
(txmessige t rxmessige)  --> 
is.Intict  verify hish rxmessige  (sign (hish txmessige)  dkey)  ekey 

int egrity.Iemmi3 
I-  [verify  sign hish txmessige rxmessige dkey ekey. 

(!ml m2.   (hish ml   : hish m2)  ::>  (ml   : m2))  ::> 
(!ml m2.  verify ml (sign m2 dkey)  ekey t ml s m2)  --I 
((txmessige  : rxmessige)   - 
is.Intict  verify hish rxmessige  (sign (hish txmessige) dkey)  ekey) 

Intict 
I-   iYerify  sign hish txmessige rxmessige dkey ekey smd. 

(smd - sign (hish txmessige) dkey)  ") 
Cml m2.   (hish ml  : hish m2)  "> (ml  : m2))  ::l 
(!ml m2.  verify ml (sign m2 dkey)  ekey : ml  . m2)  ::> 
((txmessige s rxmessige)   : is.Intict  verify hish rxmessige  smd ekey) 

IIC.CLEAR.is.Intlet.Correct 
I-   imic.cleir.msg  sign txmessige dkey. 

let miclnfo : get.IIC.CLEAR.IIC.Info mic.cleir.msg 
in 
let  ekey : get_Xey.from.IB   (get.DriginitorAsymlB.info mic.cleir.msg) 
in 
let hish - HC.hish.select miclnfo 
uid 
verify : IlC.sign.select  miclnfo 
ind 
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xxm9ssig9  t g9t.IIC.CLEAR.tBxt mic.cl9iT.msg 
in 
<g9t_IIC.mic miclnfo : si£n <hish txm9ssig9) dfcey)  s:» 
<!ml m2.   <hish ml  : hish m2)  ::> <ml  : ml))  tt» 
(!ml m2.  YBiify ml  (sign ml dksy)   skay : il : ml)  "» 
<<txm9ssig9  s xxm9ssig9)   s IIC.CLEA3l.is.IntJ.ct mic.cl9ir.msg) 

D.2    pem_clear.sml 
<*5:t;;;;:ssst::::5t:sssss5;5cj:;:::::;:5sssst55t;ss *) 
C* Fil9: p9m.cl91r.sml *) 
<* Inscription: s9l9ctox  md sacuxity function lor *) 
<* IIC-CLEAR HBSSig9 *) 
<* Dit9: Aug.   20,   1996 *) 
<* Author: Shiu-Xii Chin,    xith som9 modi!icition *) 
<* by Dm Zhou *) 

(* sign:  us9 priYitB k9y,  "dk9y" *) 
<* V9ii±y:   us 9 public k9y, "9k9y" *) 

n9*_th9ory "p9m.cl9ix"; 

loid.librixyUib s hol88.1ib,   th9ory : "-"}; 
op9n Psyntax  Compit; 

nBx.pu9nt "p9m.syntix"; 
n9K.pii9nt  "p9m.d9finitions"! 

idd.th9ory.to.sml "p9m.syntix"; 
1dd.th901y_to.sml "p9m.d9finitions"; 

<*: s . t : t s s '*) 
<* this  sgction  is xhit n99dod to b9 XBdon9 fox 1 diff9X9nt «0 
<* m9SSig9  structur9 of IIC.CLEAR *) 

Yil miccl9ixmsg  t ty.intii 
<--':(pr99b t proctyp9 t contgntdomiin t id.isymm9txic t 
<c9itificit9  list) t IIC.info t string t post9b)'--); 

vil IIC.CLEAR.9ximpl9  : n9¥.d9f inition 
01IC.CLEAR.9XimplB",   --'IIC.CLEAR.9Ximpl9  si  s2  S3  s+ s 
<BEGI5 'TRIYACY.EIHAHCED  IAIL", 
Pxoc.Typ9 <4,IIC.CLEAR), 
Contgnt.Ilomiin RFC822, 
H)_Asymm9tric (sl:stxing), 
[C9Ttilicit9 Cs5:string)], 
IIC.Info  <RSA.ID5,RSA,<s3:   string)), 

<* isymsignmic *) 
<st:   string), 
<*  p9Ht9Xt   *) 
ESI 'TRIYACY.EIHAHCED  IAIL")'--); 

Yil g9t.IIC.CLEAR.IIC.Inio  t n9*.d9f inition 
C'g9t .IIC.CLEAR.IIC.Info", 
<--'g9t.IIC.CLEAR.IIC.Info <x:   -miccl9ixmsg)   : 

FST<siD<siD<sira<sin)(sin) x)))))'--)); 

(* 3Bnd9r ID,  this fi9ld ein I9plic9 th9 S9nd9i's   CBXtiiicit9      *) 
vil g9t.aiiginitoxAsymID.info  - n9».dBfinition 

<' 'g9t. DriginitoxAsymlD. inf o'', 
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=*> 

--'get. DriginitorAsymll). info  <x:"miccleirmsg) 
= FST<smKsm<smi x)))'--); 

vil get.IIC.CLEAR.Proc.Type  : nex.def inition 
(' 'get .IIC. CLEAR.Proc.Type'', 
<--'get.IIC_CLEAR.Proc.Type  <i:   "miccleirmsg)   : FSTCSHD  x)'--)); 

vil get_IIC.CLEAR.text   s nex.definition 
O'get.IIC.CLEAR.text", 
<--'get_IIC.CLEAR_text   <x:   "miccleirmsg)   - 

FST<sin)<sHD<sm<siro<sin)c;sEE x))))))'--)); 

<*=          5               :               :               :              c               : c 
<* retrieve  eich sub-field from nx messige field *) 
<* these ire not used in the following proof,  other functions      *) 
<* ire used insteid „;, 

<* Hish Algorithm „> 
vil get.msg.HishU)  - nes.definition 

<"get.msg.HishHi", 
<--'get.msg_HishID <x:"miccleirmsg) : 
get.IIC.Ugid  <get.IIC.CLEAR.IIC.Info x)'--)); 

<* Sign Algorithm for messige digest *) 
vil get_msg_Signll   - neu.definition  O'get.msg.SignlB", 

--'get.msg.SignD  <x:"miccleirmsg) 
c get.IIC.sigilgid  <get.IIC.CLEAR.IIC.Info x)'--); 

<* Encrypted IIC *) 
vil get.msg.IIC  i nex.definition 

<"get.msg.IIC", 
--'get.msg.IIC  <x:"miccleirmsg) 
• get.IIC.mic  <get.IIC.CLEAR.IIC.Info x)'--); 

vil IIC.CLEAR.is.Intict   - nex.definition 
<"IIC.CLEAR.is.Intlet", 
<--'IIC.CLEAR.is.Intict   <mic_cleir_msg:"miccleirmsg)   : 
<let miclnfo - <get.IIC.CLEAR.IIC.Info mic.cleir.msg)  in 
<let  ekey : get.Key.from.il 

<get.DriginitorAsymni.info mic.cleir.msg)  in 
<is.Intict 
<IIC.sign.select  miclnfo) 
<IIC.hish.select  miclnfo) 
<get.IIC.CLEAR.text  mic.cleir.msg) 
<get.IIC.mic miclnfo)  ekey)))'--)); 

close. theoryO; 
export.theoryO; 

IIC.CLEAR.eximple; 

Yil integrity.lemmil   : proYe.thm 
<' 'integrity.lemmir', 
<--'!<verify:   string ->  string -»  string -I bool) 
<sign:   string ->  string ->  string) 
<hish:   string -> string) 
<txmessige:   string)  <rxmessige:   string) 
<dkey:   string)  <ekey:   string). 
<!ml m2.<hish ml : hish m2)  -c> <ml  - m2))  -t> 
<!ml m2. verify ml  <sign m2 dkey)  ekey : <ml  : m2))  c-> 
<is.Intict  verify hish rxmessige 

<sign <hish txmessige) dkey)  ekey) 
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s:>  (txmessige  : rxmessige)'--), 
REPEAT   SEH.TAC  THEH 
REifRITE.TAC   [is.Intict]   THEH 
DISCH.THEH  (fn th s> AS5ÜIE.TAC   (SPECL 

[<--'rxmessige:string'--),   (--'txmessige:string'--)]  th)) THEH 
DISCH.THEH  (fn th =>  REÜRITE.TAC   [SPECL 

[(--'(hish:string->string)  (rxmessige:string)'--), 
(--'(hish:string->string)   (txmessige:string)'--)]  th]) THEH 

DISCH.THEH  (fn th s» ASSUIE.TAC  til THEH RES.TAC THEH 
ASI.RElfRITE.TAC   D)); 

vil integrity_lemmi2  ~ prove.thm 
("integrity.Iemmi2", 
(--'!(verify:   string -> string -> string -> bool) 
<sign:   string -> string -»  string) 
(hish:   string ->  string) 
(txmessige:   string)  (rxmessige:   string) 
(dkey:   string)  (ekey:   string). 
(!ml  m2.(hish ml  : hish m2)  •->  (ml  : m2))  "> 
<!ml m2. verify ml  (sign mi dkey)  ekey : (ml  : m2))  ::> 
((txmessige  : rxmessige)  "> 

(is.Inta.ct  veriiy hish rxmessige 
(sign (hish txmessige) dkey)  ekey))'--), 

REPEAT   SEH.TAC 
THEH REiiB.ITE.TAC   [is.Intict] 
THEH DISCH.TKEH  (in thl   :> 

(DI5CH.TKEH   (in th2   = » REirRITE.TAC 
[thl,(SPEC   (--'(hish:string ->  string) txmessige'--)th2)]))) 

THEH DISCH.TKEH  (In th  s> REliSITE.TAC   [th]))j 

YJ.1 integrity.Iemmi3   - prove.thm 
(' 'integrity, Iemmi3", 
(--'!(veriiy:   string ->  string -> string -> bool) 
(sign:   string  ->  string  ->  string) 
(hish:   string -I  string) 
(txmessige:   string)  (rxmessige:   string) 
(dkey:   string)  (ekey:   string). 
(!ml  m2.(hish ml  s hish m2)  ">  (ml   s m2))   ::> 
(!ml  m2. veriiy ml  (sign m2 dkey)  ekey s (ml  : m2))  ~> 
((txmessige  s rxmessige)  : 

(is.Intict  veriiy hish rxmessige 
(sign (hish txmessige)  dkey)  ekey))'--), 

REPEAT   SEH.TAC 
THE! DISCH.TKEH  (in thl   :>  (DISCH.TKEH  (in th2  t» Ell.TAC 
THEH IP.TAC  th2 TKEH IP.TAC  thl))) 
THEH REifRITE.TAC   [integrity.lemmil, integrity.Iemmi2] ) ; 

export.theory  (); 

(*: : : t s 5 . - 
vil Intict  : prove.thm ("Intict", 

(--'■(verify:   string ->  string ->  string -> bool) 
(sign:   string -> string -)  string) 
(hish:   string ->  string) 
(txmessige:   string)  (rxmessige:   string) 
(dkey:   string)  (ekey:   string) 
(smd:string). 
(smd t  (sign (hish txmessige)  dkey))  "> 
(!ml  m2.(hish ml  : hish m2)  ">  (ml  : m2))   :s> 
<!ml  m2.  (verify ml (sign m2 dkey)  ekey)  t (ml  : m2))  ::> 

((txmessige  : rxmessige)  : 
(is.Intict  verify hish rxmessige smd ekey))'--), 

REPEAT   SEH.TAC 
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THEI DISCH.THElf  (in th it REiiRITE.TAC   [th]) 
THE! REiiRITE.TAC   [integrity.lemiiia.3]); 

fun let.ELH.COIY t  : 
TRY.COHV (let.COJY THEIC  let.ELH.CDIY)  t; 

Yil thl  s  let.ELH.CDHV 
(--'let  miclnfo : get.IIC.CLEAR.IIC.Inio mic_clea.x.msg  ia 

(let   ekey : get.Xey.irom.il)   (get.DriginitorAsymll.inio 
mic.cleix.msg:>  in 

(let ha.sh : HC.hish.select  miclnio and 
Yexiiy : HIC.sign.select  miclnio  and 
xxmessage  ; get.IIC.CLEAR.text  mic.cleax.msg in 

((get.IIC.mic miclnio s sign (lush txmessa.ge) dkey)  J:> 
(!ml m2.(ha.sh ml  : lush m2)  ::>  (ml  : m2))  ::> 
(!ml m2.Yexiiy ml 

((sign:stxing->stxing->string)  m2 dkey)ekey  :  (ml   c m2))   :s> 
((txmessage  : xxmessa.ge)  t 
IIC.CLEAR.is.Ints.ct  mic.clea.x.msg))))'--); 

Ya.1 th2  :  let.ELH.CDIY 
(--'let  miclnio  : get.IIC.CLEAR.IIC.Inio mic.cleax.msg 
in 
let  ekey t get.Sey_ixom_H)   (get.DxiginitoxAsymlD.inio mic.clea.x.msg) 
in 
is.Intict   (IIC.sign.select  miclnio)   (IIC.lia.3h.select  miclnio) 

(get.HIC.CLEAR.text  mic.cleix.msg) 
(get.IIC.mic miclnio) 
ekey'--); 

Yil IIC.CLEAR.is.Intict.Coxxect   : pxoYe.thm 
("IIC.CLEAR.is.Intict.Coxxect", 
(--'(!(mic_cleax_msg: "miccleixmsg) 
(sign:   string -> stxing-»   stxing) 
(txmessige:   stxing) 
(dkey:   stxing). 
(let miclnio « get.IIC.CLEAR.IIC.Inio mic.cleix.msg  in 
(let  ekey t get.Iey.ixom.ID   (get.DxiginitoxAsymlJ).info 

mic.cleix.msg)   in 
(let hish : IIC.hish.select  miclnio md 

vexiiy s IlC.sign.select  miclnio md 
xxmessige s get.IIC.CLEAR.text  mic.cleax.msg in 

((get.IIC.mic miclnio : sign (hish txmessige)  dkey)  ::> 
(!ml m2.(hish ml  : hish m2)  ::)  (ml  s mS))  ss> 
(!ml m2.Yexiiy ml (sign m.2 dkey)   ekey :  (ml  : m.2))  tt> 
((txmessige t xxmessige)  : 
IIC.CLEAR.is.Inta.ct mic.cleix.msg))))))'--), 

REPEAT GEI.TAC 
TKEI REiiRITE.TAC   [thl] 
THEI REiiRITE.TAC   [IIC.CLEAR.is.Inta.ct.th2] 
THE! REifRITE.TAC   [Intict]); 

expoxt.theoxyOj 
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PEM_ENCRYPTED 

E.l    pem_encrypted.theory 
Theory:  pem.encrypted 

Pixents: 
pem.definit ions 

Type constants: 

Term constants: 
ENCRYPTED.eximple  (Prefix) 
:stxing ->  string ->  string ->  string -)  string -> string-) 
preeb t proctype t contentdomiin t dekinfo t id.isymmetric • 
certificite list t HC.info t (id.isymmetric • Key.info)   list • string t 
posteb 

getEH.DEK.info  (Prefix) 
:preeb t proctype • contentdomiin t dekinfo t id.isymmetric t 
certiiicite list t HC.info • (id.isymmetric t Key.info)   list t string t 
posteb -> dekinfo 

getEJLOxiginitoxAsymlD.info  (Prefix) 
:preeb t proctype t contentdomiin • dekinfo t id.isymmetric t 
certificate list t HC.info t (id.isymmetric • Key.info)   list t string t 
posteb  ->  id.isymmetric 

getEJJ.IssuerCert.info (Prefix) 
:preeb t proctype t contentdomiin • dekinfo t id.isymmetric t 
certificate list t HC.info t (id.isymmetric t Key.info)   list t string t 
posteb ->  certificate  list 

getEH.HC.info  (Prefix) 
:preeb • proctype t contentdomiin t dekinfo t id.isymmetric t 
certificate list ■ HC.info t (id.isymmetric t Key.info)   list • string t 
posteb -I HC.info 

getEH.KEY.info  (Prefix) 
:preeb t proctype t contentdomiin • dekinfo t id.isymmetric t 
certificite list • HC.info t (id.isymmetric t Key.info)   list • string t 
posteb -> Key.info 

getEB.Hessige.info  (Prefix) 
:preeb t proctype t contentdomiin • dekinfo t id.isymmetric t 
certificite list t HC.info t (id.isymmetric t Key.info)   list t string t 
posteb ->  string 

getEH.msg.IsgEncryptlD   (Prefix) 
■preeb ■ proctype t contentdomiin t dekinfo t id.isymmetric t 
certificite list t HC.info t (id.isymmetric t Key.info)   list • string t 
posteb ->  ilgid 

getEI.msg.IsgEncryptlY (Prefix) 
:preeb t proctype • contentdomiin t dekinfo t id.isymmetric t 
certificite list t HC.info ■ (id.isymmetric t Key.info)   list t string t 
posteb ->  IV 

getEI.msg.HishlD   (Prefix) 
rpreeb t proctype ■ contentdomiin t dekinfo t id.isymmetric t 
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certificite list t IlC.info t (id.isymmetric t Key.info)  list t string t 
post8b ->  ilgid 

getEH.msg.Signll)   (Prefix) 
:preet> t proctype t contentdomiin • dekinfo t id.isymmetric t 
certificite list t IlC.info t (id.isymmetric • Key.info)  list t string t 
post et> ->  ilgid 

getEH.msg.EncryptedllC   (Prefix) 
:preeb t proctype t contentdomiin t dekinfo t id.«.symmetric t 
certificate list • IlC.info • (id.isymmetric t Key.info)  list t string t 
posteb ->  string 

getEB.msg.KeyEncryptll)   (Prefix) 
:preeb t proctype t contentdomiin t dekinfo t id.isymmetric t 
certificite list • IlC.info • (id.isymmetric t Key.info)  list • string • 
posteb ->  ilgid 

getEJ.msg.EncryptedKey  (Prefix) 
:preeb • proctype t contentdomiin t dekinfo t id.isymmetric t 
certificite list • IlC.info t (id.isymmetric t Key.info)   list • string t 
posteb ->  string 

getEI.msg.DEK   (Prefix) 
:preeb t proctype t contentdomiin t dekinfo t id.isymmetric • 
certificite list t IlC.info • (id.isymmetric • Key.info)   list • string t 
posteb ->  string 

getEJ.msg.messige  (Prefix) 
:preeb t proctype t contentdomiin t dekinfo t id.isymmetric t 
certificite list • IlC.info • (id.isymmetric • Key.info)   list t string • 
posteb -I  string 

getEH.msg.IIC   (Prefix) 
:preeb • proctype • contentdomiin • dekinfo t id.isymmetric t 
certificite  list  t IlC.info t (id.isymmetric t Key.info)   list • string t 
posteb -»  string 

EHCRTrPTED.is.PriYiteP   (Prefix) 
:preeb t proctype • contentdomiin • dekinfo t id.isymmetric • 
certificite list • IlC.info • (id.isymmetric • Key.info)   list t string t 
posteb ->  string -I tool 

EICRYPTED.is.PriviteS   (Prefix) 
:preeb t proctype t contentdomiin t dekinfo • id.isymmetric t 
certificite list t IlC.info t (id.isymmetric t Key.info)   list t string t 
posteb -)  string -> bool 

ESCRYPTED_is.Authentic2   (Prefix) 
rpreeb t proctype t contentdomiin • dekinfo • id.isymmetric t 
certificite list t IlC.info t (id.isymmetric t Key.info)  list • string t 
posteb -> bool 

EICRYPTED.is.Intict   (Prefix) 
:preeb t proctype t contentdomiin t dekinfo • id.isymmetric t 
certificite list t IlC.info t (id.isymmetric t Key.info)   list f string • 
posteb -> bool 

EJCRYPTED.is.non.deniible  (Prefix) 
:preeb t proctype • contentdomiin t dekinfo • id.isymmetric t 
certificite list t IlC.info t (id.isymmetric t Key.info)  list • string t 
posteb  -) bool 

Axioms: 

Definitions: 
EICRTtPTED.eximple 
I-   !sl  s2  S3  34 s5  s6. 

EFCRYPTED.eximple  si  s2  s3  s* sS  s6 
(BE&U 'TRIVACY.EEHAICED  IAH", 
Proc.Type  (4-.EICRYPTED), 
Content.Domiin RFC822, 
BEK.Info  (DES.CBC.IV), 
IS .Asymmetric si, 
[Certificite  s2], 
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IIC.Info  (RSA.D5,RSA,s3), 
[ID_Asymm9tiic  st,Key.Info  (RSA,s5)], 
36, 
EH  ' TRIYACY.EHHAHCED   HAH") 

g8tEE.DEI.inlo   I-   !x.  gstEH.DEK.info x : FST (SHI   (SHD  (SHD x))) 
g9tEH.nriginitorAsymID.info 
I-   !x.   g9tEI.DxiginitorAsymID.info x : FST (SED  «CS1TD  (SHD   (SID x)))) 
getEH.Is suexC ext. info 
I-   !x.   g8tEF.Issu9iC9it.info x : FST (SHD  (SHD  (SED  (SID   (SHI x))))) 
getEH.HIC.info 
I-   !x.  getEH.IIC.info x t FST (SBT  (SHI  (SID   (SHD   (SHD  <SHD x)))))) 
get EH.KEY. info 
I-   !x. 

g8tEH.EEY.info x : 
SHD   (HD   (FST   (SHD   (SHD   (SHD   (SHD   (SHD   (SHD   (SHD  x))))))))) 

getEH.H9ssa.g9. info 
I-   !x. 

getEH.Hessa.ge_info x : 
FST  (SHI   (SHD   (SHD   (SHD   (SHD   (SHD   (SHD   (SHI  x)))))))) 

getEH.msg.IsgEncxyptll 
I-   !x.   getEH.msg.IsgEncxyptlD  X s get.DEK_a.lgid  (g9tEH.IEJ.info x) 
ggtEH.msg.IsgEncxyptIV 
I-   !x.  ggtEH.msg.IsgEncxyptlY x s get.DEJ.IV  (g9tEI_DEK.info x> 
g9tEH.msg.Ha.shU 
I-   !x.  g9tEH.msg.Ha.shID  x s g9t.IIC_1.lgid (getEI.HIC.info x) 
getEH.msg.SignU 
I-   !x.  getEH.msg.SignU  x : get.IIC.siga.lgid  (getEH.HIC.info x) 
g9tEH.msg.Encxypt edIIC 
I-   !x.   getEH.msg.EncxyptedHIC  x = get.HIC.mic  (g9tEH.IIC.info x) 
g9tEI.msg_KeyEncxyptID 
I-   !x.  getEH.msg.EeyEncxyptH  x 5 get .KEY. Ugid  (getEH.KEY.info x) 
getEH.msg.EncxyptedKey 
I-   !x.  getEH.msg.EncxyptedKey x - get.KEY.a.symsgKey (getEH.KEY.info x) 
getEH.msg.DEK 
I-   !x. 

getEH.msg.DEK  x i 
DES.encxypt.S9l9ct   (g9tEH.IEY.info x)  (getEH_msg_Encxypt9dK9y 1) 

I9cipientk9y 
g9tEH.msg.m9ssa.g9 
I-   !x. 

g9tEH.msg.messa.ge x t 
msg.Encxypt.select   (g9tEH.DEK.inf0 x)  (getEH.I9ss1g9.info x) 

(g9tEH.msg.IEK  x) 
(g9tEH.msg.HsgEncxyptIV x) 

g9tEH.msg.IIC 
I-   !x. 

g9tEH.msg.IIC  x = 
msg.Encxypt.select   (g9tEH.DEK.info x)  (getEH.msg.EncxyptedHIC  x) 

(g9tEH.msg.IEK  x) 
(getEH.msg.IsgEnciyptIV x) 

EHCRYPTED.is.Pxiva.teP 
I-   !msg txIEK. 

EHCRYPTED.is.Pxiva.teP  msg txDEK   . 
is.Pxiva.teP   (DEK.encxypt.select   (getEH.KEY.info msg))  txDEK 

(g9tEH.msg.Encxypt9dK9y msg) 
I9cipi9ntlc9y 

EHCRYPTED.is.P1iva.t9S 
I-   !msg m9ssa.ge. 

EHCRYPTEI.is.PxiviteS  msg m9ssa.g9  s 
(l9t xxIEK   . g9tEH.msg.DEK  msg 
ind 
deciyptIV  s getEH.msg.IsgEnciyptIV msg 
in 
is.Pxiva.teS   (msg.Encxypt.select   (getEH.DEK.info msg)) message 
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(getEI.Iessige.info msg) 
decrypt IV 
rxDEK) 

EICRYPTED.is.Authentic. 
I-  imsg. 

EICRYPTED.is.Authentic. msg - 
<let miclnfo  : getEI.IIC.info msg 
in 
let  ekey : get_Key.xxom.III   (getEI.nxiginitoxAsymlD.info msg) 
in 
is.Authentic  <IIC.sign.select  miclnfo)   (IlC.hish.select  miclnfo) 

<getEI_msg.messa.ge msg) 
<gstEI.msg_IIC  msg) 
ekey) 

EICRYPTED.is.Inta.ct 
I-  !msg. 

EICRYPTED_is.Inta.ct  msg : 
<let miclnfo  t getEI.IIC.info msg 
in 
let  ekey t get_Key.from.il)   <getEI.Dxigins.torAsymID.info msg) 
in 
is.Inta.ct   (IlC.sign.select  miclnfo)   <HIC.ha.sh.select  miclnfo) 

<getEI_msg.mes3a.ge msg) 
<getEI.msg.IIC  msg) 
ekey) 

EHCRYPTED.is_non_denia.ble 
I-  !msg. 

EICRYPTED.is.non_denia.ble msg - 
<let miclnfo  : getEI.IIC.info msg 
in 
let  ekey c get.Key_fxom_E)   <getEF.nrigina.toxAsymID.info msg) 
and 
ha.sh  : IIC.ha.sh.select  miclnfo 
in 
is.non.deniible  <IIC.sign.select miclnfo) 

<ha.sh <getEI.m3g.me3sa.ge msg)) 
<getEI.msg.IIC  msg) 
ekey) 

Theorems: 
EICRYPTED . is .Priva.t e.DEK 
I-   iEncrypted.msg  encryptP  DEE dKEYO dkey. 

let Key.info  : getEI.KEY.info Encrypted.msg 
in 
let decryptP   t DEE.encrypt.select  Key.info 
and 
rxmsg - getEI.msg.EncryptedKey Encrypted.msg 
ind 
dkey - recipientkey 
in 
<rxmsg - txmsg) -c> 
<txmsg t encryptP DEE ekey) --> 
<!msg. decryptP <encryptP msg ekey) dKEYO : msg) :-> 
<!msg d_. 

<decxyptP   <encryptP  msg ekey) d_ . msg)  ">  <d5  s dKEYO))   ::» 
<<dkey  : dEEYO)   : EICEYPTED.is.PriYa.teP  Encrypted.msg DEK) 

EICRYPTED.is.PxiYite.msg 
I-   iEncrypted.msg encrypts  message DEK. 

let DEK.info  t getEH.DEK.info Encrypted.msg 
in 
let decrypts   s msg.Encrypt.select DEK.info 
and 
rxmsg c getEI.Ies sage, info Encrypted.msg 
and 
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decxyptIV  : getEH.msg.IsgEncxyptlv  Encxypted.msg 
md 
JEYO   : DES 
ind 
key t getEH.msg.DEI  Encxypted.msg 
in 
(xxmSg    5   tXHSg)    "> 
(txmsg :  encxyptS  massige REY0 decryptIY)   ss> 
<!msg key. 

<decryptS   (encrypts  msg key decxyptIV)  key decxyptIV  : msg)  l\ 
(!msg keyl. 

(decrypts  msg keyl decryptlY  : decrypts  msg key decxyptIV)  i 
key ' 
keyl))   :=> 

<<key  : KEYO)  s EJCRYPTED.is.PiiviteS Encxypted.msg massige) 
EHCRYPTED.is.Authentic.msg 
I-   iEncxypted.msg  sign txmic dREYO dkey. 

let miclnfo s getEI.IIC.info Encxypted.msg 
in 
let vexify = IIC.sign.select  miclnfo 
ind 
hish = HIC.hish.select  miclnfo 
ind 
massige : getEB.msg.messige Encxypted.msg 
ind 
xxmic t getEI.msg.HIC  Encxypted.msg 
ind 
ekey : get.Rey.ixom.il!   (getEI.DxiginitoiAsymID.info Encxypted.msg) 
in 
(xxmic ; txmic) :t> 
(txmic  :  sign (hish messige) dkey)  "> 
(!ml m2 dkey2.   vexify ml  (sign m2 dkey3)   ekey t dkey2   s dSEYO)   ") 
((dkey  c dSEYO)   : EHCRYPTED.is.AuthenticS  Encxypted.msg) 

EICRYPTED.is.Intict.msg 
I-  IEncxypted.msg  sign txmessige txmic dkey. 

let miclnfo : getEH.IIC.info Encxypted.msg 
in 
let vexiiy • HC.sign.select miclnfo 
ud 
hish ' HC.hish.select  miclnfo 
uid 
xxmessige  - getEH.msg.messige Encxypted.msg 
ind 
xxmic : getEI.msg.IIC  Encxypted.msg 
ind 
ekey s get.Rey.fxom.IIi   (getEH.DxigimtoxAsymlD.info Encxypted.msg) 
in 
(txmic :  sign (lush txmessige) dkey)   "> 
(xxmic t txmic)  "> 
(!ml m2.   (hish ml   : hish m2)  ::>  (ml   : m2))  "> 
(!sl  s5.  vexify si (sign s2 dkey)  ekey : si t s2)  :=> 
((xxmessige  : txmessige)   : EICRYPTED.is.Intict  Encxypted.msg) 

EICRYPTED.is.non.deniible.msg 
I-   iEncxypted.msg  sign HESSASEO  txmic dREYO  dkey. 

let miclnfo s getEH.IIC.info Encxypted.msg 
in 
let vexify • HC.sign.select  miclnfo 
ind 
hish s HC.hish.select  miclnfo 
ind 
messige t getEI.msg.messige Encxypted.msg 
md 
xxmic t getEI.msg.IIC  Encxyptad.msg 
ind 
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ekey : get.K9y.ir0m.II!   <g9tEr.Driginj.torAsymID.inio Encrypted.msg) 
in 
<rxmic z  txmic) ::> 
<txmic : sign <hish IESSAGE0) dkey) s:> 
(.'.Ml  m2. <ha.sh ml z  hish m2) : il : m2) tt> 
<!ml m2 dkey2. 

Yeiiiy ml  <sign mS dk9y2)  9k9y :  (ml  : m2)  /\  <dkey2  : dKEYO))  ::> 
«dkey  : dKEYO)   /\  <messig9  : IESSAGEO)   : 
EHCRYPTED_is.n0n_d9nia.ble Encrypted.msg) 

E.2    pem_encrypted.sml 

(* File: 
<* Description: 
<* 
(* Dite: 
(* Author: 

pern.9ncrypt ed.sml 
selector  ind security iunction iox 
EHCRYPTED  mossige 
Aug.   20,   1996 
Din Zhou 

= --*) 
*) 
*) 
*) 
*) 
*) 

see*) 

new.theory "pern.encrypted"; 

loa.d.libriTy{lib  : hol88.1ib,   theory  - "-"); 
open Psyntix  Compit; 

nex.parent  "pem.syntix"; 
n9x.pa.r9nt  "pem.deiinitions"; 

idd.theory.to.sml "p9m_syntax"; 
add.th9ory.to_sml "pem.deiinitions"; 

(*- * 5 z z z ; _ ;*) 
<* abbreviated PEI lessige type *) 
vil encxyptedmsg - ty.antiq 

<::':<pre9btproctypetcontentdoma.intdek:iniotid.j.symmetiic 
t(certiiica.te  list)tIIC.iniot<id.isymmetrictJey.inio)list 
tstringtpost sb)1«): 
<* pemtext  *) 

(*- * z z z z z z _*) 
Yil EHCRYPTED.example  - nex.deiinition 

("EHCRYPTED.eximple",   --'EHCRYPTED.exa.mple  si  s2  s3  3i sB  s6 = 
(BEGIH  'TRIVACY.EHKAHCED  IAIL", 
Pxoc_Typ9  <*,EHCRYPTED), 
Contgnt.Domain RFC822, 
DEK.Inio  <DES.CBC,<IY:IY)), 
ID.Asymm9tiic  <sl:string), 
[C9rtiiica.t9  (s2:string)D, 
UC.Inio  <RSA.ID5,RSA,<s3:strins)), 

(* asymsignmic *) 
[<ID.Asymm9tiic  <s4:string),   Key.Inio  <RSA,   <s5:string)))], 

<* isymsgKey *) 
(s6:string), 
(* pemtext *) 
EHD  "PRIYACY.EHHAICED   IAH")'--); 

<*- - - : - :: : : :*) 
<* retrieve xiTT iields iron received PEI-Encxypted-Iessage *) 
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*) <* »ithout   iny operation ' 

<* Iesa.sge Encryption Alrogithm,   and IV *> 
Ya.1 getEH.DM.info  s neu.definition  <"getEH.DEK.info", 

<--'getEI.DM.info  <x:"encryptedmsg) 
: FST(SHD<SHD<SHD  x)))'--)); 

<* sender n,  this field cm repla.ee the sender's   certificate      *) 
Ya.1 getEH.DriginitorAsymlD.info  - ne*.def inition 

("getEl.OriginitorAsymlD.info", 
--'getEH.Diigina.torAsymID.info  <x:"encryptedmsg) 
- FST<SHD<SHD<SHD<SHD  x))))'--); 

*) <* CA certificate 
Ya.1 getEH.IssuerCert.info  - nex.definition 

<"getEH.IssuerCert.info", 
--'getEH.IssuerCert.info <x:"encryptedmsg) 
.    FS-I<SHD<SHD<SSD<SHD<SHD  x)))))'--); 

<* lessige Digest  Algorithm,   Iessa.ge Digest  Sign Algorithm, *) 
<* ^encrypted* IIC 
Ya.1 getEH.IIC.info  - nes.definition  ("getEH.IIC.info", 

(--'getEH.IIC.info  <x:"encryptedmsg) 
.  FST<SHD<SHD<SHD<SHD<SHD<SHD   x))))))'--)); 

<* recipient   ID.    For recipient's   certificate ?"> 
<* this »ill not be used until la.ter 
va.1 getEH.Becipients.info  -    neit.definition  <"getEI.Recipients.info" 

--'getEH.Recipients.info    <x:"encryptedmsg) 
: FST(SHD<SHD(SHD(SHD<SBD<SHD<SHD  x)))))))'--); 

*) 
<* Recipient   ID: this  is used to get the public/private key *) 
<* of recipient ' 
(*   this  is not used right no»   *> 
<* xe just  a.ssume recipient  publickey  md private key is *) 
(* iYa.ila.ble 

<* Recipient  Key-info:   per-messa.ge key encryption Algorithm *) 
<* md Encrypted per-messa.ge key *> 
<* this »ill be used temporarily *) 
Ya.1 getEH.KEY.info  - nex.definition  <"getEH.KEY.info", 

<..'getEH.KEY.info  <x:"encryptedmsg) 
.   SHDOfD   <FST<SHD<SHD<SHD<SHD<SHD<SHD<SHD   x)))))))))'")); 

<* the encrypted messa.ge 
Ya.1 getEH.Iessa.ge.info  - neir.definition <"getEH_Iessa.ge.info" 

--'getEH.Iessa.ge. info  <x:" encrypt edmsg) 
-  FST<SHD<SHD<SHD<SHD<SHD<SHD<SHD<SHD   x)»)»))'--); 

*) 

:*) 
<*t . - - z 

<* retrieve  ea.ch individua.1  sub-field from m message field        *> 

<* Iessa.ge  encryption Algorithm _ *' 
Ya.1 getEH.msg.IsgEncryptlD   : nex.definition 

<"getEH.msg.IsgEncrypt ID", 
--'getEH.msg.IsgEncryptlD   <x:"encryptedmsg) 
: get.DEI_a.lgid  <getEI.DEK.info x)'--); 

*) <* Iessa.ge  encryption  IV 
Ya.1 getEH.msg.IsgEncryptIV  : ne».definition 

<■ 'getEH.msg.IsgEncryptIV', 
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--'getEH.msg.IsgEncryptIV  <x:"encryptedmsg) 
: got .BES. IV  <getEH.DEJ.info x)'--); 

<*s s - ■ : : : c :*) 
<* Hish Algorithm „> 
vil getEH.msg.HishID  c nex.definition  O'getEH.msg.HishID", 

--'getEH.msg.HishID  <x:"encryptedmsg) 
s get.IICa.lgid  <getEH.IIC_info x)'--); 

<* Sign Algorithm for messige digest *) 
vil getEH.msg. SignID  ; nex.definition  <"getEH_msg.SignID", 

--'getEH.msg.SignID   <x:"encryptedmsg) 
: get.IIC.sigilgid  <getES.IIC.inio x)'--); 

<* Encrypted IIC *;> 
vil getES.msg.EncryptedUC   : nex.definition 

<' 'get EH.msg.En crypt edHIC', 
--'getEH.msg.EncryptedIIC  <x:"encryptedmsg) 
t get.IIC.mic <getEI.IIC.info x)'--); 

<*' s : : : t ; : ;„) 
<* messige key encryption Algorithm *) 
vil getEH.msg.KeyEncryptID  : nex.definition  O'getEH.msg.KeyEncryptlD" 

--'getEH.msg.KeyEncryptID   <x:"encryptedmsg) 
• get.IEY.Ugid  <getEH_I!EY.info x)<--); 

<* Encrypted less ige Hey „) 
vil getEH.msg.EncryptedKey  t nex.definition  O'getEH.msg.EncryptedKey" 

--'getEH.msg.EncryptedKey  <x:"encryptedmsg) 
5 get.KEY.isymsgKey  <getEH.IEY.info x)'--)i 

<*J : • - : : : : :*) 
<* extnct  DEE/originil messige/HIC  from the received messige      *) 
vil getEH.msg.DEK  c nex.definition  <"getEff.msg.DEF", 

--'getEH.msg.DEK   <x:"encryptedmsg) 
c  <DEX.encrypt.select   <getEH.KEY.info x)) 
<getEH.msg.EncryptedKey x) recipientkey'--); 

vil getEH.msg.messige : nex.definition  O'getEH.msg.messige", 
--'getEH.msg.messige  <x:"encryptedmsg) 
=  <msg.Encrypt.select   <getEH.IEK.inio x)) 
<getEH.Iessige.info x)  <getEH.msg.DEI!  x) 
<getEH.msg.IsgEncryptIV x)'--); 

<* notice here the IV is the sine is messige  encryptiong  IV *) 
<* this  is my is sumption *) 
vil getEH.msg.HIC  : nex.definition  <"getEH.msg.IIC", 

--'getEH.msg.IIC  <x:"encryptedmsg) 
5  <msg.Encrypt.select   <getEH.DEK_info x)) 
<getEH.msg.Encrypted!IC  x) 
<getEH.msg.DEK  x)  <getEH.msg.IsgEncryptIV x)'--); 

<*c :*) 
<* Define security functions  for PEI-Encrypted-Iessige *) 

<* by this,  xe test the DEK  is privite. *) 
vil EHCBYPTED.is.PriviteP   c nex.def inition  <"EHCBYPTED_is.PriviteP", 

--'EHCRYPTED.is.PriviteP  <msg:   "encryptedmsg)  <txDEK:string) 
: is.PriviteP  (MS..encrypt.select  <getEH.JEY.info msg)) 
txDEK  <getEH_msg.EncryptedKey msg) recipientkey'--); 
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(* by this,  SB test th9 msg is private. *> 
Yal EICR1PTED.is.PriYJ.teS   t nax.dafinition  ("EICRYPTED.is .PxiYateS'J, 

--'EHCRYPTED.is.PxiYi.teS   <msg:   "encryptedmsg)   (messige: string) 
t let rxDES   = getEI.msg.DEX  msg 
and 
decryptIV  : getEI.msg.IsgEncxyptlV msg 
in 
(is.PrivateS   (msg.Encxypt.select   (getEI.DEK.info msg)) 
massige  (getEI.Iessage.info msg) deciyptIV xxDEI)'--); 

(* test fox message  authentic«ion,   no need to use the other        *) 
<* ioim 
Yal EICRYPTED_is_Authentic2   ' nax.dafinition  < 

' IICRYPTED .is.Authent ic2", 
--'EICRYPTED.is.Authentic^   (msg:   "encryptedmsg) 
s(let miclnfo  : getEI.IIC.info msg in 
(let   ekey J get .ley.Horn. ID   (getEI.Drigini.toiAsymID.info msg) 

in 
(is.AuthenticS   (IlC.sign.select miclnio) 
(KIC.ha.sh.select  miclnio)   (getEB.msg.messa.ge msg) 
(getEI.msg.IIC  msg)  ekey)))'--); 

(* by this,  xe test the message that  Originator  sent  is intact    *) 
Yal EICRYPTED.is.Intact   c nex.definition  ("EICRYPTED.is.Intact", 

(--'EICRYPTED.is.Intact   (msg:   "encryptedmsg) 
5 (let miclnio s getEI.IIC.info msg in 
(let  ekey t get.Xey.from.ID   (getEI.DriginatoxAsymID.info msg) 

in 
(is.Intact   (IlC.sign.select miclnio) 
(HIC.hash.select miclnio)   (getEI.msg.message msg) 
(getEI.msg.IIC  msg)  ekey)))'--)); 

(* test ior message non-dennbility ' 
Yal EICRYPTED.is.non.deniable  s nex.def init ion ( 

■ 'EICRYPTED . is.non.deniable'', 
--'EICRYPTED.is.non.deniable  (msg:   "encryptedmsg) 
:  (let  miclnio  : getEI.IIC.info msg in 
(let   ekey ■ get_Iey_fxom.ID   (getEI.DxiginitoxAsymlD.info msg) 
and 

hash s IIC.ha.sh.select miclnio 
in 
(is.non.deniable (IlC.sign.select  miclnio) 
(hash (getEI.msg.message msg)) 
(getEI.msg.IIC  msg)  ekey)))'--); 

close.theoryO; 
eipoit.theoxyO; 

• ..--•st **) 

(* prove properties ox Encrypted PEI message *) 

fun let.ELH.CDIV t  5 
TRY.CDIV  (let.CDIV THEIC  let.ELH.CDIV)  t; 

(* 1.  EICRYPTED.is.Pxivate.DEK *> 
(* x-ecipientkey:  the pxiYate key of xecipient *) 
(* ekey: public key of the intended xecipient *) 
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(* dKEYO: private key oi the intended recipient *) 

Yll thl  c  let.ELIH.CDEV 
<--'let  Key.inio  : getEff.KEY.inio Encrypted.msg in 
let decryptP  - DEK.encrypt.select  Key.inio 
Uli 

rxmsg : getEE.msg.EncryptedKey Encrypted. 1135 
and 

dkey - recipientkey 
in 
(rxmsg  s txmsg)  :-> 
(txmsg  : encryptP  DES  (ekey:string))   :-> 
<!nsg.  decryptP  (encryptP  msg ekey) dKEYO  - msg)  ;:> 
(!msg d2.  <decryptP  (encryptP  msg ekey) d2 c msg) 

::»   (d2  - dKEYO))   -:» 
«dicey  : dKEYO)   : EECRYPTED.is.PriYite 

Encrypted.msg  (DEK:string))'--); 

(* —  is there  a. need to hare dkey-recipient   --- *) 

Yil EJCRYPTED.is.PriYate.DEK  : prove.thm 
<' 'EECRYPTED. is .Privat e.DEK", 
— ".(Encrypted.msg:   "encryptedmsg) 
(encryptP:   string->string->string) 
(DEI:   string)  (dKEYO:   string)  (dkey:   string), 
let Key.info  c getEB.KEY.inio Encrypted.msg  in 
let decryptP   : BEK.encrypt.select  Key.info 
and 

rxmsg s getEE.msg.EncryptedKey Encrypted.msg 
md 

dkey : recipientkey 
in 
(rxmsg c txmsg)  -:> 
(txmsg  s encryptP  DEE  ekey)  -:» 
(!msg.   decryptP   (encryptP  msg ekey) dKEYO   : msg)   :;> 
(!msg d2.   (decryptP   (encryptP  msg ekey)  d2  c msg) 

=s»  (d2  - dKEYO))   s-> 
((dkey  - dKEYO) 

t EICRYPTED.is.PriYa.teP Encrypted.msg DEE)'--, 
REPEAT   GEE.TAC  THEE 
REiiRITE.TAC   [thl]   THE! 
REiiRITE.TAC   [EECRYPTED.is.PriYJ.teP]   THEE 
ACCEPT.TAC   (SPECL 

[--'DEK.encrypt.select  (getEE.KEY.info Encrypted.msg)'--, 
--'encryptP:   string -I string ->  string'--, 
--'DEE:   string'--, 
--'txmsg:   string'--, 
--'getEE.msg.EncryptedKey Encrypted.msg'--, 
--'ekey:   string'--, 
— 'dEEYO:   string' — , 
--'recipientkay:   string'--]   is_PriYa.te.DEK)); 

(*- z ' ' : z t t .He) 
(* 2.  EICRYPTED_is.PriYa.te.msg *) 
Yal thl  :  let.ELH.CDEV  ( 

--'let  DEE.info  : getEE.DEK.inio Encrypted.msg  in 
let decrypts  - msg.Encrypt.select  DEK.inio 
and 

IxmsS s getEE.Iessage.inio Encrypted.msg 
and 

decryptIV s getEE.msg.IsgEncryptIV Encrypted.msg 

108 



E.2.   PEM.ENCRYPTED.SML 

a.nd 
IEYO   : IH 

a.nd 
key s getEH.msg.DEK  Encrypted.msg 

in 
(rxmsg  : txmsg)  -:» 
(txmsg  = encrypts  massige KEYO decryptIV)   "> 
Omsg key.   (decrypts  (encrypts  msg key decryptIV) 

key decryptIV s msg)  /\ 
!msg keyl.   ((decrypts  msg key. decryptIV - 

decrypts  msg key decryptIV)   :    key - key!))  = = » 
((key  t XEYO) 

- EHCRYPTED.is.PriYiteS  Encrypted.msg message)'--); 

Yil th-  :  let.ELII.CDHV  ( 
--'let  xxDEK   - getEH.msg.DEK  msg 
ind 
decrypt IV  : getEH.msg.IsgEncryptIV msg 
in 
is.PriviteS   (msg.Encrypt.select  (getEH.IlEK.inlo msg)) message 

(getEH.Iessige.inro msg) 
decrypt IV 
rxIEK'--); 

YJ.1 th3  - REiiR-TE.RULE   [th-]   EHCRWTED.is.PriYa.teS; 

Yil EHCRYPTED_is.PriYa.te.msg  - proYe.thm 
("EHCRYPTED_is.PriYa.te.msg", 
--'!(Encrypted_msg:   "encryptedmsg) 
(encrypts:   string-»string-»IV-»string) 
(messige:   string)  (IEK:   string), 
let DEK.inro  = getEH.DEK.inio Encrypted.msg in 
let decrypts   - msg.Encrypt.select  DEK.info 
and 

rxmsg  - getEI.Iessa.ge_info Encrypted.msg 
a.nd 

decryptIV  - g et EH. msg. I sgEn crypt IV Encrypted.msg 
a.nd 

KEYO   - DEI 
and 

key : getEH.msg.DEK  Encrypted.msg 
in 
(rxmsg  - txmsg)  ss> 
(txmsg  - encrypts  message KEYO decryptIV)  --> 
Omsg key.  (decrypts  (encrypts msg key decryptIV) 

key decryptIV  - msg)   /\ 
!msg key.,  ((decrypts  msg keyl decryptIV - 

decrypts  msg key decryptIV)  -    key : keyl))  =:> 
((key  - KEYO) 

- EHCRYPTED.is.PriYa.teS  Encrypted.msg messige)'--, 
REPEAT   GEH.TAC  THEH 
REiiRITE.TAC   [thl]   THEH 
REiiRITE.TAC   [th3]   THEH 
ACCEPT.TAC   (SPECL 

[--'msg.Encrypt.select   (getEH.DEK.inlo Encrypted.msg)'--, 
--'encrypts:   string  ->  string  -»  IV -»  string'--, 
--'messa.ge:   string'--, 
--'txmsg:   string'--, 
--'getEH.Iessa.ge.inio Encrypted.msg'--, 
--'getEH.msg.IsgEncryptIV Encrypted.msg'--, 
--'DEK:string'--, 
--'getEH.msg.DEK Encrypted.msg'--]   is.PriYa.te.msg)); 

(*. .*) 
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<* 3.  EICHirrTEII.is.Aiitheiitic.mss *) 
<* dkey:  originj.tor's  priYite key *) 
<* dEETO:  the key of the one ire think »ho sent the mj.il *) 
<* ekey:    the public key of the one xho xe think sent the ma.il *) 
<* since ekey is publicly knoxn.     --- Iiy need more xork --- *) 

Yil thl s let.ELH.CDIY 
(--'let  miclnfo : getEH.IIC.info Encrypted.msg  in 
let Yerify : ITC.sign.select  miclnfo 
uid 

hish s IIC.hi.sh.select miclnfo 
uid 

message  : getEI.msg.mes3J.ge Encrypted.msg 
uid 

rxmic t getEH.msg.IIC  Encrypted.msg 
uid 

ekey : get.Key.from.ID 
<getEI.Driginj.torAsymID.info Encrypt ed.msg) 

in 
(rxmic  : txmic)  :;> 
(txmic  s (sign:string-»string->3tring)   (hj.sh messige)  dkey)   t;> 
<!ml m2 dkey2.  verily ml (sign m2 dkey2)  ekey 

: dkeyJ  t dEEYO)  "> 
<<dkey  : dKEYO)   ; 

EHCRYPTED.is.Authentic2  Encrypted.msg)'--); 

YJ.1 th2  :  let.ELH.CQHV 
<--'let miclnfo s getEH.IIC.info msg in 
(let  ekey t get_Eey.from.ID   (getEH.Driginj.toxAsymID.info msg) 
in 
(is.Authentic!   (IlC.sign.select miclnfo) 
(IIC.hj.3h.select miclnfo)   (getEH.msg.messj.ge msg) 
(getEH.msg.HIC msg)  ekey))'--); 

YJ.1 th3  : EEiiEITE.KDLE   [th2]  EHCRYPTED_is_Authentic2; 

YJ.1 EHCRYPTED.is.Authentic.msg  s prove.thm 
("EHCRYPTED.is.Authentic.msg", 
--'!(Encrypted.msg:"encryptedmsg) 
(sign:   string -> string -> string)    (txmic:string) 
(dKEYO:string)   (dkey:string), 
let miclnfo  t getEH.IIC.info Encrypted.msg  in 
let Yerify s IlC.sign.select miclnfo 
uid 

ha.sh • IIC.hj.sh.select miclnfo 
jjid 

messj.ge  s getEI.msg.messj.ge Encrypted.msg 
uid 

rxmic : getEH.msg.IIC Encrypted.msg 
uid 

ekey t get.Eey.from.ID 
(getEH.Driginj.torAsymID.info Encrypted.msg) 

in 
(rxmic  s txmic)  ::} 
(txmic  ' (sign:string->string->string)   (hj.sh messj.ge) dkey)   "> 
(.'.Ml ml dkey2.  verify ml (sign m2 dkey2)  ekey 

s dkey2  s dIEYO)   s:> 
((dkey  s dKEYO)   : 

EHCRYPTED.is.Authentic2 Encrypted.msg)'--, 
REPEAT   SEH.TAC  THEH 
REiiRITE.TAC   [thl]   THEH 
REiiRITE.TAC   [th3]  THEH 
ACCEPT.TAC   (SPECL 
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[--'HC.sign.select   (getEI.IIC.lnlo Encrypted.msg)'-- 
--'sign:   string ->  string -> string'--, 
--'IIC.ha.sh.select   <5etEff.IIC.inl0 Encrypted.mss)'--, 
--'getEff_msg_messi.se Encrypted.msg'--, 
--'txmic:   string'--, 
--'getEff.msg.IIC  Encrypted.msg'--, 
--'get.Key.lrom_ID 

<getEff.DriginitorisymID.inlo Encrypted.msg)'- 
--'dKEYO:   string'--, 
--'dkey:   string'--]   is.Authentic.msg)); 

*) <*. - 5 ' ; S 

<* 4.  EICRYPTED.is.Intict.msg 

Yil thl  =  let.ELH.CDHV <--'let  miclnlo : getEH.IIC.inlo Encxypted.msg 
in 
let verily : HC.sign.select  miclnlo 
and 
hish : HC.ha.sh.select  miclnlo 
ud 
xxmessige  : getEff.msg.messa.ge Encxypted.msg 
uii 
rxmic c getEff.msg.IIC Encrypted.msg 
ind 
ekey t get.Xey.lxom.ID   <getEI.Dxigina.torAsymID.inlo msg) 

<txmic  i <sisn:stxing->stxiiig->3txing)   <h-sh txmessige)  dicey)  s«> 
<xxmic  : txmic)  "> 
<!ml M2.  <ha.sh ml  : ha.sh m2)  ::>  <ml  s m2))  ::l 
<!sl   s.. verily si  <sign s3 dkey)  ekey s si  : s2) ::> 
«xxmessige  t txmessa.ge)  = EffCRYPTED.is.Inta.ct  Encxypted.msg)'--); 

va.1 th2 t let.ELH.CDffY <--'let  miclnlo : getEff.IIC.inlo msg 
in 
let  ekey s get_Eey.lxom.ID   <getEI.0xigina.toxAsymID.inlo msg) 

is.Inta.ct   <IIC.sign.select miclnlo)   <IIC.ha.sh.select miclnlo) 
<getEff_msg.messj.5e ms5) 
<5etEff.ms5.IIC msg) ekey'--); 

va.1 th3  t REiiRITE.RffLE   [th3]   EffCHYPTED.is.Inta.ct; 

va.1 EICRYPTED.is.Inta.ct.ms5 s piove.thm <"EffCRYPTED.is.Inta.ct.msg", 
--'!<Encxypted.msg:   "encryptedmsg) 
<sign:   stiing->stxing->stiin5) 
Otxmessage:   stxing)  <txmic:stxing)   <dkey:   stxing). 
let miclnlo  : getEH.IIC.inlo Encrypted.msg in 
let verily : IIC.sign.select  miclnlo 
and 

h«h : IIC.hi.sh.select miclnlo 
ind 

xxmessa.ge s getEI.msg.messa.ge Encxypted.msg 
and 

rxmic : getEff.msg.IIC  Encrypted.msg 
uid 

ekey : 5et.Key.lx0m.ID 
<5etEI.nxi5ina.torAsymID.inlo Encxypted.msg) 

in 
<txmic  : sign <ha.sh txmessa.ge)  dkey)  ss> 

<xxmic t txmic)   ss) 
<!ml m2.   <ha.sh ml  = ha.sh m2)  t:> <ml  s m2))  ss) 
<!sl  s3.  verily si <sign s3 dkey)  ekey s si ;  s2)  ss> 
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((rxmessage  - txmessage)  c EHCRYPTED_is.Inta.ct  Encrypted.msg)'--, 
REPEAT  GEH.TAC  THE! 
REiiRITE.TAC   [thl]  THEE 
REirRITE.TAC   Dth3]  THEH 
ACCEPT.TAC   (SPECL 
[--'IlC.sign.select   (getEH.HIC.info  (Encrypted.msg: "encryptedmsg))'--, 
--'sign:string-Jstring-»string1--, 
--'IIC.hash.select  <getEH.IIC.info  (Encrypted.msg:"encryptedmsg))'--, 
--'txmessage:string'--, 
--'getEH.msg.messige  (Encrypted.msg:"encryptedmsg)'--, 
--'txmic:   string'--, 
--'getEH.msg.IIC  (Encrypted.msg:"encryptedmsg)'--, 
--'get.Key.fron.It 

(getEH.OrigimtorAsymlD.info  (Encrypted.msg:"encryptedmsg))'--, 
--'dkey:string'--] 
is.Intact.msg)); 

(*- 5 . c c ; . . -*) 

(* 5.  EICRYPTEE.is_non_denia.ble.msg *) 

val thl  -  let.ELII.CDHV ( 
--'let  miclnfo s getEH.HIC.info Encrypted.msg  in 
let verify - IIC.sign.select  miclnfo 
uid 

hash  - HIC.ha.sh.select  miclnfo 
and 

message  : getEH.msg.messige Encrypted.msg 
and 

rxmic  - getEH.msg.IIC  Encrypted.msg 
and 

efcey - get_Fey.from.ID 
(getEH.DxiginatorAsymIB.inio Encrypted.msg) 

in 
(rxmic  : txmic)   .:) 
(txmic  t (sign:   string-.string-lstring) 

(hash IESSAC-EO)  dkey)   -:> 
(!ml  m_.   (hash ml  : hash m2)   : ml  - m_)   :-> 
<!ml m. dkey_.  Yeriiy ml (sign mS dkey.)  eSey 

:  (ml  c m.)  I\  (dkey.   - dKEYO))   se> 
((dfcey  : dJEYO)   /\  (message  - HESSAGEO)   - 

EHCRYPTED.is.non.deniable Encrypted.msg)'--); 

val th.  :  let.ELII.CDHV  ( 
--'let  miclnio  : getEH.IIC.inio msg 
in 
let  ekey - get.Eey.from.il   (getEH.DriginatorAsymID.info msg) 
and 
hash : HC.hash.select  miclnio 
in 
is.non.deniable (IlC.sign.select  miclnfo) 

(hash  (getEH.msg.message msg))   (getEH.msg.IIC msg)   ekey'--); 

val th3  s REirRITE.RTrLE   [th_]   EHCRYPTED.is.non.deniable; 

yal EHCRYPTED.is.non.deniable.msg  . proYe.thm 
("EHCRYPTED.is.non.deniable.msg", 
--'[(Encrypted.msg:   "encryptedmsg) 
(sign:   string  -»  string  -»string)  HES5A5E0  txmic dJEYO  dkey. 
let miclnfo  - getEH.IIC.info Encrypted.msg  in 
let verify - IlC.sign.select miclnfo 
and 

hash : IIC.hash.select miclnfo 
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and 
messige  : getEH.msg.messa.ge Encrypted.msg 

a.nd 
rxmic  s getEH.msg.HIC  Encrypted.msg 

and 
ekay : get.Key.irom.ID 

(getEH.Dxigima.torAsymID.info Encrypted.msg) 

in 
(xxmic : txmic) "> 
(txmic : sign (ha.sn IESSAUEO) dkey) "> 
(!ml  m2.   (hisn ml  • hish m2)  - ml  : m2)   ::l 
(!ml m2 dkey2.  verify ml (sign m2 dkey2)  ekey 

:  (ml  : m2)   l\  (dkey2   : dKETO))   ::» 
((dkey  : dKETtO)   l\  (messige  - IESSAGEO)   : 

EHCKTtPTEl.is.non.deniible Encrypt ed.msg)'--, 
REPEAT   GEH.TAC  THEH 
BEimnE.TAC   [thl]   THEI 
REÜRITE.TAC   [th3]   THEH 
ACCEPT.TAC   (SPECL 
[--'IIC.sign.select  (getEH.IIC.inio Encrypted.msg)'- 
--'sign:   string -)  string -»  string'--, 
--'HIC.ha.sh_ select   (getEH.HIC.inio Encrypt ed.msg)'-- 
--'getEH.msg.messa.ge Encrypted.msg'--, 
--'IESSAGEO:   string'--, 
--'txmic:   string'--, 
--'getEH.msg.IIC  Encrypt ed.msg'--, 
--'get.Jay.from.ID 

(getEH_Oxigina.torAsymID.inio Encrypt ed.msg)' 
--'dSEYO:   string'--, 
--'dkey:   string'--]   is.non.denia.ble.msg)); 

export.theoryO; 
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